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ABSTRACT

In Internet of Things (IoT) environments, devices or sensors everywhere can automatically collect data without the individual
awareness, further combine and share data using ubiquitous network, and thus the development of IoT raises new challenges in
respect of personal data protection and privacy. This study aims to identify main issues related to data protection in the IoT and
propose adequate measures. We analyzed the types of personal data controllers and processors in IoT and figured out the issues
regarding the processing of personal data and the rights to privacy of data subject. Accordingly, we suggested the institutional
ways (e.g., establishment of user-friendly notice and flexible consent system, re-identification risk monitoring system, data
protection in cross-border transfer, and user education) to improve the situation of personal data protection in IoT and finally
proposed the improvement tasks to carry out first based on the degree of urgency and importance.
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Table 1. Issue regarding Personal Data Protection in loT Environment Compared with Traditional IT
Data . . .
. Traditional IT Environment IoT Environment
Life Cycle
. . - JoT devices automatically collect data, leading to
. - Prior notice and consent . . .
Collection . constrains on prior notice and consent of data
are required .
subjects
- Storage and management points in IoT devices and
st / - Personal data is stored sensors increase
orage and managed in local - The amount of personal data stored and managed
Management .
network servers increase
- Threats of possible breach of personal data increase
- Personal data is used .
. . - Cross-border transfer of personal data is frequent
and provided domestically . .
. - Possibility of secondary use of personal data increase
Usage/ - Target and rule regarding ) ) ; ]
. o through data integration and big data analysis
Provision prohibition of secondary [ . . . . o
- Possibility of identification of unidentifiable data
use of personal data are .
increase
clear
- Increased collaboration between IoT service
- Known personal data providers increases personal data sharing.
Erasure .. o
controller erases the data Ambiguity of data controller responsibility to erase
also increases
Common - Types of personal data controller are diverse
. - Personal data controller . .
issue . . - Classification of data controller per each IoT service
. . can be clearly identified .
in Life Cycle is necessary
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Table 2. Analysis Results of Urgency and Importance of Measures for Improving Personal Data
Protection in loT
Area Improvement Measure Urgency | Importance
Gul?(?:leilr(l):smfi?t])oafta D Developing guidelines on personal data
protection for each type of data controller and M(2) H(3)
Controller and
processor
Processor
5 - — -
. @ Using user-friendly notice and announcement M(2) H(3)
Reinforcement of Data methods
Subject Right to @ Establishing code of practice for self-regulation M(2) M(2)
Self-control @ Designing mechanism of notification for exercise L) M(2)
of data subject rights to self-control
Flexible Consent (® Examining flexible consent system to resolve
. H(3) M(2)
System adverse effect of prior consent system
Re-identification Risk | ® Developing re-identification risk monitoring
H(3) H(3)
Management system of personal data
Reinforcement of
Personal Data @ Establishing standard contractual clauses about
. . H(3) H(3)
Protection in transferring personal data overseas
Cross-border Transfer
® - - =
) App.lyn"lg glar}datory adoption of Privacy by M(2) H(3)
Design principle
Strenethening Ex Setting up criteria for “Privacy Impact
g 8 Assessments (PIAs)” for each data controller and M(2) M(2)
ante Regulations i
. . processor
regarding IoT Service @ Pr ring counterm re to incidents prior t
Provider eparing countermeasure o ents prior to H(3) M(2)
starting IoT services
@ Applying standardized privacy enhancing M(2) L)
technology
Strengthening @ Strengthening control system of IoT devices L(1) M(2)
Management and
Supervision of Personal | @ Strengthening management and supervision
Data Collection and system about personal data transferred to 3™ M(2) M(2)
Erasure party
Reinforcement of User | @ Reinforcing user education for improving
. . ’ . H(3) H(3)
Education security awareness in IoT




AHH 53374 (2016. 8) 1009

vVi. 8 B ZdoM= ToT MAHRA=AF 338 A Rm
3 Zpolzelel A, ARFA A7 EAD AEHE 9
B AFexle BAA [oT AlHhe] Zefd] ule} & ARgAE FsbAlQl mApkel vl A $1F 3
MAAHR G ZHofr] A 715k o] Fetsla 2], MR Fejold FFEAGAE 5 wh
olell t-g-3t WA A=A NA uigkE A Alsksich & "Privacy by Design” 70 o A& z2lx
ATE 5o =& 8 OF Ak o3 R [oT o4} w5 73} 219 Fae] A vehyd
A, 2 QATFE T [oT 2Hitkel wet & 1A o} olefd AFAT F8AE FEUE A
B35 AbA HE & gl BF 7FsE EAIA MAAA, F, MAA R A 98 2 A
& selalsict ToT el 7120 1T 4 ol A kel 39 o ANARLE 78k AL (EEA
o AVARE A4S AY, Askshe el BAE ohE) £ JoTAe) Alde vek A A3
7h A Sk wtell AR i Abae] $1d 2 9% o184} % A} P FUHSZ el
7FeAE 2 o] vl Eolxich wlebd @A) °1°IE 3 AR FAE
Melgrrsyor Wakd [oT A9 N [oT #Helxe ?@/ﬂ*‘lﬂi M Bl ool
Hol| o Ak AR gHEEkrlel @A Q) HootaL A2 Aulz AF-S $lal AR 7F Aol
[oT 2ellM MelARE avpdoz 3ejslr] ¢ls)4 chekshA A 5 glet FL}EW HA ARz A
= ok AQARAR F38, ARFAL Ap)E e Sa A 2 sfedAe] oA MR fFE
AN A olar, A MAA R Fo) AEe] AwA E 5o slge] AA S olrh wEA AR XH*“”
A, QAR F3] /0] 8/4%/517] A9 kA =hu muelE] AEE ToT el wl$- Fad A
A 5 ookt 3ol AE7F F8si) B ol A7E A, w3k Fo 2 {5 o HE s AR
M ToT AHS- Efiol din]sle] i«l% MR ol g TEAGAES] =92, MR} 1
3 I FQ olqrAbkE AlAEIE L, o] e R 38 9le & AxHez nAsie] I 2t
ToT 7HelAr el HA-A =4 7HX HE A F=x [oT Akl 243w AHAF AoS =rss
2 4 9lg Aot} ek Aun 555 A o glo] $Ax o= A
A, B ATelMe e Al 2 E AT 2 Exlojof & IpAo|r}, W, AT HRRITEZ
A 55 58 ToT AlHe 7H°V4Eiiﬁ 2 A% el M BpAer 23E A2 AR Al
A wkeke AAE F3 5 sleldlde ToT o] AR BT tha] WAL Zta ool Hid £ ¥
37 wele} @ NAARRIE 9)8 izl o 2 Bk 9AlE 3 Zlolrh wEhA [oT AellA
A FA7IHoR Fal8] 2 glrh HaE {3l MelARe] 555 AHALE] oldsta, A 7
A= ToTelAe] MAAHHE S el Z2dzal AT g @l g A 2SS T3l HIIAE 7 2
WAlo g Aubdel A NS A5 18k ok Zejolw Al Adf AnE oid QRS sk A
g W] A9 Ry g e gl 7P A4 E A hAjle] E st
Hpalo 7 Hopd [oT ##l zelolw|A] BE A IoT 4tgde] wlekgal “‘-&101 A= 7ked A
(ell: Wldle]e] el AA, F]lekgy] 2 dAxd o = ellA] the] [oT $4 AAEo] FxE T
@ = A, FTC 2m)A-E9] ToTel oigt AH o}, ol2fd 7kedl ToT #Hellxe] /A rnrs
) FAsa gk FlelME oA 7R ToT 3 olfrE AAH R FEstu g Wk whElske
Aol NIRRT E 98 HA A= o5 =t AL ko 2o [oT AlUE Axs) 7t qkAlsh =)
o] FAZEA k& Aelelrt. E adtolAE 147} AHEARE] F5E Sld HEvPHo R wfg F83 A}
219 Ax AMAdukeke A, A FA] S0 teleh, whebr ofel thdt x<&Hql 77t Fgs}
olel $Aw=SIstE Sls AR AR T84 o} oleld Swleld B oA A= ToT Aula
AT ARSI B4 A3 AFA SdedAe gsle} VA REE P F oA 5HE
AR Fo] Al AL AR A 918 3] A T8 A FAs] $1F A= vk gle] =zt
A AR, Feleldl AMAARRE 75t AE Wk, g 5 9l& Ao},

IoT HHB‘_ A At vk vk, o o4t
5 ks FA1e He o] A eyt F24



1010

AHETE M (T0T) $7elM MIARRE 7315 $13 A= A Hsh

(12]

References

ITU-T, "The Internet of Things,” ITU-T
Internet Report, Nov. 2005.

J. Gubbi, R. Buyya, S, Marusic, and M.
Palaniswami, “Internet of Things (IoT):
a vision, architectural elements, and fu-
ture directions,” Future Generation
Computer Systems, vol. 29, no.7, pp.
1645-1660, Sep. 2013.

Gartner, 2015 Hype cycle for emerging
technologies identifies the computing in-
should
monitor,” Hype Cycle Special Report,
Aug. 2015.

Gartner, “6.4 Billion connected things

novations that organizations

will be in use in 2016, up 30 percent from
2015, Gartner Symposium/ITxpo 2015 in
Barcelona, Nov. 2015.

EU Article 29 Data Protection Working
Party, “Opinion 8/2014 on the on recent
developments on the Internet of Things,”
EU, Aug. 2014.

Advisory Board, “With tracking devices,
employers may track workers” health,”
Advisory Board Briefing, Jan. 2013.
Ministry of the Interior, “Korea privacy
information protection Act,” 2016.
EPIC(Electronic Privacy Information
Center), “Google class and privacy.”
EPIC.org, Apr. 2013.

ICO(Information Commissioner’s
Office), “Wearable technology - the future
of privacy,” ICO, 2014.

Min-joong Kim, “A study on the issues
related with the contents protection in
the future Internet,” Chonbuk Law
Review, 32, pp. 49-86, May 2011.
Boannews, "The IoT has arrived, think
data first,”
Boannews.com, Nov. 2015. Available:

personal protection

http://www.boannews.com/me-
dia/view.asp?idx=48408&kind =2
Ministry of the Interior, ‘Regulations for

(17

(18]

Korea privacy information protection
Act,” 2016.

National Information Society Agency,
“Guidelines for self-assessment of con-
formity about de-identification on per-
sonal data,” NIA, Dec. 2014.
ICO(Information
Office), “Anonymisation: managing data
protection risk code of practice,” ICO,
Nov. 2012.

Jae-geun Lee, Sang-ug Kang,
Heung-Youl Youm, “Analysis of personal

Commissioner’s

and

information protection circumstances
based on collecting and storing data in
privacy policies,” Journal of the Korea
Institute of Information Security and
Cryptology, 23(4), pp. 768-774, Aug.
2013.

Won-jin Sun and Doo-hyun Kim, “Change
to hyper-connected society and personal
information protection,” The Journal of
The Korean Institute of Communication
Science, 31(4), pp. 53-58, Mar. 2014.
Young-jin Shin, “A study on policy to pro-
tect personal information for cross-bor-
der transfers: focused on suggestion of
political tasks and practical issues,”
Journal of Korean Association for
Regional Information Society, 16(4), pp.
71-104, Dec. 2013.

II-hwan Kim, “A study on international
standard and content for the trans-bor-
der flow of personal information,” Studies
on American Constitution, 24(1), pp.
125-154, Apr. 2013.

NAVER, “NAVER privacy policy (Ver.
8.1).” NAVER Corp.. 2016. Available:
http://www.naver.com/rules/priva-
cy.html

EU Article 29 Data Protection Working
Party, “Opinion 02/2013 on apps on smart
devices,” EU, Feb. 2013.

Japanese Government, "Act on the pro-
tection of personal information in Japan,”



AR 1533584 (2016. 8)

1011

(22]

(23]

(24]

Act No. 57, 2003.

Ministry of Science, ICT and Future
Planning, “IoT comprehensive plan - [oT
test site construction,” Jul. 2014.
OECD, "The OECD privacy framework,”
OECD.org, Nov. 2013.

A. Cavoukian, "Privacy by design,’
Information and Privacy Commissioner
of Ontario, Jan. 2011.

Boannews, ‘Big data, information and per
sonal data,” Boannews.com, Nov. 2014.
Available: http://www.boannews.com/
media/view.asp?idx=44121&kind =3
Ministry of Science, ICT and Future
Planning, “The future of IoT - purpose,
strategy and challenge,” May. 2014.
DIGIECO, "Personal information pro-
tection issues and implications of Google
glass,” DIGIECO Issue & Trend, Aug.
2013.

SISA Financial Company,
“Comprehensive measures for recurrence
prevention of personal information
breach in financial areas,” SISA Finance,
30(4), pp. 101-110, Apr. 2014.



1012

AEJE Y (ToT) el MAARRE 7F3hE 913 A= 74 wisk

(M X274

o] o 2 (Ae Ri Lee) £213¢

20134 24 AAst AHA2E ¥Rt (HAY vl=y s A

19964 8€~20149 294: (KT =%

20149 3¥~20154 49 fretiga FedAwa) 2w

20154 5¥~dA: AANEE vlEICTAF4& AT

(FAEoF Information Security and Privacy, ICT Strategy., Technology
Management, Social Media Platform, Virtual Community, Value
Co-Creation

£ 4 vl (Soomin Son) A3Y
20134 249: ool diga FedA vt} gap
20154 249 AN AHREA~E Al (MR vlz2y 2~ A

20159 11€~3&A]: Atz »EICTAF4 A7
(FA Rl ARRFAN Y AL A WESZ A, ZE v|=UXA, e-Business
Strategy, ICT A}3]# 714

=z
I

2012 29 AAdEtal HRAAE HAp (HA=R s EHlx)
20014 99~20154d 129 A HIAE] FA AT
o

2012 3€¥~2015 12¢: APEC, ICDPPC &=

A

SSE

ik 2 FTA AR AN #

201641 14 ~3A): d=A18A R AR w s

20144 39 ~dA: AN AbdHeketa) o a

(A E-oF) De-identification, Pseudonymization, Cross-border Personal
Data Transfer, Big Data Processing & Analysis

7 ¥ 4 (Beomsoo Kim) £413]¢

19999 : v]= University of Texas at Austin (Ph.D)

19994 ~20024: "= University of Illinois at Chicago, &34

20024 ~&A]: AA st AR wg

20149~ A At v2ICTA T4 2%

2015 ~3=]: OECD AHEB3Z Fo)z

(FARel) ARRTAN 4 Ax Zelo|MA] He] AR Be HApEA, AHRA
Ak



