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ABSTRACT

Transborder data flow(TBDF) of personal information in Korea has been limited by current Privacy law which request data
subject to give consent. As the IT industry is growing at an incredible rate, there is a need to review the existing law to cope
with growing industrial demand and increasing numbers of international data transfer. The transfer of personal data overseas not
only allow businesses providing IT services including finance, internet, e-commerce to thrive, but also impact every aspect of our
lives which are increasingly depended on these technology. Transmitting personal data across borders raises serious questions of
privacy protection and restriction of business operation. In ordrer to promote interoperability of personal data in international
environment, a considerable amount of research and debate needs to be taken before implementing a sound policy. This paper
presents a need for a sound TBDF policy in Korea by examine the main policy challenges associated with TBDF. Finally, the
paper identify policy suggestions based on European Union’s approach as they have successfully implemented TBDF policy that
balanced data privacy and economic agenda.
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Table 1. Flow of Personal Information in
Innovative Sectors

Business

Sectors Details

[oT devices such as Smart
TV, Smart Watch (e.g.
Manufacturing | Apple Watch), and Heavy
Sector Machinery (e.g.: Komatsu)
gather and process data
across national borders

Global e-commerce
companies like Amazon,
Alibaba, eBay gathers
information of consumers
and sellers worldwide for
exchange of goods & services

E-Commerce

Transfer and store large
volumes of data from

Cloud . .
Computing various sectors of business
(finance, medical, etc.) for
and . .
. business operation cost,
Big Data .. .
. efficiency etc. Big Data
(Outsourcingof . .
. analysis can be performed in
Services) L
outsourced companies in
foreign country
Small and Medium
Enterprises are now able to
market and distribute goods
. and services globally via
Sharing . g Y
online, gathering user
Economy /

information in the process.
Sharing economy like Uber,
AirBnb, KickStarter also
gather and utilize personal
information around globe

App Economy

Digital contents such as

Multimedia . .
VOD, streaming services
and other ! . .
. (e.g.: Netflix) and gaming
services

content providers
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Personal Data | Outside EU
Transfer Territory
No

L

EU or EEA country Must Satisfy at least one condition
transfer?
Company Country
Safe Harbor
Adequacy
Yes BCR Assessment
Scc Others
Others
\I/ No
Yes
Transfer may Transfer
Proceed Prohibited

Fig. 1. EU Personal Data Transfer Decision-
making Process

Table 2. EU Personal Data Transfer Mechanisms

Mechanism Explanation
Transfer of personal data is
allowed to non-EU country, if
Adequacy
the country ensures an
Assessment ” .
adequate level of protection
approved by commission
Transfer of personal data for
Safe commercial purposes from
Harbor* companies in the EU to

(Invalid in companies in the U.S. is

Oct 2015) allowed, if U.S. company has
signed up to the Principles
. Transfers of personal data
Binding L o
within a multinational
Corporate .
corporate group, which are
Rules .
(BCR) approved by national Data
Protection Authorities (DPA)
Standard With companies across the
Contractual Atlantic, it specify data
Clauses protection obligations and are
(SCC) approved by the Commission
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An approval from the
"Article 31 Committee",

| An opinion by Member

\ States' data protection T celomien &

A proposal | authorities and the cumpose}j of the decision by
from the European Data Protection representatives of College of
Commission Supervisor, in the Member States, under 9

/i‘ framework of the Article 29 the comitology / Commissioners

Weorking Party ; “examination procedure”; |
At any time, the European Parliament and the Council may request the Commission to
maintain, amend or withdraw the adequacy decision on the grounds that its act
exceeds the implementing powers

Fig. 2. Procedure for EU Adequate Level of
Protection Assessment of Third Country
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STEP1 STEP2 STEP3 STEP4 STEPS
Company Company { Lead ‘.l Company
designates \ drafts the \ autherity \ :g :ohimtwl \  request
a lead \ BCR and circulates \UR gk \authorizalicm
B ecognition
authority lead BCR to of transfers
5 acknowledges o
to handle [ authority [relevant DPA BCR on basis of
procedure |/ reviews it /for procedure { / BCR

Fig. 3. Procedure for Authorization of BCR
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Table 3. EU Personal Data Transfer Mechanisms
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Adequacy Assessment Safe Harbor BCRs
Type ?f Assessment / Evaluation Agreement between Contractual
Mechanism two nation
Beneficiar Applicant country and Organizations that Multi-national companies
4 organizations within abide by Safe Harbor rules or global organization
Level of Long and cumbersome Easy to certify once Straightforward but
Procedure procedure meet given requirements needs lots of preparation
Restriction Not applied if country . Not applied within
on Onward ensures adequate level Applied .
. company and its branch
Transfer of protection
Time 1~# years
required 2~4 years 2 years (in case of US) (Getting shorter)
Approval
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Table 4. Advantages and Disadvantages of EU Transfer Mechanisms

Mechanisms | Advantages Disadvantages

Adequacy -Increase in the level of information | -Cumbersome procedure

Assessment | security by meeting EU standard -No actual standard for assessment

-All organizations within the approved -Re-examination of current regulation
country are provided with same privilege | -Prone to subjective judgment
Safe -Gov't of recipient country sets out -Individual company has no voice
Harbor rules and monitor the companies in negotiation
-Companies can easily apply for Safe | -Financial organization are excluded
Harbor for the transfer of personal data -No onward transfer
-Alternative for the country without | -May lead to lack of enforcement
meeting the requirement of the adequacy and appropriate management
assessment -May rise possible legal dispute
BCRs —-Suitable for multinational and -Not suitable for Small and
global companies Medium Enterprises
-Onward transfer within company -Long procedure in terms of time
-Clear standard and procedure and upfront cost
-Alternative for Adequacy Assessment -Different rules for nature of
and Safe Harbor industry and data
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