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ABSTRACT

The conversion of the international standard web utilization HTMLS5 technology is being developed for improvement of the
internet environment based on nonstandard technology like ActiveX. Hyper Text Markup Language 5 (HTMLS) of basic
programming language for creating a web page is designed to consider the security more than HTMLA. However, the range of
attacks increased and a variety of security threats generated from HTMLA environment inherited by new HTMLS5 API In this
paper, we focus on the script-based attack such as CSRF (Cross-Site Request Forgery), Cookie Sniffing, and HTMLS5 API such
as CORS (Cross-Origin Resource Sharing), Geolocation API related with the infringement of the personal information. We
reproduced the infringement cases actually and embodied a detection module of a Plug-in type diagnosed based on client. The
scanner allows it to detect and respond to the vulnerability of HTMLS previously, thereby self-diagnosing the reliability of
HTMLS5-based web applications or web pages. In a case of a new vulnerability, it also easy to enlarge by adding another
detection module.
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Table 1. OWASP Top 10 Privacy Risks Project

Table 2. The pros and cons of the method of
vulnerability detection in HTMLb

. Frequen

NG Title cy Impact Rule-based Detection [9)(10)

P1 Web Application Hich Very * high-accuracy detection of
Vulnerabilities 18 high the attack pattern corresponding
Operator-sided Data . Very Pros to thg defined rgles .

P2 Leakage High high + providing precise evidence for

— detection result
P3 }Snsuff}llclge{nt Data High Xgr}};
reac esponse 18 * Difficulty of detection for the attack

P4 Insufficient Deletion| Very High Cons based on the undefined rules
of personal data high Requiring the large data set for
Non-transparent efficient detection

P5 [Policies, Terms and Xle;g High
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Collection of data v Pros |* Detailed analysis is possible

P6 |not required for the §ry High
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Table 3. CAPEC attack vector, CWE and CVE for XSS and CSRF based on script

CAPEC Attack Vector (14) CWE CVE

1D Description 1D Description 1D Description
’Embedding‘ Scripts Chain: protection

18 | in Non-Script 2008-5080 | mechanism failure
Elements allows XSS

19 Embedding Scripts Trustless data is
within Scripts entered in the
Embedding Scripts Webtipphcﬁmn 2006-4308 | Chain® only checks

32 | in HTTP Query via the we Javascript: tag
Strings request.

. . The web

63 ISqnpl.e Script application Chain: only removes
njection dynamically 2007-5727 | SCRIPT tag,

85 | AJAX Fingerprinting creates a web enabling XSS
Embedding Script fffsil‘;zztz;r;;“g Reflected XSS using

86 | (XSS) in HTTP ' 2008-5770 | the PATH_INFO in
Headers When the web a URL

91 | XSS in IMG tag pages are

generated, web ReﬂectledhXSiné)t
) L application doses | 90p8-4730 | ProPery nandie

106 S;OSS iltl(j Scpr‘ljlftmg not block the when generating an

rough Log Iries content executed eITor message

log | CrossSite Scripting Ey the ,,Web b lik Reflected XSS sent
in Error Pages 79 TOWSEr SUCh AK€ | 9008-5734 | through email

XSS Javascript, message
Cross-Site Scripting HTML tag,

199 | Using Alternate Mouse event, Stored XSS in a
Syntax Flash, ActiveX. 2008-0971 security product.
Cross-Site Scripting Victim visits the i

209 ; Stored XSS using a
Using MIME Type Evebthpage k():reated 2008-5249 wiki page

o . y the we :

243 | (YOS Site Seripting browser with a Stored XSS in a
n ributes malicious script. 2006-3568 | guestbook
Cross-Site Scripting B th application

244 | via Encoded URI efa‘tls_e let .

Schemes Seript resuit rom Stored XSS in a
the web page tbook

Cross-Site Scripting transmitted at guestboo .

Using Doubled o 2006-3211 | application using a

245 sing Double the web server , . ipt: URI i

S javascrip in a
Characters, e.g. victim's web bbeode ime £
%3C%3Cscript browser execute code 1meg tag
Cross-Site Scripting the. ma'hcmus
246 Using Flash script in the
contents of Chain: library file is
Cross-Site Scripting domain of the not protected
with Masking web server. 2006-3295 | against a direct
247 | through Invalid request, leading to

Characters in
Identifiers

reflected XSS
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Table 3. continued
CAPEC Attack Vector (14) CWE CVE
ID Description ID Description ID Description
Add user accounts
2004-1703 | via a URL in an
IMG tag
Add user accounts
2004-1995 | via a URL in an
img tag
Arbitrary code
. execution by
- . h h o
62 Cross-Site Request \When the web 2004-1967 | specifying the code
Forgery server is .
designed to in a crafted IMG
S ) tag or URL
receive a request
without any Gain administrative
mechanism 2004-1842 priVilegeS via a
ensured whether URL in an IMG tag
'the request is Delete a victim's
intentionally 2005-1947 | information via a
transmitted from URL or an IMG tag
g%faiﬁgitéain Change another
CSRF 352 ¢ i i
make deceive 2005-2059 | USCrS settings via
. a URL or an IMG
client request to tag
the web server
for response. Perform actions as
2005-1674 | administrator via a
. Ca}lse of the URL or an IMG tag
unmtepded code Modify password for
execution or data | 2009-3520 L i
. the administrator
exposure via
111 | JSON Hijacking URL, IMG CMS allows
loading and modification of
XMLHttpRequest. g configuration via
2009-3022 CSRF attack
against the
administrator
Web interface
allows password
2009-3759 | changes or stopping
a virtual machine
via CSRF
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<form action="CSRF.php" method="POST">
<ul class="loginpat">

<1liz<p> ID :
<1i><p> PW :

<input class="jdinput" type="text"
<input class="pwinpnt"

name="id" id="id" maxlength="20" > </p></1li>
type="password" name="pw" maxlength="20" > </p></1i>

<11 class="loginbtn"><p><input type="image" arc="./CSRFNormal/login_mainbtn.gif" value="Login" onclick="listenForInfo():"/></p></1i>

</al>
</form>

function listenForInfo ()

{

winObject.document.all.id.value

}

o v p

@Qv\ | » ZEE » 23 OA3(C) » APM Setup

k] TR N

s 2

26!

tdocs » CSRF »

(D Injection of onclick="listenForInfo();" in HTML code

(@ Execution of listenForInfo function after user clicking

(o= | CSRRt - B2 R [o® ==
il 2 e =i MAQ) E271(v) ESE(H)
B 0@ eureka 1234 -

£ CSRFHacking.htm|
&) csRFNormal.html

« i

15-05-08 OF 4:41 PHS 2k 2015-05-08 ©.F 4140
o=

— blosst 6789
37|

@ Capturing the ID and PW of the user

@ Saving the user's ID and PW, after creating CSRF.txt file to the attacker's web server

funct ion successCal Iback(position)

sleep( 1000);

var rlD =Number(new Date());

var img = new Image();

var time_var = new Date(riD):

var timetest = time_var.toString()

ing.sethttribute("src”, target + "TunixTime=" + timetest + “&latitude="

<?php

$fd = fopen('geolocation.txt’, 'a’, true)
fputs($fd,$_GET[ "unixTime"]);

fputs($fd,
fputs($fd, $_GET[ " latitude"] )
fputs($fd,
fputs($fd,
fputs(ifd,

Wt

)
$_GET["

fclose($fd);

7>

@ Creating geolocation.txt file to the attacker's web server

longitude"]);

“#riin" )

Ln1, Col 1

(D Injection of onclick="listenForInfo();" in HTML code

+ position.coords. latitude +"&longitude="

+ position.coords. longitude) ;

| geclocation txt - DT
RAEF BEE MAOQ) 2NV SEEH
Thu Apr 23 2015 10:27:26 GMT (800 (KST)
Thu Apr 23 2015 10:27:27 GMT 0900 (KST)
Thu Apr 23 2015 10:27:28 GMT 0900 (KST)
»  Thu Apr 23 2015 10:27:52 GMT 0900 (XST)
Thu Apr 23 2015 10:28:00 GMT 0900 (X5T)
Thu Apr 23 2015 16:28:27 GMT 0800 (XST)
Thu Apr 23 2015 16:28:29 GMT 0900 (KST)

37.58182113619115
37.58182113619115
37.58174199640205
37.581812033573605
37.581824262381064
37.581908727225006
37.581906727225006

oo =l

127.02674132425115
127.02674132425115
127.02667073480186
127.02669546249205
127.0267012423071

127.02650377605313
127.02650377605313

nlColl

(@ Capturing the user’s location information, latitude and longitude

Fig.1. Infringement reappearance of ID and Password by CSRF attack (Top) and location-tracking by
Geolocation APl (Bottom)

<2 Bel$A7 XHR (XMLHttpRequest)S ©]
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o

Al 2%
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ki
XHR&

e 4l B el &
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25 QA8 SOP (Same Origin Policy)dll

slujEle] Aol Apre] ofgirhe

A4 wEolet,

HTML5 XML Level27} #415)7] o]d¢ XHR

LevellelA&

SOPel| #|ghE Wl CORE

YA

2~ oJo]

4

2 5 sl
Level2+= CORE
‘:]' %, CORSE &8 A& d&

f-3ka SOP-37} 7Fs3ial Zleoltt. CORS
A % 5 AelEd] g 4Ee A8 B

HTML5¢l| 4

A98=  XHR

21498 CORS7} 7hs3tAl =t

wolel 7k A4

O

7 Arebeka A WA o2 APL Aue] AR el

al

Response®l

Request Origin(£3

RE AAZHE

t}. o] HTTPZ APIE 3&3l9S

$tHs 94 HTTP Header®l
‘2_

AelE o e FAE

Eolew API 35 383 &
74+ HTTP
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3.4 Geolocation API
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Exploring Detection Module Countermeasure Module

Output the warning messages if there are

‘ CORS ‘ ‘ CSRF ‘
the vulnerability in HTML code

Scamming Scanning

Exploring the parsed ‘

HTML code Cookie Sniffing Scanning ‘

not the vulnerability in HTML code

Output the safety messagesif there are
‘ Geolocation API Scanning ‘

Fig. 2. Module of detection and countermeasures against the attack of HTML5 API
and script vulnerability

csrf token ¥4 #9lS E8 CSRF 38 A ~ Cookie Sniffing 42 A% A @& Fal
AR E} ArlE]e] sleA] Falglie) S o218 HTML 22304 Cookie ghell A

Pseudo code for detection algorithm

Input : HTML source of Web page
Output : result € {abnormal, normal}

// CORS Attack
if withCredentials() = true then
result_ = abnormal )
print ‘Not safe: this browser is CORS use
else if
result, = normal )
print “Safe: this browser is CORS not use
end if

// CSRF Attack

if from iframe-tag to /iframe-tag command 3 .php || .asp || .html || visibility:hidden = true then
result_ = abnormal )
print ‘iframe tag : not safe

if from img src-tag to /img src-tag command 3 .gif || jpg || .bmp then
result, = abnormal )
print img tag : not safe

if from form-tag to /form-tag command 3 csrf.token || token then
result, = abnormal .
print form tag : not safe
else if
result, = normal )
print form tag : safe

result_ = normal .
print img tag : safe
else if
result_ = normal .
print ‘iframe tag : safe
end if

// Cookie Sniffing
if document.cookie() = true and XMLHttpRequest() = true and
post() = true || get() = true then
result, = abnormal N
print "Cookie Sniffing : not safe
else if
result, = normal N
print "Cookie Sniffing : safe
end if

// Geolocation API Attack
if getCurrentPosition() = true || watchPosition() = true || cords = true || maximumAge = true then
result, = abnormal .
print "exposure-of-Real-time-GPS-information : not safe
else if
result, = normal )
print "exposure-of-Real-time-GPS-information : safe
end if
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