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ABSTRACT

After the enactment of the Personal Information Protection Act, policies and activities for the personal information protection
have been actively promoted. However the people are showing negative attitudes about personal information, as the ongoing
personal data leakages. Therefore, authors tried to empirical analysis of the effectiveness of national policy on the protection of
personal information, using SERVQUAL model, focused on the people’s perception, in order to identify that how the people
recognized current policy. Authors find that the public has perceived the effectiveness of the policy positively, but the level of
their awareness is low. And we identify that the people are highly aware of the policy’s effectiveness for Immediacy,
Convenience and Responsibility, while they have the lowest effectiveness for Efficiency. The policy’s improvement focused on
the public’s low expectations/perceptions and effectiveness awareness, is required in order to develop people-oriented national
privacy policy that are satisfied by the people.
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Table 1. Goal & Instrument of National Policy
on Protection of Personal Information

Goal Instrument

* To guarantee the » Providing direct/indirect services
rights to personal for the protection of personal
information information

To protect personal |* Constructing and introducing the
information directly | system to protect personal

To reinforce the information

protection of Revising the related laws and
personal information| regulations

To set a foundation |* Introducing policy for the

for the protection of | protection of personal information
personal information|® Establishment guidelines for the
To establish the protection of personal information
governance for the |* Creating/operating organization
protection of for the protection of personal
personal information| information

To create a culture |* Training of professionals and

for the protection of | securing of personnel for personal
personal information| information protection

To raise awareness |* Providing information to protect
on protecting personal information

personal information|® Implementing educations on the
To assess personal protection of personal information
information Supporting related R&D
protection level * Conducting related promotion

To remedy damages | and campaign

arising from Conducting a survey of the
personal information| personal information protection

infringement conditions

* To respond to ¢ Performing assessments of
personal information| personal information protection
infringement level
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Table 2. Dimensions and Item Scales of SERVQUAL

. . Reference
Dimension| Item Scale
@ ® © ) ®
reflection of the privacy principles and ensuring objectivity,
RLI fairness and consistency art.19
RL2| accurate understanding of the people’s requirements [21)(37)
Reliability |RL3| timeliness of policy (35)
(RL) level of confidence in public officials responsible for the
RL4 protection of personal information (21)(85)
professionalism of public officials responsible for the .
RL5 protection of personal information art.19 (21
RS1| continued interest in the people’s requirements [38)
RS2| reflection of the people/society’'s requirements (35)(37)
Responsive RS3| promptness and activeness of policy implementation (35]
_ activeness of public officials responsible for the protection of
(I;{ess)s RS54 personal information (35]
speed and aggressiveness in response to personal information
RS5 leakage incident art.34 (38)
RS6| existence of the communication channels art.15 (35)(37)
AS1| existence of adequate legislation ER
. suitability of a policy for the purpose (protection of personal
Ass(l;lsa)nce AS2 information) Is
AS3 acceptance and improvement of the IT environment and art. 15
technology changes :
Effici EF1| degree of cost for the protection of personal information [36)(37)
;ggr)lcy EF2| ensuring reasonable access to personal information art.13 AP AA art.35 |(36)(37)
EF3| adequacy of the cost of access to personal information art.13 AP art.35 |(36)(37)
SEL ipgfeop;ar\;:&igﬁ for hacker's intrusion and protection of personal art. 11 IS art.3. 29 | (36)(37)
. reliability of measures for management /protection of personal | art.11, )
Se(csuél)ty SE2| i formation 15 S art.29 (36]
SE3| accuracy, completeness and freshness of personal information | art.8 IS} AA art.3 (37
reliability on restrictions of the use for other purpose and art.3, 18,
SE4 deletion of personal information art.9,10 CC | RC, FC 21
immediacy of the notification on the processing of personal art.4, 20,
Immediacy M1 information ce 26, 27 (35]
(IM) rapidity of the delivery of information on about the personal ;
IM2| i formation leakage art.15 art.34 (35]
ease of search for regulations on protection of personal
col information T (37)
Convenience CO2| ease of access to privacy policy art.12 T art.3, 30
ease of understanding of the information provided, relating
(CO) Co3 the protection of personal information (35)(37)
ease of use of the remedial procedure for damage due to
o4 infringement of personal information art.4 | (35)(37)
ACI personal information processors awareness on the importance (36)
of personal information protection
compliance with the responsibilities and duties of personal ) 3
AC[C)(‘)ll‘l‘?t AC2 information processors art.14 IS A art.3, 28
—ability
clarification of the purpose of collection, when collecting .
(AC) AC3 personal information art.9 art.3
ACA ?r?%?ri;}c]i ((J)I§ notice and consent, when collecting personal art.7 |CC NA art.3

@ OECD Privacy Guideline 2013 (OECD Recommendation of the Council concerning Guidelines
governing the Protection of Privacy and Transborder Flows of Personal Data)

® U.S. FTC's Fair Information Practice Principles

o NA : Notice/Awareness ¢ CC: Choice/Consent o AP : Access/Participation
¢ [S: Integrity/Security *ER : Enforcement/Redress
© U.S. Consumer Privacy Bill of Rights (2012)
T : Transparency *RC : Respect for the Context  ©S: Security
o AA: Access and Accuracy @ FC: Focused Collection e A Accountability

O Personal Information Protection Act (Korea)
® Preceding Studies on the Use of SERVQUAL in Public Sector
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TEASA ARFAE, o], FY, Y, A5FF) Table 3. Demographics of Respondents
e o L3}k o A1 5)od o] Al s = -
= Ee 6 wem ?G"*M‘} Al et A Variable (N=658) a %
o Fx3kd AwAH R 5 gAE A& Gonder 1Male 305 46.4
(18] 287 Shel/23 %) gkek/Bogel et/ 2 e/o) ¢ Female T
- ol Eo el ) elale. Ei 10-19  [20-29 | 111161 [16.9]24.5
:L%D]—)OH Lﬂ—?',]— 7% o T }HD} e ET Age 30-39 40-49 129 | 116 |19.6 | 17.6
S AETES F|ho} AT Q1AL EAo] 23] 5059 |over60 | 114 | 27 |17.3] 4.1
7] 818, shtel Aol T 4K A4 (]ehet A Employed e
N o 6 re o] mslo o Occupatio Unemployed 47 7.1
})E& ZF SHIEE Ao F& FAITEY Student 138 21.0
Aé%}_/k]_l‘—_; ] 2 _;,:_/\}]j ]_/] }o] Jﬂﬁ z/\]_# n Housewife 67 10,2
- . - Etc. 7 1.1
Sl rAEslen, g 5008 R W 658 Mid-sch. Grad or less 62 9.4
o 72HE 218X v AT S ISt High-sch. Grad 154 23.4
Ed ti In college 86 13.1
. ucatlon fa Hege Grad. 317 48.2
332 X2 EM gy In Grad. (MA) 4 0.6
MA Grad, or more 35 5.3
AEZAE E8 $3E 2158 EAHoR 34 Seoul Pusan 112 | 86 [17.0]13.1
~ ~ Daegu Incheon 85 | 19 |12.9]| 2.9
—5]'7] HEH, IBM SPSS Statlstlcs 23 O}‘ MS Gwangju |Daejeon 78 81 [11.9]12.3
Excel 2013% o] &slgic}. FAA o=, Location [Ulsan  |[Gyeonggi | 2 | 98 | 0.3 [14.9
D AEZAb] 23l TR QFEA A Ex Gangwon |Jeolla 9 17 | 14|26
o A3 Al 2] 5lod Chung- | Gyeong= | o4 | 47 | 36| 7.1
< "tsbr] 9k e B4 AAskI cheong |sang
@ ¥4 A= A5E A9 g SAsn T N BT
Lo mew T e T e House |23 34 122 [ 133 [18.5]20.2
a) Arde] A3 E s AEgsA 34 Income 145 56 117 | 74 [17.8]113
Sz ARAS AT Iz 6 wosy. (67|18 |85 | 28 [5.3 [ 43
Unit: Mil.) — —
A Ao AHEEE 2218 Sl R e T T L
ver .
b) 2+ 8<l M A3} o3 glo] A=A A
Hws 53] 98 A e #4E 3 Aol 735 3ol 3057, oJAde] 358 R ijEf
© HES Zd doizl 7l A7 IAFEel W, dFEEE 109 1119, 209 1619, 30d
g Z1EEA (T 5)E 48k, Zd/AL 5 1299, 40t 1167, 509 1147, 60d] ©]4} 279
b A Aeld {75 EAE] S8 dsxE T- o7 yeh} izl Az Y 2 oAy s
AL AABle], A s AT 124 BExH9eS gald 4 g} H)
ooz AR/ARSES AE B 4 ACs) A% AT 1129, A7) 98, 4 86
o JNAMERE nAsl] s, FeE-AFEA o ol 859, oA 814, B T893 o],
(IPA)% aalsint. 29 el Aelel we SubA) xSl

olelel] AT 477, A 247, AAH 199, A=} 17

3.4 EE 84 W i AT W, 73 99, &4 29 o R vehyl
Aol A A<l 3994, A 1387, FH
341 SEHAS elFSASN §Y 677, = 479 7)e} THo® vepdol
. o e 9ATE 255F A4S 300~400%
4 SHAREe] e SA4E AR, 1339, 200~3008H! 1229, 400~500%H 117

w, 500~600%Hd 747, 100~2007H1 719 <=2

3) Al £ S E(~54) = Ad&hste] Agsioiet. 1o oy 75

4) olg]at uPHE A7HA 7bAL T 2|7k W s|ginl 2 B SRt BEse AeE eyt
s 34 A A 7R ] S st
iz, d A Ee] kEH AR A4

s vxe 3L Z3(Hawthorne 5) 60t o|Ake] B]Fo] YAuE FA} AA A %%94
+ A A AdE HAE & 2hal dd Fofr) AlgkgS wEsle] I8 FES
ks Aol wlgA s (21). o|A7A| A, AT} e 7)& gk ]E}
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Table 4. Result of Factor Analysis (Pattern Matrix)

Component Commun
12345678 |ty

I[tem

RS1 |.778 |-.044| .058 | .066 |-.091| .105 |-.022|-.063| .79

RS4 |.698 |-.142|-.011] .026 |-.022|-.169 | .036 | .074 | .767

RS3 |.673 |-.053| .112 | .017 |-.021|-.135] .023 |-.010| .775

RS2 |.667 |-.064| .056 | .010 | .004 | .078 | .132 |-.115| .734

RS5 |.570 |-.153|-.016|-.005|-.078|-.202 | .106 |-.012| .785

RS6 | .558 |-.080| .152 | .050 |-.192|-.083|-.037| .017 | .727

RL3 | .110 |-.695] .023 | .005 |-.025|-.131| .072 | .021 | .766

RL2 | .114 |-.683] .064 | .160 |-.040| .041 | .027 | .053 | .745

RL1 |-.007|-.598] .171 | .162 | .000 |-.060| .007 |-.107| .718

RL4 | .160 {-.591]| .048 {-.038|-.039] .165 | .135 |-.216| .758

RL5 | .103 |-.490] .008 |-.090 |-.060 |-.219| .086 |-.246| .722

EF3 |.029 |-.054].868 | .045 | .040 | .133 | .102 | .084 | .803

EF2 | .026 |-.018].831 |-.137| .022 |-.089| .076 |-.007| .789

EF1 |-.019].038 | .731 | .125 |-.206 |-.097 |-.165|-.123| .762

AC4 |-.030|-.184|-.001 | .666 | -.232|-.063 | .116 | .069 | .822

AC3 | .052 |-.208] .104 | .551 |-.096 | -.152|-.018 |-.021| .727

AC1 | .365 | .101 | .052 | .467 | .141 | .085 | .201 |-.284| .801

AC2 | .227 | .058 | .123 | .389 | .132 |-.069| .273 |-.237| .762

CO1 | .057 |-.001] .056 | .045 |=.701] .021 | .224 |-.023| .809

CO2 | .083 |-.073] .162 | .138 |-.683| .044 | .040 |-.070| .825

CO4 | .395 |-.104] .061 | .028 |-.408|-.078 | .117 | .143 15

CO3 | .341 | .108 | .044 |-.133|-.387 | -.211| .049 |-.312| .757

SE3 | .100 |-.171) .129 | .041 | .024 |-.491| .236 |-.028| .756

SE1 | .181 | .051 | .093 | .236 |-.016|-.468 | .118 |-.161| .754

Table 5. Results of Reliability Analysis

Component Cronbach's a | N of Items
Reliability 901 5
Responsiveness .933 6
Assurance .861 3
Efficiency .834 3
Security .900 4
Immediacy .801 2
Convenience .884 4
Accountability 874 4

o]/\

o

o), 7 W

2 2 eF-& H M

(communality)< 25

2 0.
et eqlzte] ARAAS 2914 By
0.4 o]idelw 0.4 wlwkel 4% 3E(AC2, CO3,
SE2, SE4, ASD)9| eslgA%E )4 7 &
o)) o2 viehytet 6)
AA 310 AFAZEE 7 SQlo® i
w70 elE acle] ¥ #Abe] 6 579] C R

:rg

oot

e A e, Al A el wE
A2 (reliability) e #3e w5l 3 =4
WeEe] U A3 AlREE A5 et 9l
o olE glE ¥ =i HARE A 23
e mEnls A9 AG5E 2Asc)

Table 59} o], a2uls g3} AG4E =% (0.8

s
=

olel Fe ghow vhehel
ofld ZBHLE st AGTE 0.6 olgeld Al

Fo UYL A, 2 G52 Aol
4

SE2 | .139 |-.056| .085 | .265 |-.060|-.890| .153 |-.132| .776

SE4 | .170 |-.075| .146 | .244 |-.104|-.867 | .133 | .007 | .755

IM1 [-.065|-.022] .050 | .070 |-.128 | .048 | .823 |-.042| .836

IM2 | .087 |-.065| .085 |-.048|-.045|-.184 | .691 | .052 | .806

AS3 |-.023]-.320] .105 | .018 |-.073|-.134| .093 |-.499| .772

AS2 | .022 |-.262] .061 | .136 |-.127|-.040| .068 |-.492| .75

AST | 172 |-.347] .113 | .016 |-.094| .074 | .072 |-.366] .726

Eiegen ]
“value 18.38]1.094 1.032| .944 | .659 | .625 | .574 | .515 -

KMO Measure of Sampling Adequacy 981

Bartlett’s Test of Sphericity (df:41675312i29i 000)

Extraction Method: Principal Component Analysis.
Rotation Method: Direct Oblimin (6=0).

=
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Table 6. Results of SERVQUAL

Expectation|Perception| SERVQUAL

(E) (P) P-E| t D
RL1 2.751 3.002 0.251 | 8.793 | 0.000*
RL2 2.695 2.948 0.254 | 7.758 | 0.000*
RL3 2.605 2.810 0.205 | 6.684 | 0.000*
RL4 2.489 2.740 0.251 | 8.030 | 0.000*
RL5 2.570 2.822 0.252 | 7.733 | 0.000*
RS1 2.688 2.994 0.305 | 9.451 | 0.000"
RS2 2.641 2.919 0.278 | 8.736 | 0.000*
RS3 2.637 2.889 0.252 | 7.699 | 0.000"
RS4 2.553 2.713 0.160 | 4.870 | 0.000*
RS5 2.578 2.775 0.198 | 6.476 | 0.000"
RS6 2.660 2.916 0.257 | 8.264 | 0.000*
AS1 2.632 2.944 0.312 | 9.498 | 0.000*
AS2 2.7717 2.973 0.196 | 5.755 | 0.000*
AS3 2.731 2.939 0.208 | 6.773 | 0.000*
EF1 2.878 3.091 0.213 | 7.082 | 0.000*
Item |EF2 2.830 2.992 0.163 | 6.136 | 0.000*
EF3 2.954 3.149 0.195 | 6.845 | 0.000"
SE1 2.632 2.843 0.211 | 6.521 | 0.000*
SE2 2.717 2.965 0.248 | 7.886 | 0.000"
SE3 2.673 2.909 0.236 | 7.008 | 0.000*
SE4 2.664 2.926 0.261 | 8.165 | 0.000"
IM1 2,177 3.112 0.336 | 10.378 | 0.000*
IM2 2.663 2.932 0.269 | 8.234 | 0.000*
CO1 2.605 2.959 0.354 | 11.247 | 0.000*
CO2 2.708 3.046 0.337 | 10.759 | 0.000*
CO3 2.664 2.842 0.178 | 6.028 | 0.000*
CO4 2.559 2.825 0.266 | 8.132 | 0.000*
AC1 2.748 3.061 0.313 | 9.342 | 0.000*
AC2 2.799 3.055 0.255 | 7.904 | 0.000*
AC3 2.860 3.131 0.271 | 8.680 | 0.000"
AC4 2.842 3.082 0.240 | 7.561 | 0.000*
RI 2.622 2.864 0.243 | 11.216 | 0.000"
RS 2.626 2.868 0.242 | 10.280 | 0.000*
AS 2.713 2.952 0.239 | 9.266 | 0.000"
Dime| EF 2.888 3.078 0.190 | 9.370 | 0.000*
nsion| SE 2,672 2,911 0.239 | 9.869 | 0.000*
IM 2.720 3.022 0.302 | 11.306 | 0.000*
CO 2.634 2.918 0.284 | 11.906 | 0.000*
AC 2.812 3.082 0.270 | 10.997 | 0.000*

Total 2.696 2.945 0.249 - -
Expectation(E) and Perception(P) are the mean value *p<0.05

N
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Reliability (a) (b) Reliability
31 035
3
Accountability o Responsiveness Accountability - 03-7 0o Responsiveness
- 23.5 0.2
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Fig. 1. Comparison:
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Importance (Expectation) the axes origin point (x. ¥) = (2943, 2696 Importance (Expectation) the axes ofigin point (x, ¥) = (2.943, 2.696)
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