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Privacy Protection from Unmanned Aerial Vehicle
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ABSTRACT

Privacy-right infringement using unmanned aerial vehicle (UAV) usually occurs due to the unregistered small UAV with the
image data processing equipment. In this paper we propose that privacy protection acts, Personal Information Protection Act,
Information and Communications Network Act, are complemented to consider the mobility of image data processing equipment
installed on UAV. Furthermore, we suggest the regulations for classification of small UAVs causing the biggest concern of
privacy-right infringement are included in aviation legislations. In addition, technological countermeasures such as recognition of
UAV photographing and masking of identifying information photographed by UAV are proposed.

Keywords: Unmanned Aerial Vehicle (UAV), Small UAV, Privacy-right Infringement, Privacy Protection, Image Data
Processing Equipment
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Table 1. Duty and Restriction of Small UAV

Nation Mass Legal Duty Operational Restriction
Us =95k Airworthiness and pilot Operations permitted below 400 ft
& certification not required and in the line of sight at daytime
UK ~ 90 k None of airworthiness Prohibited to operate over 400 ft and
& certification outside the line of sight (500 m)
Australia ~ 100 g Exemption of registration Operation permitted below 400 ft
Korea ~ 12 kg Registration not required Operation permitted at daytime
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Table 2. Privacy Protection Policies of Other Countries

Nation Policy Description
o All aircraft weighing more than 250g and less than 25kg
Unmanned Aircraft must be registered

Systems Registration | * e-mail, card number, address and registration number
must be attached to the aircraft

¢ Destruction of information and data collected by the
unmanned aircraft system that is no longer relevant to
the investigation of a crime under a warrant or to an
ongoing criminal proceeding.

Bill of Drone Aircraft *  Submission of data collection statement including whether

US Privacy and the unmanned aircraft system will collect information or
Transparency Act data about individuals or groups of individuals
*  FAA shall revoke the certificate, license, or other grant of
authority to operate an unmanned aircraft system if such
system is operated in a manner that is not in accordance
with the terms of a data collection statement submitted
* In operating a public unmanned aircraft system or
. . disclosing any covered information collected by such
Bill of Preserving . . L.
. . operation, a governmental entity shall minimize, to the
American Privacy Act . . . .
maximum extent practicable, the collection or disclosure
of such covered information
* Place a signage in the area of operating UAS explaining
UK Amendments of CCTV its use
Guideline ¢ Provide a privacy notice on a website or some other form

of privacy notice

* Prohibit to photograph in residental areas with a camera
attached on the drone

* De-identification of privacy related information for

Japan Drone Guideline circulating that information on the internet

¢ Enforcement of the image deletion in accordance with the
request for deletion on the privacy infringement related

regulations
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Table 3. Articles related to UAV in Personal Information Protection Act

Article Keyword Description
Definition of | The term ‘“image data processing equipment’ means equipment
Art. 2 Image Data prescribed by Presidential Decree that is permanently installed in a
Subpara. 7 Processing certain space to photograph the images, etc. of a person or object,
Equipment or to transmit such images via a wired or wireless network.

D No one shall install and operate image data processing

equipment in a public space except in the following cases:
1. Where the installation and operation of image data processing
equipment is concretely permitted by statutes:
2. ... for preventing and investigating a crime:
3. ... for facility safety and fire prevention:
4. ... for traffic control
Restrictions on 5. ... for collecting, analyzing and providing traffic information.
Installation @ A person who intends to install and operate image data
Art. 25 and Operation processing equipment pursuant to each sgbparagraph of
’ of Image Data paragraph (1) (hereinafter referred to as “operator of image data
Processing processing equipment’) shall take necessary measures, including
Equipment the installation, etc. of a signboard, as prescribed by
Presidential Decree, so that a subject of information can readily
recognize such equipment: Provided, That this shall not apply to
facilities prescribed by Presidential Decree.

(® An operator of image data processing equipment shall not
arbitrarily handle the image data processing equipment for
purposes other than the intended purpose of installation, shoot
other locations, and use a recording function.

Any of the following persons shall be punished by imprisonment

with labor for not more than three years or by a fine not exceeding

p 30 million won:
enalty . . . .
Art. 72 . . 1. A person who arbitrarily handles image data processing
Provisions . .
equipment for any purpose other than the intended purpose of
installation, films other locations, or uses a recording
function, in violation of Article 25 Paragraph 5
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Table 4. Proposal for Amendment of Related Acts for Privacy Protection from UAV

Article Keyword Description
(Current) 5. Unmanned aircraft or unmanned rotor flying
Enforcement Scope of Ultra | equipment that weighs 12 kilograms or less, in exclusion of the
Decree of the Light Flying weight of fuel
Aviation Act Equipment Not | (Proposal) 5. Unmanned aircraft or unmanned rotor flying
Art. 14 Required to equipment that weighs 12 kilograms or less, in exclusion of the
Subpara. 5 Report weight of fuel and that does not mount image data processing
equipment

(Current) The term “image data processing equipment” means
equipment prescribed by Presidential Decree that is
Personal . permanently installed in a certain space to photograph the

. Definition of . . . .
Information images, etc. of a person or object, or to transmit such images

Protection Act Image Data via a wired or wireless network.

Art. 2 Epri(;ejzleii (Proposal) The term “image data processing equipment’ means
Subpara. 7 auip equipment prescribed by Presidential Decree to photograph the
images, etc. of a person or object, or to transmit such images
via a wired or wireless network.
Fnforcement (Proposal) 3. A movable camera: Equipment with which a
Decree of the Scope of Image i : .
Personal Data person who installs and manages the equipment to collect,
. . store, or otherwise process, at any place, image data
Information Processing . ) . .
. . photographed with a device attached on a movable device, via
Protection Act Equipment . .
wired or wireless network.
Art. 3
@ No one may circulate information falling under any of the
Information and | Prohibition on following subparagraph through an information and
Communications Circulation of communications network.
Network Act Unlawful (Proposal) 10. Information with an privacy-right infringing
Art. 44-7 Information content distributed, sold, rented, or displayed openly in the
form of sound, image, or picture
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Appendix

Table A. FAA UAV Classification

Certified (CAT3)

Nonstandard (CAT2) RC Model (CAT1)

Mass more than 600kg ~ 2bkg ~ 600kg not more than 25kg
Operation Airspace All Class E, G Class G(below 1200AGL)
Speed Limitation None below 250kts below 100kts

Airworthiness and Pilot
Certification

Required Not Required

Table B. UK UAV Classification

¢  Minimum operational limitations
under ANO Art 138, 166, 167
* None of airworthiness certification

Mass General Purpose Business Airworks
e ‘Small unmanned aircraft’ in
ANO(Air Navigation Order) Art.
less than Tkg 255 ¢ QOperational limitations and

additional Airworks limitations
described in ANO Art 166 (a)-(c)

Tkg ~ 20kg .

Art. 255

Art 166,167

* ‘Small unmanned aircraft’ in ANO
Operational limitations under ANO

* None of airworthiness certification

¢ CAA permission required described
in ANO Art 166 (5)
* None of airworthiness certification

20kg ~ 150kg

¢ Kinetic energy by impact less than 95 KJ
* Airworthiness certification of certified fuselage recommended

more than 150kg

* Nationwide operational rules complied
¢ KASA airworthiness certification complied

Table C. Australia UAV Classification

Class Mass Operational Requirements
¢ Manned aircraft license and UAV operational certification
required
Large more than 150kg * UAV registration and Management program required
¢ Special airworthiness certification required
Small 100g ~ 150kg ¢« Exemption of airworthiness certification

Operational requirements added when required

Ultra small

not more than 100g | ¢

Exemption of registration

Table D. Korean UAV Classification

1071

Aircraft Ultra-light plane
Unmanned aerial vehicles
Name Unmanned aircraft Unmanned powered aerial . .
. Unmanned airships
vehicles
. . . Unmanned airships that
Operation of an aircraft Unmanned aircraft or . . b ]
. . weigh 180 kilograms or
capable of being flown unmanned rotor flying . .
.. . . less, excluding the weight
Definition | autonomously by remote equipment that weigh 150
. ) . of fuel, and the length of
control without an onboard | kilograms or less, excluding .
. . which does not exceed 20
pilot the weight of fuel
meters
¢ Ultra-light plane (above 12 kg) registration
Legal *  Registration of Aircraft . g P . . .g . 8 .
.. . *  Permission for flights in the limited airspace and at
Duty ¢ Permission for flights .
daytime)




