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Vulnerability of Carry Random Scalar Recoding Method against Differential
Power Analysis Attack

Jaecheol Ha'*

Hoseo University

ABSTRACT

The user’s secret key can be retrieved by the leakage informations of power consumption occurred during the execution
of scalar multiplication for elliptic curve cryptographic algorithm which can be embedded on a security device. Recently, a
carry random recoding method is proposed to prevent simple power and differential power analysis attack by recoding the
secret key. In this paper, we show that this recoding method is still vulnerable to the differential power analysis attack due
to the limitation of the size of carry bits, which is a different from the original claim.
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Table 1. Carry Random Recoding

Digit Carry Recoded digit
0 1 -4
0 1
1
1 -3
0 2
2
1 -2
0 3
3
1 -1

Inputi k:(kl—l’kl—Z’ ...]{?0)4,]€ie{0,17273}
Output: ¥ =K, K, o K,
K,e{—4,-3,-2,—-1,1,2,3}

1. <0
2. for i form 0 to I—1 do
2.1 Generate random bit R
2.2 if (kmod4=0 ) then R<1
2.3 K—(kmod4)—4-R
2.4 k—k/4A+R
3. Kk
4.if (K,=0) then t=1 else t=1+1
5. Return((k',_, kg K )y)

Fig. 1. Carry Random Recoding
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Input: Random points, {2, P,,..P, }
Output: Scalar exponent &

1. Choose random points {7, P, .. P, }.

s

2. Compute kP, for 1<v<s, and

obtain power trace Al
3. for i=1—1 to 0 by -1 do
3.1 for d=0 to 3 by 1 do
3.1.1 Let k;=d .

-1
3.1.2 Compute (}3k4"")P, by
j=i

simulation for 1 <v <s .

3.1.3 Divide 7"’s in to two set S,
S, according to decision function,
such as Hamming weight of the
simulated values.

3.1.4 Average the two sets and get
the difference, D= Avg(S,)— Avg(S,)

3.1.5 If (D has a spike) then break.

3.2 Set k,=4d
4. Return(k).

Fig. 4. The ZEMD attack on the scalar
multiplication adopting CRR algorithm

Table 2. Probability of carry sum

Current ] Next ] Carry |Probabil
state | 7| state | sum ity
0 0 X 1
0 0 0 X 1 1/8

1 1 0 0 1/16
1 1 1 1 1/16
0 1 0 0 1/16
1 0 1 1 1 1/16
1 2 0 0 1/16
1 2 1 1 1/16
0 2 0 0 1/16
9 0 2 1 1 1/16
1 3 0 0 1/16
1 3 1 1 1/16
0 3 0 0 1/16
3 0 3 1 1 1/16
1 0 X 2
1 0 X 2 1/8
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