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ABSTRACT

In the Hive file format, the sk(Security Key) cell provides access control to registry key. An attacker can figure out secret
information on registry or change the security set-up if she could apply modified hive files on system. This paper presents
various methods to change access control of registry key by modifying or replacing cell on hive file. We also discuss threats
by access control modification and signs of attacks analysis by modified hive files.
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Fig. 2. Registry tree from nk cell
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1) SID: Security Identifier
2) DACL: Discretionary Access Control List
3) SACL: System Access Control List
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Fig. 14. Replacing sk cell
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Table 1. Experiment result and its application
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Removing P . ) - X
sk cell of all key referencing information from all key
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sk cell . . information of a key without proper
Replacing of all key referencing .
authority.
sk cell the sk cell
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with another sk cell set-up . .
strengthening access ontrol of keys.
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