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ABSTRACT

A TrustZone-based rootkit detecting solution using a secure timer ensures the integrity of monitoring system, because ARM
TrustZone technology provides isolated environments from a monitored OS against intercepting and modifying invoke commands.
However, it is vulnerable to transient attack due to periodic monitoring. Also, Address Translation Redirection Attack (ATRA)
cannot be detected, because the monitoring is operated by using the physical address of memory. To ameliorate this problem,
we propose a snoop-based kernel introspection system. The proposed system can monitor a kernel memory in real-time by using
a snooper, and detect memory-bound ATRA by introspecting kernel pages every context switch of processes. Experimental
results show that the proposed system successfully protects the kernel memory without incurring any significant performance
penalty in run-time.
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Fig. 1. ARM TrustZone software architecture(1)
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Table 1. Measurement Information of BenchMark

BenchMark Measurement Information
Streamline | CPU Activity, Branch, Bus, Cache, Clock
Coremark Read/Write Operations, Integer Operations, Control Operations
String Handling, Floating Point Operations, Execl Throughput, File Copy, Pipe
UnixBench Throughput, Context Switching, Process Creation, Shell Scripts, System Call
Overhead, Graphical Tests
Linpack Floating Point Operations
nbench Numeric Sort, Floating Point Operations, String Sort, Write Operation
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