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ABSTRACT

In modern society, the number of embedded devices has been increasing. However, embedded devices is growing, and the
backdoor and vulnerabilities are found continously. It is necessary for this analysis. In this paper, we developed a tool to extract
the base address information for the static analysis environment built of the embedded device’s firmware. By using this tool, we
built the environment for static analysis. As a result, this point enables us to parse the strings and to check the reference. Also,
through the increased number of functions, we proved the validity of the tool.
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IROM:B06814F8 LDRLS PG, [PC,R1,LSL#2] ; switch jump

IROM: 000014FC B locret_155C ; jumptable 000014F8 default case
IROM:BBBA14FC ;
IROM: 806615080 DCD

; jump table for suitch statement
ROM:00001500  DCD

ROM:00001500  DCD

ROM:00601500  DCD

ROM:00001500  DCD

ROM:00001500  DCD

ROM:00601500  DCD

ROM:00001500  DCD

ROM: 00001520 ;
ROM:00001520  LDR
ROM:BOBO1524 B

LR, [SP+h+var_i],Mt4
sub_12C8

Fig. 1. Jump table of ARM
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— Architecture © ARM
- Endianness  : Little Endian
— Base address : 0xB0002000L

Set the ROM start address! 0xB0002000L
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Fig. 4. Base address analysis tool

% Disassembly memory organization [

Raht

[7] Create RaM section

RaM start address =0 -
RAM size 00 -
ROM

Create ROM section

ROM start address 080002000 -
ROM size 0xF4300 -
Input file
Loading address 0x80002000 -
File offset 0x0 -
Loading size 0xF4800 -

Additional binary files can be loaded into the database using the
‘File. Load file. Addtional binary file” command,

Fig. 5. Base address setting window
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Fig. 6. Analysis environment that do set the
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