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ABSTRACT

While the legacy electric grid evolving into the smart grid, various communication standards have been used for
interoperability between many components. In this situation, the needs emerged for protocol conversion and mapping method for
connecting the outside components to the operation center. In this paper, according to the surge of IEC 61850-based substation
automation, we studied the protocol conversion gateway for linking legacy DNP3-based control center and IEC 61850-based
substation automation. This paper is based on the IEEE 1815.1 standard for the protocol mapping. We suggested the direction
of development the gateway and developed prototype for evaluate the proposed gateway. Also, we bring up a security problem
and give a solution.
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Table 1. Mapping Related Standards of IEC61850

Standard Parts

Title

IEC 61850-80-1 60870-5-101/104

Guideline to exchange information from a CDC based data model using IEC

IEC 61850-80-2 | Mapping DNP3 to IEC 61850

(will be published with IEEE1815.1 as Dual Logo)

IEC 61850-80-3 | Mapping to Web protocols - Requirements and Technical choices

IEC 61850-80-4 | Translation from the COSEM object model (IEC 62056) to the IEC 61850 data model

IEC 61850-80-5 | Guideline for mapping information between IEC 61850 and IEC 61158-6 (ModBus)

Approved Draft Standard=x &3ssic}.
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Table 2. A Part of Leaf Level Data Mapping Rules between IEC61850 and DNP3 DataType
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Table 3. DNP3 to IEC 61850 Protocol Conversion Flow

# Actor

Role

1 DNP3 master

DNP3 master sends 'DNP3 Request message to gateway
(DNP3 Secure Authentication recommended)

DNP3 module

DNP3 module parses information for mapping such as Function code,

2 of satewa Object Group, Variation, Number of Data from received message and
& y sends these information to mapping module via IPC
Mabpin Mapping module maps requested DNP3 objects to IEC61850 objects
3 module?ipr)lteinal) based on DNP3-XML having mapping rules(Mapping rules based on
IEEE 1815.1)

4 Mapping Mapping module sends the mapped information to IEC61850 module via
module 1PC

RC61850 module IEC61850 module generates MMS Request’ message with mapped

5 information, and sends message to IEC61850 IED (TLS/SSL

of gateway

recommended)

6 IEC61850 IED

IEC61850 IED sends ‘MMS Reponse to gateway

IEC61850 module

IEC61850 module parses information for mapping such as MMS Opcode,

7 £ oat Object Type, Variable Name, Variable value from received message and
ob gateway sends this information to mapping module via IPC
Mapbin Mapping module maps responsed IEC61850 objects to DNP3 objects
8 module?iiteinal) based on DNP3-XML having mapping rules(Mapping rules based on
IEEE 1815.1)
9 Mapping Mapping module sends the mapped information to DNP3 module via
module IPC
DNP3 module DNP3 module generates ‘DNP3 Response’ message with mapped
10 information, and sends message to DNP3 master (DNP3 Secure

of gateway

Authentication recommended)
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[wireshark 1.10.6 (v1.10.6 from master-1.10)]

File Edit view Go Capture Analyze Statistics Telephony Tools Intern
- . E =R & =
©©® 4dm - B xec Q- 3T 2 EE coculd@ @68
Filter: = mms||dnp3 » | Expression.. Clear A y Save
No. Time Source Destination Protocol Lengtt Info
19 19.96474660€ 192.168.8.5 192.168.0.6 MMS 918 initiate-RequestPDU
28 19.97253200€ 192.168.8.6 192.168.6.5 MMS 885 initiate-ResponsePDU
31 43.42856200€ 192.168.8.7 192.168.0.5 DNP 3.0 62 from 1 to 4, Read, Analog Input
32 44.428918600€ 192.168.8.5 192.168.0.6 MMS 114 confirmed-RequestPDU
34 44.43781800€ 192.168.8.6 192.168.0.5 MMS 98 confirmed-ResponsePDU
37 47.43890560€ 192.168.8.5 192.168.8.7 DNP 3.8 67 from 4 to 1, Response

Fig. 5. Read Request & Response packet of Protocol Conversion Gateway
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