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ABSTRACT

In IoT environment, making sure of trust of IoT devices is the most important one than others. The security threats of
nowadays almost stay at exposure or tampering of information. However, if human life is strongly connected to the Internet by
IoT devices, the security threats will probably target human directly. In case of devices, authentication is verified using the
device-known private key. However, if attacker can modify the device physically, knowing the private key cannot be the
evidence of trust any more. Thus, we need stronger verification method like code attestation. In this paper, we use
software-based code attestation for efficiency. We also suggest secure code attestation method against copy of original code and
implement it on embedded device and analyze its performance.
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If Collision occurs, find new position and write random numbers.
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FOR 7=1 to n DO
IF =1 THEN
result = HASHX(Programcode||SEED)
next_address = result(0--31)
filling_data = result(32---159]
Mem(next_address) = filling_data
ELSE
result
= IIASIII”n(prm)iouséllﬁ*ln’tHllﬁem[nezLaddress])
next_address = result(0--31)
filling_data = result(32---159]
isEmpty = false:
index = next_addresss
WHILE !isEmpty DO
IF Mem(index]) != 0 THEN
index+ +
ELSE
isEmpty = true
ENDIF
ENDWHILE
Mem(index) = filled data
ENDIF
ENDFOR

Fig. 4. Pseudo code of phase 1.
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Fig. 5. Filling memory space - Phase 2.
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FOR 7=1 to E DO
IF =1 THEN
result = HASH"*(last512— bit)
next_address = result(0---31)
filling_data = result(32:+159)
Mem(next_address) = filling_data
ELSE
result
= HASHmZ(previousMG*ln'tH[lfﬁ-zm[nezt,address])
next_address = result(0---31)
filling_data = result(32:+159)
Mem(index) @ filled_data
ENDIF
ENDFOR

Fig. 6. Pseudo code of phase 2.
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Table 1. Specification of Arduino UNO.

MicroContoller ATmega328P
32KB of which
Nf‘lash 0.5KB used by
emory bootloader
Clock
Speed 16MHz
SRAM 2KB
EEPROM 1KB

Fig. 7. Actual feature of Embedded Device
which is used in code attestation test

Table 2. Implementation Environment of Code
attestation

Bluetooth Nordic nRF8001 Bluetooth Low

Shield Energy IC

Smart Device Galaxy Noteb

Device (SM-N920L)

for CPU Speed 1.5GHz
Attester CPU Octa-Core
Server Intel(R) Core(TM) i5-4460 CPU
@ 3.20GHz, RAM 16GB
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T A¥ DY DO®m =l B 23218 T oW=all @ 2+ 219 P CEERCEET T
atkl’
network : 520 network : 536
caleulation : 418 caleulation : 513
Not Compromised Compromised
1234567890123456 E]
lel#]-1/1~1s]=]:]-
mE - B -
Fig. 8. Running code Fig. 9. Input seed to Fig. 10. Result of test Fig. 11. Result of test
attestation program on send loT device and on non-compromised on compromised loT
smart device. server. loT device. device.
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Table 3. Result Distribution

Time Attestation RTT on Smart
. Time on IoT .
(unit:sec) . device
device

0.00~0.60 0 0
0.60~0.65 527 0
0.65~0.70 473 450
0.70~0.75 0 531
0.75~0.80 0 19
Average 0.650 0.702
Maximum 0.061 0.127
Deviation
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Fig. 12. compression attack(12].
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Fig 13. Cycle is generated in empty space through 2 phases of filling random bits.
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