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ABSTRACT

The Industrial control system is adopted by various industry field and national infrastructure, therefore if it received cyber
attack, the serious security problems can be occured in the public sector. For this reason, security requirements of the industrial
control system have been proposed, in accordance with the security guidelines of the electronic control system, and it is operated
by separate from the external and the internal network. Nevertheless, cyber attack by malware (such as Stuxnet) targeting to
control system have been occurred continuously, and also the real-time detection of untrusted traffic is very difficult because
there are some difficulty of keeping up with quickly evolving the advent of new-variant malicious codes. In this paper, we
propose the traffic analysis architecture for providing secure industrial control system based on the analyzed the security threats,
the security requirements, and our proposed architecture.
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Table. 1. Security requirements for control system in ISA/IEC 62443 and information security products
for data transmission between networks in NIS

authentication control

Security .
NO. . Explanation
Requirements
R11 Identification and Control access to selected devices, information or both to

protect against unauthorized interrogation

R1.2 | Use control

Data integrity to protect against unauthorized operation

ISA/ R1.3 | System integrity

Data integrity to protect against unauthorized changes

IEC R1.4 | Data confidentiality

Data confidentiality to protect against eavesdropping

62443 | R1.5 | Restricted data flow

Restrict the flow of data to prevent the publication of
information to unauthorized sources

Timely response to
events

Respond to security violations by notifying the proper
authority, and taking timely corrective action

R1.7 | Resource availability

availability of network resources to protect against DoS

Data transmission

R2.1 control

Data transmission according to the control policy, user
authentication , malware inspection

R2.2 | Stream link

Control access to terminal, It can be requested only in
non-secure areas

R2.3 | Maintain one direction

Managing Security for a one-way maintenance should be
done only in the security area

NIS R2.4 | Audit records

Audit data generation like identification

Identification and

R2.5 authentication

User identity verification, authentication information to
prevent reuse

R2.6 | Security management

Security management of an authorized administrator

R2.7 | Transfer data protection

Encryption to maintain data confidentiality

R2.8 | Self test

Periodic self- tests during system operation

R2.9 | Session management

If undetected over a period of time, controls the session
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Table. 2. Classification of security threats

NO. Security Threats Threat Level Malicious code/Attack Type
Vi1 Data Leakage H APT, Duqu, etc.
V2 Newly-born-Mutated Malicious VH Flame, Gauss, Shamoon, Skywiper, etc.
V3 Difficulty of Real Time Detection VH Zero-Day Attack, APT, etc.
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Table. 3. satisfied security requirements by component of Traffic Analysis Architecture
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