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ABSTRACT

Personalized App recommendation system is recently famous since the number of various apps that can be used in smart
phones that increases exponentially. However, the site users using google play site with malwares have experienced severe
damages of privacy exposure and extortion as well as a simple damage of satisfaction descent at the same time. In addition,
Sybil attack (Sybil) manipulating the score (rating) of each app with falmay also present because of the social networks
development. Up until now, the sybil detection studies and malicious apps studies have been conducted independently. But it is
important to determine finally the existence of intelligent attack with Sybil and malware simultaneously when we consider the
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intelligent attack types in real-time. Therefore, in this paper we experimentally evaluate the relationship between malware and

sybils based on real cralwed dataset of goodlplay. Through the extensive evaluations, the correlation between malware and sybils

is low for malware providers to hide themselves from Anti-Virus (AV).
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Userl

User2 2 4 2
User M-1 5 4
User M 1

# of rating users 2 3 4
Global average # of users 3

Average rating of each app i 2.5 33 3.25

Global average rating of all
apps

Fig. 1. Matrix with the rating values, (RMxN)
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Table.1 Various types of sybil attack

Attack type Selected items Filler items Target item
Normal Dist with
Rand
andom Global mean
Not used
Normal Dist with
Average N
each item mean
Max value
Most rating items with | Normal Dist with
Bandwagon
max valve Global mean
Segment Most popular items in Min valve
a group
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Table. 2. Notations

° The number of Outlier item with maximum rating value
Cn which user m rated
Cal The number of Filler item which user m rated
Co' The number of Selected item which user m rated
P.yna(m) Probability of user m being Sybil
Tracing(m) The number of ratings by user m
Rapy Rating matrix consist of user M and item N
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Table 3. Data Set

Name #user | #Apps |category| Scale

146,842 32 game
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