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An Investigation of the Psychology of Password Replacement
by Email Users
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ABSTRACT

Recently, leaks of the personal information of Internet users have been occurring too frequently. Generally, Internet users
have email accounts. The use of email as a communications tool in the private and public sectors has increased. Therefore, in
email usage, password management to ensure a more secure email service is most important. In this study, we conducted an
online survey of email users and analyzed their responses by using structural equation modeling software to find the
psychological and behavioral characteristics of their password management. The results of this study provide useful suggestions
on information security strategies related to email password management at both the enterprise and individual levels.
Keywords: password replacement intentions, password replacement behavior, privacy, information security knowledge
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Fig. 1. Research Model
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Table 1. Measurement scales

) . . Related
Variables Measuring items .
studies
e (behl) In email usage, I regularly replace the passwords. Ajzen (1991),
BEH e (beh2) In email usage, I replace the password in accordance with the Fishbein,
information security policy of the email service providers. Ajzen (1975)

e (intl) I intend to replace my password in accordance with information .
. . . ’ . Ajzen (1991),
security policy of email service providers. . .
INT . L. . Fishbein,
e (int2) If I am asked periodically to change passwords from email .
Ajzen (1975)

service providers, I will gladly replace the passwords.

e (usefl) In email usage, password replacement is useful to me for
personal information security.

USEF o (usef2) In email usage, password replacement is helpful to me for | Davis (1986),

personal information security. Davis (1989)

o (usef3) In email usage, password replacement is effective for me in

personal information security.

e (usel) In email usage, I can easily replace the password whenever I

want.

o (use2) I easily replace passwords owing to greater understanding | Davis (1986),
USE . .

about the email system. Davis (1989)

e (use3) In changing email passwords, I have no difficulty handling the
effort related to the replacement of passwords.
e (rewl) I do not change the password regularly, so I can save some

time. (Dropped)

V , et al.,
e (rew2) I do not change the password regularly, because I find it a ance, et-a

REW little cumbersome. (2012),
. . . . . Woon, et al.,
o (rew3) I do not comply with the information security policies on (2005)
password management of email service providers, so I can avoid
hassle.
o (resl) If T comply with the personal information security policy of an
email service, I am uncomfortable in using the email service. Vance, et al.,
RES o (res2) If T comply with the personal information security policy of an (2012),
email service, I feel it is a sacrifice. Woon, et al.,
o (res3) If T comply with the personal information security policy of an (2005)
email service, I have to make several sacrifices.
e (knowl) I am well aware of the importance of email password
management.
e (know2) I am well aware of the problems in connection with email
KNow | Passwords. KISA (2013)

e (know3) I am well aware of countermeasures to the problems of email
passwords. (dropped)

o (know4) I am well aware of the preventive measures to avoid the
problems with email passwords.(dropped)
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Table 2. Measurement model
CR CA BEH INT KNOW RES REW USE USEF

BEH 0.84 0.63 0.85*

INT 0.89 0.77 0.54 0.90*

KNOW 0.92 0.83 0.25 0.38 0.92*

RES 0.88 0.82 0.19 0.04 0.12 0.84*

REW 0.87 0.76 -0.09 -0.04 0.13 0.15 0.88*

USE 0.90 0.85 0.18 0.33 0.49 -0.12 -0.04 0.87*

USEF 0.95 0.92 0.29 0.53 0.41 -0.11 -0.16 0.42 0.93*
% CR = Composite Reliability, CA = Cronbach’'s Alpha,

¥ * = Square Root of Average Variance Extracted (AVE) Value
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Table 3. Structural model

H B T P-value Results

(H1) 0.41 5.28 0.001*** | Accepted

(H2) 0.48 5.84 0.001*** | Accepted

(H3) 0.13 1.39 N/S Rejected

(H4) 0.53 7.35 0.001*** | Accepted

(H5) | -0.10 1.16 N/S Rejected

(H6) 0.18 2.04 0.05* Accepted
¥ *p (0.05, " p (0.001

¥ bootstrapping times = 1000
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Fig. 2. Empirical Results
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