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ABSTRACT

Information security to use information technology(IT) in safety and reliability environment is becoming of great importance.
In advanced countries including United States and United Kingdom are consistently expanding budget for information security.
Korea also has been a growing interest in information security and Korea government announced plan to develop information
security into next-generation growth engine. However, information security budget has increased slightly in recent years, so many
national institutions and state governments have budget shortfall to perform information security work. Moreover budget items do
not include generic contents about information security and there are confined to some security SW, HW and services. It is
necessary to expand information security budget for enhancement national capabilities of information security. In this paper, we
analyze the IT and information security budget situation for Korea and United States and propose effective budget expansion and
improvement approaches for Korea.
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Table 1. Budget Program Types in Korea

no. Program no. Program

Public State

1 |Personnel Expense| 13 Property Fund

2 |General Expense 14 |Private Secondary

3 Total amount of 15 Government
Personnel Expense Assistance
Government

4 Institute & 16 Local Matching
Assistance Fund
Institute
Import

5 |Substitution 17 |Voucher
Expenses

Regional
6 [R&D 18 |Development
Special Account

7 |ICT 19 |Investment

8 |ODA 20 [Total Sum up

9 |Employment 91 Treasury debt

load
10 |Events Support 22 |BTL

Acquisition of
23 stake

12 |Gender 24 |Social Security

11 [Statistics
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Table 2. Functional Classifications in Korea

Sector no. Sector
General & Local
1| Administration 9 |Health
Agriculture,
Public Order and | |, |Forestry,

Safety

Maritime Affairs
& Fisheries

National

Industry & Small
and Medium

rok
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Unification & 11 : Abolnld|®] HL-g 23 A & Ho F217}F &
Foreign Affairs %gge;rpmse & Folele] dl-$-2 913 ARHT Fofol| Fapr} F
gy
) Traffic and
National Defense 12 E}ilé?,tsrli%zﬂtion Table 4. IT and Information Security Budget
Education 13 |Communication Situation in Korea (unit - billion won)
Culture & 14 gsgggg% Land & Percentage
Tourism Development . of
Envi tal Sci & [nformation Information
nvironmenta cience -
Protection 15 Technology IT budget Sbecgrlty Security
Social Welfare 16 |Reserve Funds udget budget to IT
budget
Table 3. Object Classifications in Korea 2004 28,445 364 1.2%
2005 29,052 363 1.2%
. Sector 2006 34,343 450 1.3%
1 |Personnel Expenses 2007 34,104 1,018 2.9%
2 |Goods Services 2008 34,048 1,608 4.7%
2009 31,378 1,742 5.5%
3 Current Transfers 2010 32,869 2:702 8.9%
4 |Asset Acquisition 2011 32,897 2,034 6.1%
5 |Repayment of Loans 2012 33.053 2,633 7.9%
6 |Transfers 2013 32,967 2,402 7.2%
- 2014 39,404 2,460 6.2%
7 |Contingency & Others 2015 41.070 2543 6.2%
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Table 5. The reason why organization
dedicated for information security is not
established

2013 2014 2015

shortage of

85.2% 88.1% 92.7%
budget-manpower

n performing the

Table 6. Difficulties
information security work

Shortage of Shortage of
budget-manpower awareness
2011 35% 40.8%
2012 41.7% 44.2%
2013 48.7% 42.6%
2014 55% 33.9%
2015 54.5% 39.7%
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Table 7. 2008 Information Security Budget Portfolio

L7 5 Sl Azd SW

ol AuxRel DB ¥eb, DB HZAle], DB &
SW, WAS(Web
HA(High
Availability)$ SWE F7lske] ARA|~E Al
T35 42 33t A gE&eld HeE 3 A|~H

YHH,

Application

gl

SW,
Server)

24
ERER)

SW #=-2] WS \3let15].

= ARES o4k e UEST EelelA
PCEZHIHNAC,

PC &3 Hoks 9§
Network Access Control) &-%o] Z7}= g},

Section Type Description
DB Security DB Security
Contents | DRM(Digital rights management) DRM
Security Privacy Protection Security Server
Data Backup Data Backup System
Security Smart Card
. HW Token
User Authentication OTP
Bio Recognition
q Anti-Virus
Seisutfirtny Anti Virus/Spam Anti-Spyware
Spam Filtering SW
Secure OS
EAM
Access Control 330
IM/IAM
Network Firewall
. System Firewall
Firewall System PC Firowall
Web Firewall
gs;‘;’ﬁ?y‘ DS DS, IPS
VPN VPN
Electronic Signature PKI
Wireless/Mobile Security Wireless/Mobile Security
DDos Device DDos Device
UTM
TMS
. ESM
Security Management PMS
Log Management Tool
Information PC Security(USB)
Security Authentication Service Public/Private Authentication Service
Service Security Management Service Security Management Service

Security Consulting

Security Consulting

Maintenance Maintenance
Rent Device/SW Rent
Ete Vulnerability Analysis Tool
) Education, Training
Etc. Other Security Products, Service, Research and

Development
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Table 8. 2017 Information Security Budget Portfolio

Category Section

Type Description

Information
Security
Product

Information
Security

Web Firewall

Network(System) Firewall

IPS

DDoS Prevention System
Network Security UTM

VPN

NAC

Wireless Network Security
Virtualization(Network Partition)

System Access Control(including PC
Firewall)

Anti Malware

System Security Spam Prevention SW

Secure OS

APT Response

Mobile Security

DB Security
DB Password
Security USB
DRM
Network DLP
Device DLP

Contents(Data)/Information
Leak Detection and
Prevention

Security Smart Card
HW Token(HSM)
OTP

PKI

EAM/SSO

IM/IAM

Cryptograph/Authentication

ESM

TMS

PMS

RMS

Back up/Recovery Management System
Log Management/Analysis System
Vulnerability Analysis Tool

Digital Forensic System

Security Management

Ete. Other Information Security Products
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Category Section Type Description
CCTV System(Storage Device, Camera,
CCTV Video Surveillance SW-Device,
Intelligence Solution, Accessory)
Face Recognition
Fingerprint Recognition
. Bio Recognition Iris Recognition
Physical - —
Security Vein Recognition
Etc.(Voice Recognition and Etc.)
Access Control Card & Reader(Number/Magnetic),
Security Gate-SW
Alarm Monitorin Infrared Ray/Laser /Vibration/Tension
g Sensor, Motion Detector/IDS equipment
Etc. Other Physical Security Products
Management Product Update, Technical Support
Operating Cost ér;fs;’matlon Security Product Operating
Security Update, Security Policy
Sustainable security Service Management, Threat/Accident Analysis,
v Security Audit(CC, KCVMP), Effective
Maintenance, Technical Advice
. . N Remote Monitoring Service
Information | Security Monitoring Detachment Monitoring Service
Security SO ISMS
Infé)éi?l?ctéon Service Infrastructure Security
Security Consultin Diagnosis-Penetration Test
Y & Privacy Security Consulting
Total Security Consulting
Information Audit
Education/Training Education/Training Service
Authentication Service Authentication Service(Public/Private,
CC Audit Authentication)
Etc. Information Security System Operation
Physu.:al Video security service
Security
Service Other security service

Other Security Products, Service,
Research and Development
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Table 9. Budget Functional Classifications

Has

no. Item no. Item

1 [National Defense 11 |Health

2 Iggzg;atlonal 12 |Medicare
General Science,

3 |Space and 13 |Income Security
Technology

4 |Energy 14 |Social Security
Natural Resources Veterans Benefits

5 . 15 .
and Environment and Services

6 |Agriculture 16 Adm.inistration of

Justice

7 Commerce and 17 General
Housing Credit Government

8 |Transportation 18 |Net Interest
Community and

9 |Regional 19 |Allowances
Development
?iﬁﬁg;n' Undistl.ributed

10 ’ 20 |Offsetting
Employment, and .

Receipts

Social Services

Table 10. Budget Object Classifications

no.

item

Personnel Services and Benefits

Contractual services and Supplies

Acquisition of Capital Assets

Grants and Fixed Charges

O || D —

Other

3.2 23} 3 HEHS oA SE

Pl oAbl Aus 2 AHRS o4l qfre
Table 113 2t} AR} 4k 20129 (3 AAE
2013+d) 805.7o=efellA 20161 898.5% 2=
i B 2.6%°] BlEE F7lstsich(18-21).
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Table 11. IT and Information Security Budget
Situation in U.S. (unit - billion USD)
Percentage
. of
Informatio Information
IT Budget | n Security .
Budget Security
budget to
IT budget
2012 8057 10.3 12.7%
2013 8139 12.7 15.6%
2014 8417 13.1 15.5%
2015 8871 14.0 15.7%
2016 8985 19.0 21.1%
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Table 12. 2008 IT Investment Major Part
no. part no. criteria
IT investments for Mission Area Specific management, operational, and
1 Support technical security controls (to include

IT investments for Infrastructure,
2 Office Automation, and
Telecommunications

IT investments for Enterprise

3 Architecture and Planning

4 IT investments for Grant Management
Systems

5 Grants to State and Local IT
investments

6 Nation Security Systems IT
investments

ARRS = o] F 1M 29 el x| o
e}

4 e MR R A F20T F4 7
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access
control systems as well as
telecommunications and network
security)

Authentication or cryptographic
applications

Education, awareness, and training

System reviews/evaluations

Oversight or compliance inspections

O|0o|=3[O| Ot

Contingency planning and testing

Physical and environmental controls for
hardware and software

11

Auditing and monitoring

12

Computer security investigations and
forensics

13

Reviews, inspections, audits and other
evaluations performed on contractor
facilities and

operations
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Table 14. 2010 IT Security Portfolio

=
no. criteria
6]-‘:]' ‘ﬂl?‘;qo\l {%]"ET% Table 13‘7’]’ 71%‘;]'[26] Average cost per Government
1 FTE(Full-time equivalent)
Table 13. 2008 IT Security Portfolio 2 | Average cost per Contractor FTH
3 Total IT Security Tools Costs
no. criteria 4 Anti-Virus Software Licensing Costs
1 Risk assessment 5 Anti-Malware Software Licensing Costs
2 Security planning and policy 6 Intrusion Detection Systems Licensing
3 Certification and accreditation Costs
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no. criteria

7 Intrusion Prevention Systems Licensing
Costs

8 Web Filtering Software Licensing Costs

9 Email Filtering Software

10 | SIM/SIEM tools

11 | Data Leakage Protection tools

12 | Costs for NIST 800-37 implementation

13 | Costs for annual FISMA testing

Costs for network penetration testing

14 activities

15 | Security awareness training costs

Security training costs for employees
16 . R . I
with significant security responsibilities
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Table 15. 2012 IT Security Portfolio

no. criteria

Average cost per Government

! FTE(Full-time equivalent)

2 Average cost per Contractor FTE

3 Total IT Security Tools Costs

4 Costs for NIST 800-37 implementation
5 Costs for annual FISMA testing

6 Costs for network penetration testing

activities

7 Security awareness training costs

Security training costs for employees
with significant security responsibilities
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Table 16. IT and Information Security Budget
Increasing Rate in U.S.

Information
Security Budget
increasing rate

IT Budget
increasing rate

2013 1% 18.9%
2014 3.34% 3.1%
2015 5.1% 6.4%
2016 1.3% 26.3%
avg. 2.71% 13.7%

Table 17. IT and Information Security Budget
Increasing Rate in Korea

Information
Security Budget
increasing rate

IT Budget
increasing rate

2013 0.5% 22.71%
2014 -0.3% -9.6%
2015 16.3% 2.4%
2016 4.1% 3.3%
avg. 5.2% 4.7%
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