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ABSTRACT

The smart factory, a combination of ICT technology to the entire production process of a product, means can you intelligent
factory is to achieve such reduction and process improvement of the production cost. To implement the smart factory, inevitably
must have an internal equipment connections to the external network, this is by equipment which is operated by the existing
closure network is exposed to the outside network, the security vulnerability so that gender is increased. In order to solve this
problem, it is possible to apply security solutions that are used in normal environments. However, it is impossible to have just
completely blocking security threats that can occur in a smart factory network. Further, considering the economic damage that
can occur during security breach accident, which cannot be not a serious problem. Therefore, in this paper, a look to know the
security measures that can be applied to smart factory, to introduce the main fusion security technology necessary to smart
factory dedicated security gateway.
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3.1 DPI(Deep Packet Inspection)
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3.3 OPC-UA(OPC-Unified Architecture,
IEC62541)

OPC Foundationdl &3] 20064 -2 =tx¥l
ZREZE o)A OPC ZREZ vl3 4= 7%

< 7o
w3 71&  OPC =Z2EZo] DA(Data
Access), HDA(Historical Data Access),
Table 1. OPC-UA Security Technologies
Main Goal(s)
Algorithm(s)/ Usage
Standard(s)
Authentication,
Integrity Message
MACs HMAC-SHA1 authentication
HMAC-SHA256
Authentication, | Signing
Signature Integrity Zizﬂﬂ(t:;tes,
RSA-SHAL handshaking
Confidentiality
Symmetric AES-128-CBC Message
Encryption AES-192-CBC Encryption
AES-256-CBC
Asymmetric Confidentiality Security
Encryption RSA-PKCS1 handshakin
P RSA-OAEP &
Key Confidentiality Session  Key
Generation P-SHA1 generation
Authentication, | Application
Authorization authentication,
Certificates | X.509 ;ﬁfﬁenmation
X.509v3 ke ’
(Extensions) v

exchange

._L
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Table 2. IEC62541 Overview

1D Title
IEC TR OPC Unified Architecture
62541-1 Part 1: Overview and Concepts
IEC TR OPC Unified Architecture
62541-2 Part 2: Security Model
IEC OPC Unified Architecture
62541-3 Part 3: Address Space Model
IEC OPC Unified Architecture
62541-4 Part 4: Services
IEC OPC Unified Architecture
62541-5 Part 5: Information Model
IEC OPC Unified Architecture
62541-6 Part 6: Mappings
IEC OPC Unified Architecture
62541-7 Part 7: Profiles
IEC OPC Unified Architecture
62541-8 Part 8: Data Access
IEC OPC Unified Architecture
62541-9 Part 9: Alarms and Conditions
IEC OPC Unified Architecture
62541-10 Part 10: Programs
IEC OPC Unified Architecture
62541-11 Part 11: Historical Access
IEC OPC Unified Architecture
62541-13 Part 13: Aggregates
IEC OPC Unified Architecture
62541-100 | Part 100: Device Interface
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Fig. 1. Overview of Security Gateway System
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