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ABSTRACT

Recently, many virus and hacking attacks on public organizations and financial institutions by internet are becoming
increasingly intelligent and sophisticated. The Advanced Persistent Threat has been considered as an important cyber risk. This
attack is basically accomplished by spreading malicious codes through complex networks. To detect and extract PE files in smart
manufacturing industry networks, an efficient processing method which is performed before analysis procedure on malicious
codes is proposed. We implement a preprocessor of open intrusion detection system Snort for fast extraction of PE files and
install on a hardware sensor equipment. As a result of practical experiment, we verify that the network sensor can extract the
PE files which are often suspected as a malware.

Keywords: Smart Manufacturing Industry Network, APT attack, PE file, Open IDS Snort
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Offset or Memory address

.reloc
.idata
.edata
.data
—> text

Section Data

[4]IMAGE_SECTION_HEADER

[3]1IMAGE_SECTION_HEADER

IMAGE_SECTION_HEADERS
<Section Table

[2]IMAGE_SECTION_HEADER

[1]IMAGE_SECTION_HEADER

— [0]IMAGE_SECTION_HEADER

Data Directory
(128 Byte)

IMAGE _OPTIONAL_HEADER
96 Byte

IMAGE_OPTIONAL_HEADER
20Byte

0x00004550(" PEWXO0WX0") ->
PE Signature

IMAGE_NT_HEADERS

DOS Stub

0x5A4D("MZ") -> IMAGE_DOS_HEADER
IMAGE_DOS_HEADER DOS Stub
40Byte

Fig. 2. PE file format
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60000000 | i 5 90 60 03 00 00 60 04 60 00 00 FF FF 00 00 | H2? wo[m
60000010 | BS 00 00 60 00 00 60 60 40 6O 00 00 00 06 00 00 | ? ]
60000020 | 00 00 00 60 00 00 00 60 00 60 60 00

60000030 | 00 00 00 00 00 00 00 B0 00 60 60 00 %
00000040 | OF 1F BA OE 00 B4 09 CD 21 B8 01 4C ? 272 L2 Th | SN
00000050 | 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F | is program canno | jEEiiRmE]
00000060 | 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 [ t be run in DOS | ‘FHNN WE

00000676 | 6D 6F 64 65 2E 6D 6D OA 24 6O 69 08 00 00 60 00 | mode.  $ bt (1N
00000086 | 50 45 00 00 4C 61 63 00 BE 6E A9 51 000000 00 | PE L =3 nom
00000096 | 60 66 60 00 EO 00 62 61 OB 01 68 00 00 1E 60 00 2 akc
000000AD | 0O 68 00 00 00 00 60 6O 2E 3D 60 08 00 20 00 00 = [ ]
000000BO | 0O 40 00 00 00 00 40 00 00 20 60 00 00020000 | @ @ e
©00006C6 | 64 86 60 60 00 66 66 60 04 66 66 60 00 68 68 60

60000000 | 00 80 00 00 00 02 00 60 00 60 00 00 02 00 40 85 @? | L
©000OBED | 66 88 10 60 00 16 60 60 00 66 16 68 00 16 68 00 no
©00006FO | 66 88 60 60 10 66 60 60 00 66 88 68 00 68 68 00

00000160 | DS 3C 00 60 53 66 60 60 00 46 68 00 3005060600 |? S @ nsan
00000116 | 66 88 60 60 00 68 60 60 00 66 88 68 00 66 68 00

00000126 | 60 66 80 60 OC 86 B8 69 2C 3C 68 68 1C 00 66 69 | W< LI ]

00000130 | 66 68 60 60 00 66 68 60 00 66 68 68 00 06 68 00
00000146 | 66 68 60 60 00 68 69 60 00 66 68 68 00 00 68 09
00000156 | 66 68 60 60 00 66 69 6O 00 26 69 68 08 00 68 09
00000166 | 66 68 66 60 00 66 69 6O 08 26 69 68 48 00 66 09 H H
00800170 | 66 66 60 00 00 86 66 00 2E 74 65 78 74 00 66 00 -text Xt
00000186 | 34 1D 60 60 00 20 66 60 00 1E 60 60 00 02 00 60 | 4 [}
00000196 | 60 66 60 60 00 06 60 60 00 06 68 08 20 00 00 60 N L]
©08061AB | 2E 72 73 72 63 66 60 60 30 65 60 00 08 46 6000 | .rsrc 6 @ |NEC N N
600001B0 | 66 06 00 66 00 26 660 60 60 66 66 66 060 66 66 06
600001C0 | 00 00 00 60 40 00 00 40 2E 72 65 6C 6F 63 00 00 @ @.reloc cunnn

nnnnnnnn Ar AR AR AR AR 40 AR AR AR A7 AR AR AR 94 AR AR

Fig. 3. An example of PE file format
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AL o]43te] Snort AAE|7|stlA Wxe] Ze
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a3s g 'X8 AlA Ao AEsle] AA Y E

& e
92 Pl AR $99E 2

4.1 Snort MXE|7| JH

o

A A A Lz EYQ Snortel] Z=lzel
JelZ PE I €4 4 25 239 T3]

ot olE S8 AA el FETE Fo g

s

7% Table 13 2},

WA GetPEPreHeader( ) 3+E ZE #9
= HfA) g5 DOS Header?] Aau#E a3t
F a2 AHE ALshe Pl aEln
PE_check( ) &4+ GetPEPreHeaders %3l

Faldl "MZ AaUAE 7 A gl FollA
PE Z9& 7Kz J=A Fddt F True 52
Histsl] F= ko))

False® NT Header

yroz

Table 1. Functions implemented in preprocessor

of Snort
Functions Main role
Check "MZ" signature
GetPEPreHeader | Check starting address
of PE code
Check “PE" signature
PE_check Initialization file storing
process
Store PE file
Store information related
PE_Process with malicious code
Compute and store a
hash value of PE file
mix|ete 2 PE Process( ) 34+ PE Hd=
Belo] B AL w) AEHom fHE AL
FAae] 0% Axsh st PE s 4
sl 3kpoltt. = PE_Process( ) 34+ Fig. 6

...(synncopation)...
if(FLAG == 0){
chk = PE_check((const unsigned char *)p-)payload, 0,
p-ypayload_size):
}
if(chk==1 || FLAG == D{
if(FLAG== 0){
printf("%s\n”, PE_MATCH_STR):
_dpd.alertAdd(GENERATOR_SPP_PE,
PE_FILE_MATCH, 1, 0, 3,
PE_MATCH_STR, 0):
previnfo.src_ip = (UINT) GET_SRC_ADDR(p):
previnfo.dst_ip = (UINT) GET_DST_ADDR(p):
previnfo.src_port=
(UINT)ntohs(p->tcp_header-)source_port):
previnfo.dst_port =
(UINT) ntohs(p-)tcp_header-)destination_port):
previnfo.c_seq_ num =
(UINT) ntohl(p-)tcp_header-)sequence):
previnfo.len =
(UINT) ntohs(p-)ip4_header-)data_length):
previnfo.n_seq_num =
(UINT) (previnfo.c_seq_num + previnfo.len -40):
..(synncopation)...
printf("first packet | \n"):
PE_Save(p-)payload, p-)payload_size):
FLAG= 1:
chk = 0:
..(synncopation)...
Jelse{
..(synncopation)...
if((previnfo.src_ip==nextinfo.src_ip) &&
(previnfo.src_port = =nextinfo.src_port) &&
(previnfo.n_seq_num= =nextinfo.c_seq_num)) {

..(synncopation)...

Fig. 7. PE_Process( ) function
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file detection and extraction
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--== Initialization Complete ==--
Commencing packet processing (pid=19504)
pe_preprocessor: PE format found!
First Packet (Current_seq : 1075972795, Next_seq : 1075974255
Continuous packet(Current_seq : 1075974255, Next_seq : 1075975715)
Continuous packet(Current_seq : 1075975715, Next_seq : 1075977175)
Continuous packet(Current_seq : 1075977175, Next_seq : 1075978635)
Continuous packet(Current_seq : 1075978635, Next_seq : 1075980095)
Continuous packet(Current_seq : 1075980095, Next seq : 1075981555)
Continuous packet(Current_seq : 1075981555, Next seq : 1075983015)
Continuous packet(Current_seq : 1075983015, Next seq : 1075983035)
Continuous packet(Current_seq : 1075983035)
A PE file is saved!

Infomation of the PE File

SRC ADDR : 210.125.73.146

DST ADDR : 192.168.1.2

SRC PORT : 9689

DST PORT : 86

Current time : 2014.01.15.23:14

Fig. 9. PE File sensor monitor
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