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Study on Minimum Security Requirement Using Risk Priority
Number(SFRPN) for Secure Smart Factory
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ABSTRACT

According to spreading of smart devices and development of communication technology, the security issues come to the fore
in the modern factory. Especially, the smart facpry should be considered the risk management plan how to identify and evaluate,
control the risks. In this paper, we suggest the minimum security requirements applying SFRPN(Smart Factory Risk Priority
Number) model to domestic smart factory on the basis of the results inspecting factories.
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Table 1. Incidents and case in Industrial security

Year Description Ref

2015 3 KEY LEARNINGS @ Ransomware Hits (19)
A Concrete Manufacturer

2016 Ransomware on the Rise in Regional (20)
Manufacturers

2016 Toy Manufacturer Website Spreads (21)

Crypto-ransomware Through Joomla
Move over Healthcare, Ransomware Has
2016 Manufacturing In Its Sights (22)

Survey @ Rising Concern Over

2016 | Ransomware’, Manufacturing Business (23)
Technology
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Fig. 1. Annual statistics ICS vulnerabilities (16)
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Fig. 2, Research conceptual diagram of the
smart factory security requirements
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Fig. 3. Smart factory control item derivation
process
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Fig. 4. Smart factory security control item
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Table 2. Severity and impact evaluation criteria

Smart Factory Risk Priority Number(SFRPN) Model

Division| Range Description

1 | Low |When unapplied to the
~ ~ control on smart factory,

Severity . severity on the inside of
10| High the factory
1 | Low |The damaging impact of
~ N security requirement
Impact

(control) throughout the
organization

o AAE= BeksFARH Control)e] wlAE A
srhega Wil 7] AE A7 AEE dehe,
13 EE Heke AL (Control)o] 24 AA 7]
A2 Jepich AntEzae] 9)3-ex4e]
(SFRPN, Smart Factory Risk Priority
Number) & 4H3te =&% AvfEZA 2aHgt
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AAE(S) e =) HES AHEste] B33 g}
Hom, wgk MIL-STD 882D¢} 714 fAkek 18

v— min
V= ——
max — min
Fig. 7 crisp RPN model evaluation criteria
norming formula (12)

SFRPN= (Vs> 0.53+ Vix 0.47) — Y < 0.16
V,:

. norming severity, V;norming impact
0.53: severityweight (crisp RPN model)
0.47: impact weight (crisp RPNmodel )
0.16: the absolute value weight (crisp RPNmodel)

Fig. 8. The SFRPN is calculated

Severity (S)

1 2|3 |4|5|6|7|8]|]9]10
100 98 | 96 | 93 | 89 | 85 | 79 | 72 | 65 | 58
99 | 94 | 90 | 86 | 81 74 | 68 | 61 53 | 47
97 | 9 82 | 76 | 70 | 63 | 55 | 50 | 43 | 37
95 | 87 | 77 | 64 | 57 | 51 45 |1 39 | 34 | 29
71 59 | 46 | 40 | 35 | 30 | 25 | 21
88 | 78 | 66 | 52 | 41 31 26 | 22 | 18 | 14
94 | 73 | 60 | 48 | 36 | 27 | 19 | 15 | 12 9
80 | 67 | 54 | 42 | 32 | 23 | 16 | 10 7 5
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Fig. 9. Smart factory risk priority number
model
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Table 3. Smart Factory minimum security
requirements

No Controls S I |RPN
Information security awareness

1 X . 10 | 7 9
of company representatives

9 Information. Security Officer and 4 3 76
department

3 |Identify assets 5 2 81

4 |Education 10 | 6 14

5 |Human Resource Management 5 5 46

6 |Information Security Regulations | 8 6 22

7 |Designated protection zones 7 7 19

8 Physwal' protection in 4 3 76
outsourcing

9 |Access control 7 8 16

10 Equipment and Media Import, 6 10 17
Export
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11 |Access control procedures 9 |10 ] 3 v.3d 2
12 Admlnlstrators and special 4 9 38
rights management e Al N _ _
13 |External privileges 3 7 | 60 2tEFARS Ad2Al A3 ARE S| gt <l
1;& Passwoll;dAManag(e;ment1 170 18 111 /ﬂlo] l‘j—is].u%, /\B/‘xl—-éi;g-oﬂx{ 43-;5]._. zJE_ ) x].e
Networ ccess Contro o - - -
E-9] HFulolo] HAIZE Abslo 3] =
16 Manager Application Access 4 10| 33 F—"] ° 1 22 o7 ]E}‘ XH :—‘1""H°ﬂ ']1_
Control 2utEYA 3RS Q)] AHFAdeAd xS sl
| Reations - 7 s |1 Gtk olell - EEAAE AFFAES G U 2
18 |Minimize security access system 6 7 27 U]'E%Lzol'gl 54—/1\—1011‘—9—‘?}\]‘6}% Xﬂ ‘31'3]'/3\‘;]‘. O]% e
;g Svgmfl)te Algcess Ckonstrol : z 18 ﬂ U 325 72550 ~AntEFTA | q]z‘ﬂ_ FH 4Rk
ireless Network Security - -
A8k AP ° °
21 |Public Server Security 10 | 8 5 TS vhedste] Hadke] neliAe vhis] 4
22| Malware Control 7 10| 11 g ke 2] Ego] F Alozhal 7]‘H%EP. R
23 |Log Management and Monitoring | 1 3 197 stz g4 [CT 9RelHe o3k $jetwtz]
24 |Encryption policy 10 | 10 1
5 H B h=] a7 = ok3)
25 |personal information encryption 10 | 10 1 %7301 1:}]-,—-1,_—0]7] “H‘a:oﬂ /\]’01‘3'] —077-:‘1°ﬂ o—}fa 7/i
% Apply Information Security for 4 5 | 59 ©° 7 FAotEl E3] AnfERA Wl HEelde A
Design Phase msl Al-o o} o8 W Hokd Alo] wlo 3
27 | Important Information Encrytion | 7 | 10 | 11 T:‘ Aol wel s8] o L _] H_T =
28 Information transmitted 3 7 15 83k /\Elxjo]r/]. 2 AT= 5\—‘]}-‘—5—’2‘70]'% %]'Aéil"]'l
encrypted RS Susy] 918 gerond B8 4 sk
29|Source program storage 2 3 91 oL o b oabsko N
30 Information Security Pledge for 4 4 64 DAL "]'O]JE o, E‘X‘] ﬂ?‘oﬂﬂ Zﬂl]
Development Contract gt AntEIAY QYHLASY HUE EYE A 3
31 |Incident Management 5 5 46 » - -
el meolA=ze Ej AL AL A=sty
39 Limit  collection of personal 5 4 | 57 gelre] oA § OH 48 7he A o orat
information FAAEHE A At EFPH o R Mg }HEJ o A
33 |Privacy E']ncryptio.n : 7 1 79 3 Z2A~ g Bk uhHe digt oy 2o
34 Image information processing 8 10 6
devices operating 7/\°k"‘~
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(2) stz3l AA
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Table 4. Domestic smart plant (basic level) control entry vs IEC 62443, ISO/IEC 27002

No Control [EC 62443 ISO/IEC 27002
[nformation security - A.5.1.1 (Policies for Information
1 awareness of company - .
. Security)
representatives
Information. Security Officer - A.6.1.1 (Responsibility and Role for
2 - . .
and department Information Security)
3 Identify assets - - A.8.1.1 (List of Assets)
- A.7.2.2 (Information security
4 Education - awareness, education,
training)
- A.7.1.2 (Conditions of the
employment contract)
5 Human Resource ~ - A.7.2.1 (Management Responsibility)
Management - A.7.3.1 (The responsibility of
employment termination and
change)
Information Security - A.5.1.1 (Policies for Information
6 . - :
Regulations Security)
7 Designated protection zones -AILLI (Physwal security
perimeter)
8 Physical protection in - A.11.1.1 (Physical security
outsourcing perimeter)
9 Access control - A.11.1.2 (Physical access control)
10 Equipment and Media - A11.1.4 (External and
Import, Export Environmental threats)
- IAC 5.3 (User identification and
authentication)
) ) - IAC 5.5 (Account Management) B ) .
11 | Access control procedures “IAC 5.6 (Identity management) A.9.1.1 (Access Control Policy)
- IAC 5.7 (Authentication
Management)
19 Administrators and special B - A.9.2.2 (Privileged rights
rights management management,)
. - A.9.2.4 (Review of User Access
13 | External privileges Rights)
- IAC 5.9 (The degree of password T A9.23 (Managgmept O.f user
14 Password Management L. authentication information
based authentication)
secret)
i § B § . - A13.1.1 (Network Access control)
15 | Network Access Control RDF 9.3 (Network separation) - A13.1.3 (Network separation)
- IAC 5.14 (Use notification
Manager Application Access system) B . .
16 Control ~IAC 5.15 (Connection via an A.13.1.2 (Network Services Security)
untrusted network)
17 Mobile Dev1ce Management - UC 6.4 (The wireless using - A.6.2.1 (Policy for a mobile device)
Regulations controls)
Minimize security access - RDF 9.5 (Limited 'communlcat.lon - A.9.2.5 (Adjustment and delete of
18 between individuals in

system

the general purpose)

Access Rights)
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- RDF 9.5 (Limited communication

19 | Remote Access Control between individuals in - A.6.2.2 (Remote Work)
the general purpose)
20 | Wireless Network Security = UC 6.4 (The wireless using - A.13.1.1 (Network Control)
controls)
21 | Public Server Security - - A.13.1.2 (Network Services Security)
99 | Malware Control -S17.4 (Mahmpus code - A.12.2.1 (Control of the malicious
protection) program)
- UC 6.10 (Audit work)
23 Log Management and - UC 6.11 (Auditing storage space) | - A.12.4.3 (Log of Administrator and
Monitoring - UC 6.12 (Action on Auditing Operator)
failed)
- DC 8.3 (Information
24 Encrvotion polic Confidentiality) - A.10.1.1 (Policy of Password Control
yp polcy - DC 8.4 (Persistence of and Using)
information)
925 personal information ~ - A.10.1.1 (Policy of Password Control
Encryption and Using®)
% Apply Information Security B - A.14.1.1 (Security requirements
for Design Phase analysis and distinguish)
- DC 8.3 (Information
97 Important Information confidentiality) - A.10.1.1 (Policy of Password Control
Encrytion - DC 8.4 (Persistence of and Using)
information)
- DC 8.3 (Information
28 Information transmitted confidentiality) - A.13.2.1 ( Policies and procedures of
encrypted - DC 8.4 (Persistence of Information transfer)
information)
29 Source program storage - - A.14.3.1 (Protection of the test data)
30 Information Security Pledge B - A.14.2.1 (Security policy of
for Development Contract Development)
31 | Incident Management B - A.16.1.1 (Responsibilities and
Procedures)
39 lelt col.lectlon of personal - A.18.2.4 (Privacy)
information
33 | Privacy Encryption - - A.18.2.4 (Privacy)
34 Image information processing B - A18.2.4 (Privacy)

devices operating
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