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B =4+ CCN(Content Centric Networking) oAl AlZRlE dlo]e] qlfol ojgt od4k F-3}e} A4k 4
3L ZA FY = o= dA] ARl 71Nk dlolE] Q1S 7S Akt Ak el =e] A A RE w2 o]
AaHEE A Al dFE HLsta, 2 AaHEES ARER AR vl 58 disle] A Al
MHT(Merkle Hash Tree)& A48 27415 % #helct. slA] A1} MHTE AA3] AR-ste] a4 Al 542
S 4T 5 olon, w3t A ARl ol dlele AT AR} ofd (out-of-order) A% wAlE @
A& 4 9lrh. CCNx lelB o] F&ste] 100Mbyte % A, A4t Fale} Abef H3ls A Axf o
2.596%%} 1.803%1H& UAAF7]H, o= CCNx zte]Bz|g]el| 7]& &5 §7 ¥ A7 (per-packet signing),
MHT 718F A% 3 vlasle] =4 HA%E Ao},

ABSTRACT

This paper presents an efficient hash chain-based data authentication mechanism which can considerably reduce the overhead
of processing and transmission for authenticating segments in CCN. The proposed method makes use of hash chain and
MHT(Merkle Hash Tree). At first, it applies hash chain methods for data segments and encodes them to Data part. Then, it
constitutes Meta part with the hash values generated at the previous step and properly applies both hash chain method and
MHT-based signing for not only achieving efficiency, but also mitigating the drawback(data-loss, out-of-order transmission) of
hash chain method. We have implemented our method in the CCNx library and measured the performance. When transmitting
100Mbyte of content, the proposed method generates only 2.596% of processing overhead and 1.803% of transmission overhead.
Keywords: Content Centric Networking, Hash chain, Merkle Hash Tree, Data authentication
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Interest packet
Content Name

Data packet
Content Name

Selector Signature

(order preference, publisher filter, scope, ...) (digest algorithm, witness, ...)
Nonce Signed Info

her ID, key locator, stale time, ...)

Data

Fig. 1. CCN packet types
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Fig. 2. MHT based signature generation and
verification process(hi; = H(hillh), hi=H(m),
where H=hash)
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Fig. 3. Hash chain-based authentication(H=hash).
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Table 1. Notations

C Original content
[C] size of C
|H] size of hash
the number of hash values which
W can be stored in a segment of
Meta part
Encoded content =
c* (Meta part || Data part)=
(S* 1] s
Hash Hash operation(=shal)
Sign Signature generation
Verify Signature verification
S original segments
Si original i-th segment
s* encoded Data part

i-th encoded segment in Data
part(si*=(sil |hi+w))

[s] Segment size

h hash value in Data part
hi hi:HaSh(Si‘ ‘hier) :Hash(si*)
g i-th segment in Meta data

' part(Si= (hyil ... [ [hya+n-1))
* i-th ensoded segment in Meta

part(S;"= (hyill...| Thwa+p-1| [Hi+1))

S* encoded Meta part
H, hash value in Meta data part
Hi Hi=Hash(Si| |Hi+1) where i ) 0
Hy Hi'=Hash(Si1*) where i) 0
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5 BT #3533 Data part9 /‘ﬂ:l‘ﬂléi
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Algorithm 1. Authenticated Content Generation

Algorithm 2. MHTSign

INPUT: Content C, segment size |s|, private
key PRK for signature generation
OUTPUT: Encoded content composed of meta
data part and data part

INPUT: N+1 Hash values to be signed,
private key PRK for signing
OUTPUT: root signature, witness for each

hash values

C is divided into segments of |s]
= |Cl/Is| // #(segments) in Data part

for i = n-1 to n-w do

h; < Hash(s;)

Si*w* < (Sifwl |h1)
for i = n-2w-1 to 0 do

hi+w A HaSh(Si+\V*)

A (Si‘ ‘hﬁw)

for i = w-1 to 0 do
10. h; < Hash(s;*)
11. N < ceil(n/w) // #(segments) in Meta part
12. for i = N-2 to 0 do
13. Hi+1 < Hash(Si+1%)
14. Si* < (Sill Hi+1)
15. Ho < Hash(S¢*)
16. for i = N-1 to 0 do
17. Hiﬂy < Hash(Si*)
18. Hy < Hash(Hy)
19. MHTSign(Hy ..., Hx', PRK)
20. Return (C*).

OO0 Ut W

1. Find smallest L such that N+1 < 2F
2. Pad 2'~(N+1) leaf with zero values

3. Construct binary hash tree with 2L leaf
nodes(N+1 hash values and 2"-(N+1)
zero padding values)

Sigr < Signerk(Hr)

Return(binary hash tree, Sigr)
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Fig.4. Proposed Content Structure(Assume that the size of content file is 100Mbytes
and it is divided into 25,600 segments of 4Kbytes.)
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Table 2. Transmission overhead comparison(When transferring a 100MByte content.

Null-Sig Mode

does not equip any segment authentication methods.). The amount of Control data, Metafile, Datafile,
and Total are expressed as byte.

Null-Sig Proposed per-packet | MHT-based | MHT-based | MHT-based | MHT-based
Mode P -signing (size=2) (size=4) (size=8) (size=16)
Control 410 1,008 1,008 1,008 1,008 1,008 1,008
data
Metafile 410 460,808 984 984 984 984 984
Datafile | 109,363,116 | 110,873,825 | 117.017.815 | 118.656.215 | 119,526,615 | 120,397,015 | 121,267,415
Total 109,363,936 | 111,335,641 | 117,019,807 | 118,658,207 | 119,528,607 | 120,399,007 | 121,269,407
Ovezzl)ead - 1.803 7.000 8.498 9.294 10.090 10.886

Table 3. Performance comparison(When transferring a 100MByte content.

equip any segment authentication methods.)

Null-Sig Mode does not

Null-Sig Proposed per.*pa.cket MH.T*based MH.T*based MH'T*based I\/H'{beased
Mode -signing (size=2) (size=4) (size=8) (size=16)
performance | y) 74 | 135 o 40.79 75.23 127.36 129.19 129.58
(Mbps)
OV‘?{,’/?)ead - 2.596 71.222 46.924 10.145 8.854 8.579
4.3 MsH|n g Ale]|=E 167148 ST AT,
(Table 2.)3} (Table 3.)& Algks} gzl 4
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