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ABSTRACT

In a hyper-connected society realized through IoT-enabled technology, a large amount of data is collected by various devices
and is processed to provide new services to users. While communicating through a network, it is essential for devices to execute
mutual authentication since users’ privacy can be infringed by malicious attackers. ID-based signature enables authentication and
key exchange with a unique ID of a device. However, most of the previous ID-based signature schemes based on RSA require
an additional step to share parameters for key exchange so that they are not suitable for resource-constrained devices in terms
of efficiency. In this paper, we design an efficient ID-based signature and thereby propose an efficient ID-based authentication
and key exchange protocol in which sessions for both an authentication and a key exchange are executed simultaneously. In
addition, we prove the security of our scheme under the RSA onewayness problem and analyze the efficiency by comparing with
the previous schemes.
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Fig. 2. Public-key based ldentification
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=
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o ofN

3

¢
k)

BEAeE 1. Agke PI 71H2 Axdsic}

43 gl FHAPE S A
HE Azg ‘modn< Z oA 4oz A r2 4
B A4E, of7]14 r& uniform $EE w27
el A EE??} uniform ®*& wEri(lst
move). 3M7] pk=(n,e, g, k) AEZE o}= 7=
Z]—i—rlﬂ AA ce uniform $EE ZEF 9
2 AdEch(2nd move). AR S5 zoll dis)
A2 % 42 pkﬂ (4,¢,2)5 JH2= 3]
of ZAFA 2 =K+ Amodn®] A7 ofid
ZAA€H(3rd move). wERA, Aok PI 7|2
2] 3o &J3) A x=Zs}e

2,

u

=

]

St WA AA Pl 7HedA AdEe ARE
3 Fdd BxE e EWAIHE (4,c,2) 5
e AR JPRA T A 5 3SS HYeR
A A" A} A4S WS Haloh 307
pk=(n,e, g, K)ol el th& A5 s}

1. c€ Zywst re Z< uniform £E%5 2%

2 Qolz Adan. (=, 13 ok Azzolth)
2. A fEEl=s daElss
rrt+ye=1% &= v,y e 725 A ]/‘]-?'{E]—
3. a<g modn< A4t}
4. A—K “" . ¢°modn< AAHEC}
5. 2z« KY . amodn< 74]41'5‘}\‘/]—
9] AR B3 AAE Bl

r
E
|
N
5:

2= KY « a° modn
= k1) L gfmodn
=K'+ K “" . a°modn (2)
= (A%« ¢®) modn
=K’ Amodn

ulebd] | Aleka P 71 Ao 6ol o8 AAg

Az} GA| AL wkE3Fic}

X
2 olguTh WA B f2Rm duelEe ol 4a
o 2(c,—c,y) tye=1% ®=F3e 2,y € 75 AXL

iﬂ']:]' 31/32: CliCZO]Ei OF'H ‘{[\‘/‘—1% %6]] k%

AL 5 9k,

k= k1(01_02)+y9 (3)
=(2,/2,)" - KYmodn

wigbA] | Alkek PI 712 Ao 7ol ofsf njEA
u kol Hhak A1) ZRe] Psael.
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Aokt P 7142 A2l 4ol o3 54 9% ¥
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Eh)
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L
J

ID 714k Q1% 2 7] wE ZR eI ojsh=
MAE 7] A7 KGC(Key Generation
Center)e} & AH8x A9} Bolt}. & Apexl:=
KGCERE Aw7]E Wty o]& o]&sle] Q1=
g 7] 23S o} Fho] Fagit

e Axgl A4 A KGCE IBS 7]y
Setup %¥xEES Hd i FEtelE pp=
(n,e, g, H h,f) 8 vk2€] ¥]H7] msk=(n,p,q d)
& A o714 f{o1 {01} e Sk
27 AHgShe AE vt

o 7] g Al A zglel| Fofds mE JHA=
2ol Dol gk AT sk s KGCRAE
w=th, KGCE IBS 7139 KeyGen daElEs
o] g3t sk,,e AR

A& & F WA Aset Be DE A7 DS}
IDgE} 3F7h A9 BE KGCZYE 247 A%
sk, = H(ID,)"modn3 sk = H(IDy) ' modn<
hAg AdE Fal Ukt

0 dlZF B 7] AF A AxdH] Fofst=
NA A9t Be= 5 ¥ 7
Sign/Verify daelga Ao-¢5 Z2eZs
slo] QS sl 7l
uh=t},

WA Ak Be] 1% 2 7] w3 2R EES v}
w3 3ro] =t
1. A7} wix A=Al sele d N, € {01}

= Adste] (ID,,ID,) ¢} 37 BellAl Adaic},
2. Be A$ke (ID,ID,) S Elsta A=A

Idehs @4 Ny € {0,175 A=de} a=ja

m g = IDGID INJIN, ol 7t A7

ol

o p<—Sign

(mp, sk, pp)E AAst] mzek A AdlA
A%9}. Sign Puelzel U B4 Ae o
o3 2.
D rp<2Z,, Omty—g "modn
@ op—h(Omtglmy) . U%Hskng - ¢"" modn
® op="(050%)
3. AE Verlfy(aB.mB,[DB, pp) G EE 53
ope FAFgt. Verify duels
e s chest 2
%) H(ID,) a”modn
Omtglm ) el Sl SAe] Adsishd
T %3—13}1, 1‘?37‘] woew Fg Y.
ZHo| FolWl Ax ZREEZS FH3la, Tol
kil mA=IDAHIDBHNAHNB°ﬂ 3 AW o,
Sign(my, sky, pp)e AA8E m,ok 37 Bel
A Agger. Sign darelFe] Wi 4 RS
th3th 3t
D ry«2Z,, Omt g “modn

::;

_q]

@ ole—h(Omty lm,), o’<sk}' + ¢ modn

@ oy,= (O’A,O'A)

223 AS A eA AT Omi et A7 3t
Aol AT G oy E ol&ste] oI 3]
A7) (session key) sskE AR
O K, =(Omtg)*modn
@ ssk=f (K, 1D IIDy)

4. B+ Verify(o,,m 4, ID,, pp) G18]ES 3

o

A (sks,pp) B (sks, pp)

1. Choose Ny 1Dy, IDg, Ny 2. choose Ny

Setmp = IDp | ID4 Il Ng Il Ny
op,mg 05 <Sign(mp, skg, pp)
“—— forrandomry
3.Setmp = IDg | ID4 |l Ng Il Ny

If T «Verify(og, mg, IDp, pp),

then g, «Sign(my, sky, pp) for

random 14 where

ma =1D4 1 IDg I Ny Il Ng. g4,y

Else abort. — > 4.Setmy=ID4 I IDg | Na Il Np
If T «Verify(gs, ma, [Da, vp),
then keep continue.
Else abort.

Ky = (Cmitg)™ (n) K = (Cmty)™® (n)

ssk=f(Ka Il 1D, || IDg) ssk=f(Kg | ID, Il IDg)

Fig. 3. |ID-based authentication and key
exchange protocol
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Table 1. Comparison of efficiency
Scheme Sig. size Sign. costs Ver. costs Assumption
(2) 27 2exp in Zn 1mexp(2) in Zn RSA onewayness
(4] 27 2exp in Za 1mexp(2) in Zn RSA onewayness
(10) 2G1 lexp in G;+1fexp in Gy 3pair CDH in G
(11) 2G1 2exp in Gy 2pair CDH in Gy
(6] 37+ 17y lexp in Zy 1mexp(2)+1lexp in Zy discrete logarithm
(7 27y +1Z¢ 1fexp in Zy 1mexp(2) +1fexp in Zy discrete logarithm
(8] 17y +27¢ 1fexp in Zy 1mexp(3) in Zy discrete logarithm
Ours 1Z, +1h lmexp(2) +1fexp in Z, | lmexp(2) in Z, RSA onewayness
Agake A9 o, & FHES} Verify g3 (Table 1)l w2w 2 =FdA Algksl= 1BS
o] i =k 3pHe cheal 7o} 7142 719 RSA WAl 7[ukslel A= 7]
.t wHyl plgsted Aw QA 2 AZ o‘i/‘\_}ak% o)z
@ CmtA(*(O'i)p‘H(]DA) AmOdTL H ]— ]J'L]—:] 10 E = m’e .0 [=4 ]— ]
X A" =Z7)7) Ak BeE 112bitE 7)EL
@ oy ="h(Cmtlhm )l WA Sl A ne 2048bit, A4 hel %2 7ol 224bito]
TE &¥sly, 238# ¥od FE FH3, 7] wiel] 712 71Me] Mw =)= 2048+2048=

FHo] Foldl AL ZREZS FU3la,
%Wé oA AAFE Omt,st A

S rpE o1l thest 2ol A

D K,=(Omt,) "modn
@ ssk=f(KID,IDy)

Aorsle= IBS 712 7]& RSA dw3kdE 7]
wro 2 AAE 71 vlzste] (1) A9 =277t =
(i) 24" A A4k (fixed-based exponen
-tiation)s T3] whiol A o] FTEH 0]
W, (iil) F7HHl vg-dnt slepelg A1) 35
Mol 71 wste] shgsleh zAMARE M-S 9l
(Table 1)el4 71&<] IBS 7w} Algksls IBS
7198 M9 Zr)el A A 2 HS Qdatel ulE
FEEAS vt}

al,

FANA Zpot Zow A 25 pot &F oF ST
2 3 T 9uista, g ( pE UER Zi
FAT ng TR e T Yrisla, G2 AA
3 s P T gttt expe AT A
AF(exponentiation)<, fexpe FAE Uik o
g A AARS, mulf A d4Hmultiplica

-tion)S, 282 paire ¥y <d4k(pairing)>

o] g}

4096bite]ar, Algksl= 714 M9 =7]& 2048+
224=2272bite]t}. wehd Aqkek IBS 71He] A
v Z7)7F 71E 7R 2ha o] F sube s AdA
gt ID 7vF o1 9 7] 2¥ 22 EZoA 72 JiA)
o] A% ZgAlo] Erh

w3k 71E RSA QggAel sluslel AAE
IBS 714& olgsie] A% 2 7] w% ZREIe
S A, AF WA o Fd 7] 2 DAY F
A9 Hs-aw stelele 247h Baskt. o)F
slal 7 AAE el # 94 Adda ol o
& A% Ak dslol k. Tt Alksks 7]
WA e 2 AL A AT 5 e E 9
vk o shebvlee EgtEe] FbAel # Auel
B 4 glo] 7wl Thsall, ngR A
o WE A% ke SRR A SHAHE &
$Ao]c},

k3t
2048bite]lx, '
224bite]”7] wltel Bellare 52 7%, Galindo
59 714, 28] Hwang 59 7142 A% =27)
7} 247t 3x2048+224=6368bit, 2x2048+224=
4320bit, 2048+2x224=2496bite]v} el A
T2 o] g3 "l A2 =718 Mye A4
it

CDH(Computational Diffie-Hellman) -tA|
o] Aol 7|ukate] AAE 7ol A, Gl 9

o]k 2 1(discrete logarithm) Aol 7|4

of AAE 7e A% p'

2~
T
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F7F 1024bite]l AAE s ol S o, A=
A7) 102441024 =2048bit= A|ksh= IBS 7]
el An =Z7)neh 2o v A dAA v

go] £ sloid ite] 20w 3W o 3]

point) &4 4H(sle] IDE A F Goz
BATE Aabe] F7hE Salsolof shuw ot
ZalelA oh$- u gl

5

vi. 8 B

B mfode AR ID 714k AH 7S 7)uk
o2 584 ID 7|uk 15 % 7] w3 ZREZS
AAEG . RSA dukabdol] 7lukste] obdAS &
ala, 71% IBS 7|HEAS] 84S vla-EA43)
yilag

Aket ID 7]0k A7 7192 7] RSA <
Aol 7ukste] AR 719} wlaste] My =27)7)
2b7] witel] o] o]gsle] AAE 1D 7|uk Q1% ¥
7] w3 T2 Ay S 712 Z2E
ol wla) Aotk wa Q1FS $1g AT 7
2ERS 97 AlAdo] FAlell FalEy] wfiel] oAxlsk
o= Z&H o]}

Aokt ID 74k Q15 2 7] w3 Z2RFL 7]
2 7Sl mlel AateF 2 Ags Swleld ZeH
o7] wiel ekt el 7I71E AR AFElH
v el 43t 4= S gl

H}-3F
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