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ABSTRACT

The Multi-Prime RSA and the Prime Power RSA are the variants of the RSA cryptosystem, where the Multi-Prime RSA uses
the modulus V= p,p,...p, for distinct primes p,, p,, -, D, (r>2) and the Prime Power RSA uses the modulus N=p"q for two
distinct primes p, ¢ and a positive integer r(>1). This paper analyzes the security of these systems by using the technique
given by Heninger and Shacham. More specifically, this paper shows that if the 2— 2"/" random portion of bits of p;, py, -+, D,
is given, then N=p,p,...p, can be factorized in the expected polynomial time and if the 2— V2 tandom fraction of bits of
p, q is given, then N=7p"q can be factorized in the expected polynomial time. The analysis is then validated with experimental
results for N=p,p,p,, N= pPq and N=p’q.
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sgshe wlERkEe] vEZE Folxicka At
o] o, §=2— /2 =0.5860]%
Algorithm 29} 32 (F7A22) log, Vel gk
A A 7E <kl p, g uFEHEICL

Z9) Algorithm 29} 3¢ od4F A7k
W35 n = O(logy V) S;ell o3l

o}

Adez  0())8)s 2ol

i=1

Axtdet, aela

o< 109 O(i]b})% 7Rk O(n?)elxh.

i=1
pz] ko 2 a<1d
5= 2— /2017 wiel A7} 2=t W

rlo

iz

34l ke AFer] skl B ERE b
49 1, 2, 3% #asidon, 4 A4gd BE 4
4

- Celeron(R) Dual-Core CPU T3300@2.00
GHz 2.00 GHz

- 6 GB RAM

- Windows 10 Pro

- Visual Studio 2015 Community

w3k Aldlo|A ARE3l= RSA 94k 2 Big
Number ¢4+ NTL =zlo]rHeig]E A&sigich
(10].

Ag3he
27)

A 1 (REIE N=pgrE
Multi-Prime RSA¢] ®3 RSA9 7]

Table 2. Result of Experiment 1

1) 38 MR o} 512-¥]1E &5 py, pyy pye A
AAstal N = p,p,ps= AAkaict,

2) Foxl okl Wk, py,py, pyE HERE
(1,536-H1= =7]9]) vl=de] haix]l | 15360

el BIE 91X & AdsiA Adesla o] $o) &%
3= ppypy B pyol RIEZE FoiA olcka 7HA
g,

3) Algorithm 1& 33k S,

=
=

i

g},

A 2 (REY2 N=p’E AH3l= Prime
Power RSA digt RSAY 71 &)

1) 2719 A& g2 512-HE &5 p,¢s A3
3 N=pqs Axkai

2) Fo13l ool wiste], p, & ekl (1,024~
HlE =7]9)) vlEdd] disiA [ 10246 ] N9 ¥
E 9A&5 s Aestal o] 9]l sk p
Tz go] RIEZL FolA givkar 7 g

3) Algorithm 2% 33kl S5, 5 S}

AY 3 (REIA N=p’E A43E Prime
Power RSAel digt RSAS 7] &)

1) 2709 A2 tE 512-H]E 45 p, g2 AT
3 N=p’qs Axkgie},

2) TR o03kel Wik, p, gE eE= 1,024~
HlE Z7]9] o]l WEe] disjH [ 10245 | 79
H|E A5 AElsHAl A=lsta o] $jAof st
p T ¢8 BIEZ} FoA glvkal 7P gt

3) Algorithm 3& 33tz S;,, 5 =23}

zb AgLE Foizl ol tiste] 1003] HHEE S
u A% ZAz= Table 2, 3, 4 Foixir}h, 7+ Al

0 0.76 0.75 0.74 0.73 0.72
Maximum 4,247 65,590 4,349 | 666,150 | 232,748
3" Quartile 28.5 32 25 69 175
Median 4 6 4 10 19
1** Quartile 2 1 1 3 3
Minimum 1 1 1 1
# of failures 0 5 3 10 14
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Table 3. Result of Experiment 2
) 0.59 0.58 0.57 0.56 0.55
Maximum 28,688 1,076 33,792 | 168,864 | 139,177
3t Quartile 10.5 17 33.25 64 64
Median 4 4 6 15 8
1** Quartile 2 2 2 2 2
Minimum 1 1 1 1 1
# of failures 0 0 0 1 2
Table 4. Result of Experiment 3
) 0.59 0.58 0.57 0.56 0.55
Maximum 3,840 44,080 11,508 65,553 | 100,013
3" Quartile 25.25 27.25 27.5 88.5 96
Median 7.5 7.5 8 12.5 24
1% Quartile 2 2 2.5 3.75 4
Minimum 1 1 1 1 1
# of failures 0 0 1 0 1
o] g+t 3 A7k ¢ & oluiglen | Tabledl Cryptosystems,” Communications of the

4 ‘Maximum’, 3rd Quartile’, Median’, ‘1st
Quartile’, Minimum'+= 1003 4% 55,3k
Hzk, 3/4 E915, T 1/4295, HASwE
el ‘# of failures® iz #F 59 o]f
2 Abe] FApr] T 34E el Table
2, 3, 49 A3t BolFa wgk A 13 271 o5
o], Zb Aol ggke]l AolAw Sy, #F #
of failures'® A4 715 & 4 9k

v.d B
B E=EddE N=pp, - p3 N=pq¢E
gEasty] A8 4 2] duh B B EE]
JQgkAof digt #45 it 2=l o 24
o dig A5 A8 vt Ads sty 1 4
5 AAsHAT
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