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ABSTRACT

Balanced encoding method that implement Dual-rail logic style based on hardware technique to software is efficient
countermeasure against side-channel analysis without additional memory. Since balanced encoding keep Hamming weight and/or
Hamming distance of intermediate values constantly, using this method can be effective as countermeasure against side channel
analysis due to elimination of intermediate values having HW and/or HD relating to secret key. However, former studies were
presented for Constant XOR operation, which can only be applied to crypto algorithm that can be constructed XOR operation,
such as PRINCE. Therefore, our first proposal of new Constant ADD, Shift operations can be applied to various symmetric
crypto algorithms based on ARX. Moreover, we did not used look-up table to obtain efficiency in memory usage. Also, we
confirmed security of proposed Constant operations with Mutual Information Analysis.
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2.1 Dual-Rail with Precharge Logic(DPL)

DPL 3t=sllo] 7vke] apd ti 3o F=
AREE]=E, 18]E dlolHE Aelsh=dl 2719 wired
AH&-8l= dual-rail logic® circuite] ZE A3 E
0 == 12 W=+ precharge logice] Ag=|o]
A= Fxolti4, 5, 6, 11). DPLE AFS3hk= 542
Alo|E Aol & dAgE Heu]elE ST =M
AakE]= dlofe] ghell AdHgle] Ak UA7 leakage”t
WASIEE 3= Zloloh. dual-rail logic el
3| 2ol A= logic bit A5 WA= BE AolE:
logic bit 4¢] B4l AF $ksl=dl, logic bit %
(4, 4)7} logic bit A% ehlin, logic bit %42
Y HolEx At 18 dAsIe} w3t precharge
logicollA= A== dlole] 7+ sk dAg &9
Ha’aE 257 414 logic bit %% evaluation
371 Al (0, 0)22 w=l7] FA-sy] wieo] o]F
AlolE gkl (0, 0)elld (1, 0) == (0, 1) 2 HaluA

el leakagets WA ) TlARAT fAE),
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WA Ol (Balanced Encoding)
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Constant AND, Shift @4t dwe]&g Algkgic},
due]ES BHE HAXEE AMEE tule]aE
e 2 Atmel AVR 8-bit instruction sets
Faste] ApAdslelom, Fo Wl tig 7|5
(17)& zashd o ZF daejEe] INPUT

%
nibbleoll bybybyb,b, b, byb, HENS] Wl L A

E Aoa = Wig s iy 7S AL3 AR

Algorithm 1 ConstAND
STEP 1 {Generate z, 5y, Yz’

Input: rd=z (z: 232,2,20,7 ,7,7)7)

Output: r5=ux, (2, : 232502 T32,757,)

1 CLR rh

2 CLR r6

3 LDi r5, b 11110000
4 LDi r6, b 11110000
5 AND r5, 14

6 AND 16, 14

7 SWAP 16

8 OR r5, 16

STEP 2 {Generate z,,z,)

Input: r4=1, (2405002, 257,7,7,) |
5=y (Y3Y3Y2¥2Y3Y572Y>)
Output: 16=2,(00002,2,2,2,)

1 CLR r6

2 LDi r6, b 11110000
3 EOR r6, r4

4 CLR r7

5 MOV 17, r6

6 AND r6, r5

7 EOR r7, 15

8 ANDi 7, b 10101010

9 EOR r6, r7
10 ANDi 16, b 00001111

STEP 3 {Construct z)
Input: r4=2,(00002;23252,) ,
15=2,(00002,2,2,2,)

Output: rd4==z( 2323222221212020)

1 SWAP r4
2 OR rd, rb
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3.1 Constant AND

ru{o

Constant AND <4t dae]&el|A= 43 3t

z: 5”39”3952%5”11”1%%7 y: y_yal/zl/zyﬂhyol/oa} 3L,
o]2 AND AR A3l ZhE 21 242420252, 2, 2070 5
Yelshel, chost 2o 3uA R T it
STEP 1, 32 (6)el4 Aleke Constant XOR
it kare]Fe] ofeltjol s mE|BE AAskyl=d],
STEP 1ellA& 04%‘ o E Ao R i FAND,

e
A3, ‘?T'}\]‘b_}' Pluiey Eéﬁ T T BT Ty T2 9
Y Yp A8 STEP 2% o] =Alol4 s
T, ?JLE 0]83]0] zr Ay, Zel ulow Tp ?JR“E‘
ol g3l 2,5 A= AR B =EelA AFEA
Alkstsdet. 53], 6~9wlA &2 F kel AT
a7 flo] =9} ey viawaE ) v 2R IS
AAA szl olell Wk A 4%lA AART}
aa v e 2 STEP 32 13 # 2. 2,5 °l%
sto] o Ay Akl A3t ghal 2 F HTAH R sk
24, SWAP¥ OR H#el& A-g-sbal =},

3.2 Constant Shift

Constant Shift <14+ Shift left 1~47}A
T A daEEs Agksiark. Algorithm 2
(ConstShift 1)¢} Algorithm 4(ConstShift 3)<]
core idear MUL’ 3¢l AMoltt, MUL ®3el=
= e HRAI2E AHAES 9= e #3g T 1
7éJJr e 10, rlel AAsk=dl, Algorithm 29}
Algorithm 4ell4E §1% gk 14 @ 2y57,2,7, 2,207,
915 ¢ w7t o1H gk el el
e}t 03 rlel AAEE FEe] dvh Fo =
shift =2 ZA%cl el Algorithm 2914+
r4¢t 159 FHEE AFL 2 F 7 shift 371 $19)
4R ZellA 16l '00000100" olzhk= 32 AAsle

Algorithm 2 ConstShift 1

Input: r4= x3x3x2x2x1xlx0x0,

I = Loy T g5 L5y Ty
Output: rd=z,z,2,2,2,2,10),

T = LT T5T5 T, T T3y

1 CLR r0

2 CLR rl

3 CLR r6

4 LDi r6, b 00000100
5 MUL rd, r6

6 ORi r0, b 00000010
7 CLR r4

8§ MOV 14, r0

9 CLR r7

10 MOV 17, rl

11 CLR r0

12 CLR rl

13 MUL 15, 16
14 OR r0, r7
15 CLR rb

16 MOV 15, r0

r4, r5oll FalFe, Algorithm 4elA+ r6ol
‘01000000 olgh= e AAsted 4o} w3t F
ANDi, SWAP, LSL, OR %3] 5& o]&3}]
149} r58] FES AF2 2 A ZF shift skl
Algorithm 3(ConstShift 2)3+ Algorithm 5

(ConstShift 4)+= ANDs} SWAP, MOV =]
Qe 7ke 1o 7 ) 7k ofgl 7

E

Algorithm 3 ConstShift 2

Input: r4= 12.L3.E233211.L1.E0330

TD= T T 5Ty Xy
Output: r4=2 x1z0x01010

I5 = Iy 05Ty Ty T

CLR r6

LDi r6, b 11110000
AND 16, 14

SWAP 16

ANDi 14, b 00001111
SWAP 14

ORi r4, b 00001010
ANDi r5, b 00001111
SWAP b

0 OR r5, 16

= © 00 -3 O O W b —
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A%5) = A= AT 4 oleh
3.3 Constant ADD

1973 Kogge®t Stoneel g&]  Algkd
Kogge-Stone Carry Look-Ahead Adder(e]3}
Kogge-Stone Adder)e 13 3t a, yol sl
‘carry (£ )7 AT sFeAe]l e 99
‘carryZ} HEEA] HASE 9ol s g vlE
AT 1 s o83l 4HEE FAe] HE
(parallel) 2doza] E54Q) odito] 7l53les
Tk 3t=de] 7]\ dwe]Felri(14). Coron 52
o]2gt Kogge-Stone AdderZ (10Jel4 AND,
Shift, XOR$} #2& Boolean %I4tste g 7&d &
AUEZE Algorithm 6% AgFsidct. 7]l (6)ol4
Ak Constant XOR Atz B =Folx AF7
Zlokgt Constant AND, Shift <d4-e #gspwd
Constant ADD <14tez F3o] 7}5slc}.

Algorithm 4 ConstShift 3

Input: rd=zz,0,2,0,2,2,2,

T = 2,0, 24T T5 2,2y

Output: r4=x,1,101010,

D= 2,2, T3 X5Ty Ty T, Ty

1 CLR r0

2 CLR rl

3 CLR r6

4 LDi r6, b 01000000
5 MUL rd, r6

6 ANDi 15, b 00000011
7 SWAP b

8 LSL r5, 2

9 OR r5, rl

10 CLR r4

11 MOV r4, r0
12 ORi r4, b 00101010

Algorithm 5 ConstShift 4

Input: rd=z,z,z,2,0,2,2)2,,

15 = T2 T T
QOutput: r4=10101010,

D= T3T3Ty Ty 1T Ty

1 CLR r5

2 MOV 15 14

3 CLR r4

4 ORi r4, b 10101010

Algorithm 6 Kogge—Stone Adder

Input: z,y=0,1%,
and n = max ( [logQ(kfl)] 1)

Output: z=z+ymod2"

P—xDy

G—zx Ny

for i:=1 to n—1 do
G—(Prn(Gg 27)) D G
P—PA(P< 27

end for

G— (PN (Gg 2 Y) & G

return = ® y b (2G)
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H Ao|x= 3A|4] Aekst Constant AND,
Shift AAF daze]Eel] el 2 3] s o] Es}
s t)xmzr) o g Tl A TS Bola,
A% Awek B4 (Mutual Information Analysis)ell
7k Al EEeldE Bl S A5

4.1 Constant AND =2t gt 24

Constant AND 422 &2] STEP 1 3%lA
Agst vk} 2ol 1E 3t @, yoll W3l vy, 2p vy yp e
XS wAlelw | ZF F7b Fhell dig W glo]E

7 "a’las (Table 1)3 22o] ¢ gholl
Fglo] 2 e 42 sk dATS el 5 9l
STEP 2= o]d sl ARE (s,.y,)9
(zp yp) T o183t 22 2,9 2,5 Aibksle DA

a
24 7 AR zEe] 2 @t R el o
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Table 2)¢} #ov [Table 2)¢]
6~9A Zo T e mds=d AMEEe 7R

Sh= il
@ = 7/\; '5::_;7‘,/\1/7
% =AY, z =z, By
D3:a3694_'5 Lho=a,®7,

due]Ee) 2 L (2, y,) el s,
(Table 3)¢] A xE Fasled (Table 2)9 7t
#ES] s SelES} & tjavlAE F]ldnd
2 42 3 AAFE o £ ik gilA F ik
= r6ell AREE A s [a6, 242202, 2] ™
Aol & w3t (2, yy) o (4, yy) Fhell HJE3hd,
(Table 4]} 2Fo] (g, y,) 9} (23, y;) Fel Wb

Table 1. (Security of Algorithm 1) HW/HD of
Intermediate Values in Step 1

Reg. | Intermediate value | HW/HD
1 r5 | +00000000 0/0
2 6 | +00000000 0/0
3 5 | -11110000 4/ 4
4 16 | 11110000 4/ 4
5 | 15 |+ ayw,,2,0000 2/ 2
6 | 16 |- zyz,2,2,0000 2/ 2
71 16 | -0000z,2,7,1, 2/ 4
8 r5 | Ty Ty Ty Ty Ty T, 4/2

Table 2. (Security of Algorithm 1) HW/HD of
Intermediate Values in Step 2

Reg. | Intermediate value | HW/HD
1 r6 | -00000000 0/0
2 6 | -11110000 4/ 4
3 16 | wywaaym,wam, T, 4/ 4
4 r7 | -00000000 0/0
5 17| ¢ wywgaym,wam, T, 4/ 4
6 | 16 | ayBmBuzms 2/2
T | 1T | mss s sy 4/ 4
8 | 17 | 20202020 2/4
9 | 16 | -[036,[ 028, 22,22 4/2
10| 16 | 0000222z 2/ 2

WA 2 9l 1671 BE A9E shelstels
s o=k 42 TS & 4 ek
Table 3. Truth-table
(z, y) @ B ol Z %
Y (zAy) [(zAY) | (zAY) |(zdy) [ (zAy)
(1, 0) 1 0 0 1 0
0, D 0 1 0 1 0
(0, 0) 0 0 1 0 0
Table 4. HW of Intermediate Values in 9th Line
of Table 2
(I2,y27x3’y3) m;@iz’:; B3 OtQGiz'z B, W
%3 3 23 %
(1,1,1,1) 0 ] 0 . 4
1 0 1 0
(1,1,1,0) 1 0 0 ; 4
(1,1,0,1) 1 5 0 . 4
1 0 1 0
(1,1,0,0) 1 0 0 . 4
(1,0,1,1) 0 i . ; 4
1 0 1 0
(1,0,1,0) 1 0 0 0 4
(1,0,0,1) 1 0 : ; 4
1 0 1 0
(1,0,0,0) 1 0 0 0 4
(0,1,1,1) 0 ] . ; 4
1 0 0 1
(0,1,1,0) 1 0 0 i 4
(0,1,0,1) 1 5 . ; 4
1 0 0 1
(0,1,0,0) 1 0 ] i 4
(0,0,1,1) 0 ] . ; 4
1 0 1 0
(0,0,1,0) 1 0 0 0 4
(0,0,0,1) 1 5 . ; 4
©ooo | L | O L]0,
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4.2 Constant Shift 2t gt &M

3gelA g wkel el Algorithm 2
(ConstShift 1)¢} Algorithm 4(ConstShift 3)&
FEAHLE MUL H3HelE AMEsle] /1 Freo] 9%
° 2 shift 3t=% AAsgEdl, Algorithm 49

Aol e 8 Zolx LSL WHAE F7l2 AR
sloich dnbE o2 qlE k& 1 bit SR AFe =
shift s LSL W&ol AHg3h shift A4k
HA 7 5 sich o Y ghe] dFo
shift gezan AlegtAle hel wh sl So]E
Bl R= Eats Eavd Bt R B o4 eI TR N I
Algorithm 4el|4+= LSL W3R alsf #HA|2~E o
Z| A= 7l9] 5]]1:] °]]O]E1,]. &= r/]AEJ/kﬂ. H:]fy].x]
%= WelelA LSL #Eol & AA o2 ARg3sdet.

(Table 5~8J)2 7 Constant Shift 14k <
g)Ze] $7F e HolFa 9len, v el ¥

3% tavlzav) Qgsiche A dld 4 gl
4.3 Y 29 78

Al ARk 71Ee] 1S ot 2ol

Helaie,

- L( ) : leakage function
- D() : deterministic part
X : sensitive variable

- N ! noise

N( , ) : gaussian distribution

;0 HEe] HoE= T
 variance of noise

: bit leakage weights variance
oy ¢+ ¥ bit weights variance
cxp 0 XY WA v E

cpt HES] AT

HIES} AR AAsHEES Az 2HAA 27
o] A7) B0 Qs wlE 03} 1ol B B

AYrrego] 034 1o ZAHAT AFs] 03 1]
ofd & olvh= FAWel Mde AHEst] 27 o
A<l (practical) 735 7H sk},

A= mdox  A83}= leakage function
(L(X))e deterministic part(D(X))¢} noise

it

part(VN) 2 A=l glor, A2 (1) 2}

L(X)=D(X) + N= EaerNO o) (1)

i=1

(7} 1) deterministic parte 2z} Bv]Eni}
FodE= A9} 52 WAEkE noiseE
oz vepd 4 glor, dubxog AYmdo]
noisew 7H-2 £EXE wE},

Q

z, =0, o, ~ Myl o,) 2)
xl = 17 ai -~ N(u’}’o-u)

(FHd 2) dAzE o] A7A E4o® <)
03 19 w4t A¥ax Z77) th2E28 7} v Bkt
FolEs TheAle AY mde SgAeld, kgt
8 b RS w28 7 AlE oA
e a=0, b=10°|2}a 7P

,u? ~ Ma, 0'@) (3)
M} ~ N(b, U@)

Table 5. (Security of Algorithm 2) HW/HD of
Intermediate values

Reg. | Intermediate value | HW/HD

1 r0 ©00000000 0/0
2 rl <00000000 0/0
3 r6 <00000000 0/0
4 r6 | 00000100 1/1
5 o1 10 1l 000300_973953 1/2
100 zywyz 3, 7,2,00 3/3

6 r0 . xzxzz x x[)xﬂlo 4/ 1
7 r4 -00000000 0/0
8 r4 * @y @3y, 10 4/ 4
9 7 <00000000 0/0
10| 17 |+-000000mz,m, 1/1
11 r0 | -+ 00000000 0/4
12 ] rl =00000000 0/1
13 | g0, 1| TE 000000 ) 1/
‘100 zyzszyw,7,2,00 3/3

14 r0 100 mgrgrs g, | 4/ 1
15 rh <00000000 0/4
16 rh - 15! ;GIG;S.TGZLTZL‘1;3$3 4/ 4
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Table 6. (Security of Algorithm 3) HW/HD of Constant ¢14t dare|el] tigk F2k 3t ol gt
Intermediate values g gole 9 &u tjaElAE BAMIo g Z7b
Reg. | Intermediate value | HW/HD wel 4= gk Fsll AR S Sllel =gt aw)
1 6 | 00000000 0/0 2®laE AR A B9tk 444 %E =
2 6 | -11110000 4/ 4 W~ QlFgE F4dE u LAslE leakage®]
3 16 | * @y,2,2,0000 2/2 Aneko] 21HR| 93 7ol nlE Yl A A
4 r6 | - 0000222, 2/4 AHEEF BAE T3l gt
5 rd | - 00002,z .2, 2/ 2 awbg o el daks 35| el
6 r4d | @a,2,2,0000 2/4 clocko] AnsEd, WHx zys A4ah 6}»}4
7| 14 |- z27m,1010 4/ 2 dabs dskedl of# clocke] AEETh el
8 5 -000077 7,2, 2/9 unprotected caseoll4] leakaget ¥ EEo|A
9 rb * TsT ”L‘4T_10000 2/4 HAEARE, lRe Qlade Agskd edd
0] 15 | oonmnmn | 472 ] leakaseh ofel Lel=eld el ke 320
oA 2318 w2 AEE AT 87} Slvks As
oulgict, wheba] E Aexs WEs JdFHS A4
Iwatzlr?ngdia(tze\(/::ﬂtgs of Algorithm 4 HW/HD of 3 2 7 (unprotected)s 7152 3k,
Wy qlige]  AH4¥ Constant ANDS}
Reg. | Intermediate value | HW/HD Constant Shift 1~4el4] #7) $lo]E7} 491 =7}
% i(l) 88888888 8 ; 8 ZH(protected) & HETORE Al AEH S
3 6 |- 00000000 0/ 0 43319, F42= Pol(Point of Interest) &S
4 | 6 |-01000000 1/1 &3l 54l leakager} WS of2] BT Ao
11 00,0, myeyee, | 3/ 3 THo AR 5 olvka 7 ksl
b |rhr0) 10 2,2,000000 1/1 A B o) dE ofefie} 2 471A] MR (XF) 9] FHES
6 Y5 | -000000z,z, 1/3 HW3tAAZI AASE L, 2 AdS 100 HHE F
7 r5 <00 ;4334 0000 1/2 Ars AR YE) Y HAES 74] A3 ]’3\‘;}
8 r5 - 2,2,000000 1/2 A Bl 1: T8 A (n)
9 L I R 4/3 - A E#o]4 2: variance of noise(o)
10| r4d |-00000000 0/4 - Al EHo]A 3: bit leakage weights
11| r4 + 2,2,000000 1/1 variance(o,)
12| 14 |- 22,101010 4/ 3 - Ao 4: A9 bit weights
variance(oy)
Table 8. (Security of Algorithm 5) HW/HD of
Intermediate values 4.5 A5 FE2 2M(MIA)
Reg. | Intermediate value | HW/HD
1 5 | 00000000 0/4 AlEHelAd Avte] digk s 52 MATLAB
2 5| ¢ zgrym,m T, 4/ 4 R2015a% °|83l A3 ARz #4(16)& 3l
3| 14 |-00000000 0/4 AAs s AneEk BAolgt T o] MR o
4 4 | -10101010 4/ 4 random variable X, Yol di3] X7} Y& AR E

o Ar A3 JeA #Hske HEEA (4)¢)
7o) AXkgl}, B E=Rox] XE dlole] (unprotected
/ protected) &, Y& HAd leakages oJvIshH,
WA QlFT] S 2 % 2] ke AL HAlsl= A
Zke] Auek) wal s Qlzr)e

= = ae=

4.4 AEZ01ME A

41487 4.28dM= B w=welA ARk

rf

leakage®l ¥3kgl =
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H[X,Y]
H [X] ™ H[Y
H[X|Y]  1(X;V) H[Y|X]

Fig. 1. Mutual Information Analysis(MIA)
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Table 9. Performance of Proposals

Algorithm Clock cycle
Constant 54
AND (STEP 1: 84, STEP 2: 10x2, STEP 3: 2)
Constant
Shift 1 18
Constant
Shift, 2 10
Constant
Shift, 3 14
Constant 4
Shift 4
Constant 47
XOR (6] (STEP 1: 8<4, STEP 2: 4x2, STEP 3: 7)
Constant 637
ADD (10] (ConstAND: 6, ConstShift 1: 3,
(Kogge-Stone ConstShift 2: 2, ConstShift 4: 1,
Adder) ConstXOR: 5)

V. MSH|n Y HE
R A Ea A B b =
Constant AND, Shift ¢34+ AEA Algksisle

Al EHo]dS E3] AleksleE Constant A4 <
2 Zol o7k HAdS FrsIsich £ =gollA] Alglt
Constant 4t dx2]E2| d4keF2 (Table 9]¢}
zZrow  olme]Zex MUL <4H2 clock)S <]t
2E A4k 1 clocke® AAksksltl. Constant
ADD® 7%, (10)Jel4 Akl Kogge-Stone
Adderoll Constant AND - Shift - XORE A&
slo] F3E AR APH SR overhead?} ol
WSt Wi 3y 7S A48l ke

(o3
)
ofo

o
)

dlolele] Ao 27} 9 F7hAel ik 5o A
EEHE vk sk & vk A% 249 R
7 248 (o7 tulol2Ad AR vy A7
T2k Q3 =l b gkEsh wpEe A8l
ofele AL 2z Edo] kst o] dlato]
g 4 glen, olelat Ao WA 43 AYE

gl B 24 Q¥ A2 F gl
H =¥o4 Agrsl= Constant A4F 714
(7], (8], (99} 2 ARX 7|4t "jA7] 5 &

g

Jeic) 23
Rt oo
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