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ABSTRACT

As concern about IoT is increasing recently, various IoT services are being launched. Smart home is closely related to our
daily life by combining IoT with user’s residential space. Therefore, if an unauthorized user accesses a device inside a Smart
home, it can cause more serious damage to user as it is related with daily lives. For instance executing the command allowing
unauthenticated access for the internal locking device can be a real harm to user’s property like a home invasion. To prevent
this problem, this paper introduces 3PAKE Techniques, which provides authenticated Key exchange through Home gateway using
Password-based Authenticated Key Exchange(PAKE).
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Fig. 1. Structure of Smart Home and Security Threat
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Total 10E+12H 14E+10H 14E+16H 9E +14H 21H+12X |5E+17H+13X

O: Offer, Secure A: Usually-offer X' Non-offer, Insecure
E: Exponentiation H: Hash function X: XOR
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