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ABSTRACT

Ducky USB is one of rarely-known keyboard-emulating BadUSBs. The attacking strategy using Ducky USB is taking and
executing the scripted keystroke automatically whenever the USB is inserted into PC. Prior works exhibit some problems such

as performance loss and additional device requirement. To solve this problem, this paper devised a countermeasure program to

efficiently block the Duck USB in Windows. The experiment proves its effectiveness.
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Fig. 5. Ducky USB(11)

Table 1. Ducky USB H/W specification(12)

Type Specification
CPU ATMEL AVR32 UC CPU
RAM 32KB

Flash memory 256 KB

Type A USB connector
Onboard replay button
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Table 2. SetWindowsHookEx function for global
hooking(15)

HHOOK WINAPI SetWindowsHookEx(
_In_ int idHook,
// The type of hook procedure to
be installed.
_In_ HOOKPROC Ipfn,
// A pointer to the hook procedure.
_In_ HINSTANCE hMod,
// A handle to the DLL containing the
hook procedure pointed to by the
Ipfn parameter.
_In_ DWORD dwThreadld
// The identifier of the thread with
which the hook procedure is to
be associated.
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Fig. 6. Time interval measurement: (left) human
key input (right) Ducky Script key input

Table 3. LockWorkStation function(18)

BOOL WINAPI LockWorkStation(void):
// The LockWorkStation function is
callable only by processes running
on the interactive desktop.
In addition, the user must be logged
on, and the workstation cannot
already be locked.
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Algorithml string detection

1t position <1, string length <1,
previous string length <1
2: key <", current, string <,
previous string <
3' Repeat 4~32 for every keyboard input event
4. if key==character
5 then position++, string length++
current, string insert(position, string length)

6: else

7 if key==horre && position! =1

8: then position <1

o else if key==end && position! =1

10: position <—string length

11: else if key==back space && position! =1
12: current, string.erase(position, 1)

13: position—

14: else if key==del && position! =string length
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Fig. 9. Windows user authentication preventing
the countermeasure shutdown
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BOOL LogonUser(
In_ LPTSTR lpszUsername,
// A pointer to a null-terminated string
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Table 5. Ducky USB blocking outcome by
devised countermeasure

Ducky Script Payload g;%%%%g?
Hello World success
WiFi password grabber success
Hide CMD Window success
Reverse shell success
Fork bomb success
Powershell wget execute success
Website Lock success
Windows 10 : Download &
Change Wallpaper suceess
Hide_attack_reg success
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Fig. 11. Benchmark performance with and
without countermeasure
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Fig. 12. GeekBench4 Score with and without
countermeasure in Windows OS
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