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A Vulnerability Analysis of Paid Live Streaming Services
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ABSTRACT

Live streaming is a method to provide media service by sending recoded media to a user’s video player. In order to provide
video and audio contents in real-time for a large number of users simultaneously, live streaming compatible protocols such as
RTMP (Real Time Messaging Protocol), HLS (Http Live Streaming), are required. In this paper, we analyzed vulnerability of
paid live streaming services with the captured packets from the applications used by six major OTT (over-the-top) companies in
Korea supporting live streaming services. We found that streaming channels were not encrypted and access control mechanisms
were not properly used. Thus, guest users can freely use paid live streaming services.

Keywords: Live Streaming, HLS, OTT, Premium channel, vulnerability
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2.1 Real Time Messaging Protocol

RTMP (Real Time Messaging Protocol)=
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2.2 HTTP Live Streaming

HLS (HTTP Live Streaming)+ Applecl4]
i0S 3.0% QuickTime X& $J3] /g 22 e
Z IETFE 53 %53} 24S 8l Apple tinle]
28k olz} AndroidE E3F3F thekgk tujolx
TG AA AN = A D3}7] AR 5)

Fig. 13 #e] zg  2EH delgs
MPEG-2 #% 2Ed (Transport Stream)ell
ol 43} 283 AzdE  (Stream
Segmenter)& UAT A7F 7HAvc) glEuke ~
Egd do|HE #3s 4 (ts)& WL, 1

.

rE"

M

Server Distribution

Origin web server
Stream Segmenter N

Index » B
MPEG-2 file &

transport T

stream

Audio/Video inputs Client
9, Oe

Fig. 1. Composition of HLS
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Fig. 3. Premium channel information for company A
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'1.0" encoding=

liobitrate="96" p2p="off" videobitrate="1000" videosi;
d="1"%

CDATA[

rtmp://edge2.everyon.tv/etv2sb/phd743?

country=KR&category=0100&protocol=rtmp
&quality=08&channel=743 &player=android

Fig. 4. Premium channel streaming url for

company A
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"GenreTitle": "XI&D",
"GenreCode": "01",
"list": [
{
"qualityList": [
"quality": [
"5000",
"2000",
"1000",
"500"
]
}
1.
"description": null,
"title": "SHES 23 UHFE=R
"startTime": "14:00",
"id": "Ko1",
Fig. 5. Premium channel information for
company B
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http:// = /lives/KO1/time?quality=5000&marketTypeld=generic
&devwceTypeld android&deviceModelld=SHV-E330K&credential=smg45...(475byte)

Fig. 6. Streaming request url of premium

members for company B
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Fig. 7. Streaming request url of guest users
for company B
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Fig. 8. Web page recived by premium
members of company B
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Fig. 9. Web page recived by guest users of
company B

[#EXTM3U

[#EXT-X-VERSION:3

[#EXT-X-STREAM-INF:PROGRAM-ID=1,BANDWIDTH=5793796

http://* /_definst_/live0.stream/chunklist_w798051110_DVR.m3u8

Fig. 10. Streaming url for company B
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GET /1live/TVNHD.daml/playlist.m3u8?
device_id=AF2A91@3A48549979C53DCA6051361F7CD5D8E7D3&token=bkMOwSaBEVInMa
YunOmz7n@jGQsdwDz851Tut1501%252F 2k IIF1Z8F97j36q
%252FANNBX]f3AP&masterId=M714052156&x-auth-
info=DBIAEBAGE70BCRCSDA3AESE552A928F 703F10D75561A193431980842F7DF93428x -
device-info=5HV-E330K%2F0.6.08x-o0os-info=android%2F4.4.28x-service-
info=mobiletv

%2F3.1.080TP VALUE=88733F870BD39D51E64681F1B66FDA424C885F6751AFE519D9073
F33EA2F9DF4209CBEEAJAELB7EBCAS323006112753266FC715752EDA072C69C486899038
FC78x-link=wifi HTTP/1.1

Host: onair.hanafostv.com:8080

User-Agent: stagefright/1.1 (Linux;Android 4.4.2)

Connection: Keep-Alive

Fig. 11. Midea Server access url for company C
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Table 1. Security check result of six OTT
companies (RTMP: A, HLS: B, C, D, E, F)

Channel list Packet
Encryption Encryption

X X X )

Premium

Preview
Access

HEXTM3U

#EXT-X-VERSION:3
#EXT-X-STREAM-INF : PROGRAM-ID=1, BANDWIDTH=2000000
http://1.226.200.57:8080/1ive/TVN HD/chunklist.m3u8?
digicapsessionid=784120491
#EXT-X-STREAM-INF : PROGRAM-ID=1,BANDWIDTH=1000000
http://1.226.200.57:8888/1ive/TVN_SD/chunklist.m3u8?
digicapsessionid=704120491
#EXT-X-STREAM-INF : PROGRAM-ID=1, BANDWIDTH=5000080
http://1.226.200.57:8080/1ive/TVN_LD/chunklist.m3u8?
digicapsessionid=784120491
H#EXT-X-STREAM-INF : PROGRAM-ID=1, BANDWIDTH=560880
http://1.226.200.57:8080/1ive/TVN_AO/chunklist.m3u8?
digicapsessionid=7841208491

Fig. 12. Streaming url for company C
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