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ABSTRACT

As increasing of smartphone penetration over the world, various mobile payment services have been emerged and fraud
transactions have drastically increased. Although many financial companies have deployed security solutions to detect fraud
transactions in onjoff-line environment, mobile payment services still lack fraud detection solutions and researches. The mobile
payment is mainly comprised of micro-payments and payment environment is different from other payments, so
mobile-specialized fraud detection is needed. In this paper, we propose a FDS (Fraud Detection System) based on data mining
for mobile payment services. The method of this paper is applied to the real data provided by a PG (Payment Gateway)
company in Korea. The proposed FDS consists of two phases; (1) the first phase is focused on classifying transactions at high
speed (2) the second is designed to detect abnormal transactions with high accuracy. We could detect 13 transactions per second
with 93% accuracy rate.
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Table 1. Previous researches on fraud detection
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34.2.1 CART(Classification And Regression Trees)
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3.4.2.2 SMO(Sequential Minimal Optimization)

SMO+= SVM$] #HAs3} A4S &4 oE 27|
23 kel dweE|Zel} SVM-E #El g4l A2
TAE R AR S daelEor, o 1% s
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SVM9 QP(Quadratic Programming)®l %A
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3423 Random forest

Random forest® Decision treed] %4AE 7]
Wog ofz] sl ERE vHEe] 43l of
3 HEAQ AT wE3} o]2 Eal Lo
o} AS5A] dlolgol] gk " 72
0] Decision tree7} 54 3 dlo|g]d
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B oA vlgo] FoHAFE oA FA

gts]o] mlehE(false negative rate) ol x|wt

2 erE(false positive rate)e] EolAle A& &

olgd 4= gluk. aelw 37HA] A3 BF 93% o]Ake

DRSS Hodo) wEhd 7P 2 SRHES Hole
8:2 &5 AAH 23 A¥HS =34

o}
22} A3L 1a AdA] AT v]E-S AFL-3)
FHow AReg SA4sldch. 4F 84¢ A
A @74 A fAkeS 4] 916 AAle

A
9] AA 7|7relA aﬂﬁz‘s}?ﬂ F=3 A
4,0004, oAl 1,0004 &= 500079 "HXE
dlolel 5 ARg-3ksiet. =3t Eﬂ tﬂ°lE1 l W}E} gl
£ Wsrt gl=A] 2
& 10We A3
Table 8.° Al3lsict. & =

E‘ﬂeﬂ} 4% olste] 2 &ER °l*&7i?41% A
ot a@]ar 2wt '] e 371 A
1%9 S$&HE 7he) <o 0
T Bl HFEHoR 93% Vo‘ﬂ A& 3% olst

1t«l VMW %Zl °:H'L—t— of 0/01]*1 90%
Are] Aoteg wolont g AxdS 7]Ee] o
TEI vsEAY o S A Bk v
71E dte X*%‘E"ﬂ”? ixd% =3 AdAskgl ot
B A2EE
32 %}%iﬁk
o 6% 17&7} J_LEM 154_01] 1371 o4el A=
A s Aol 7kl

et dlg AlaEE AA AE]) 2ol 28351
= 3 FiEe] EAg ®atd ZHA 2o
oAy vt H°WE£§ olqr® <lsf ojns}t Az

] §l—3. _,J]. w] o{ z] xﬂ

Table 5. First experiment result

Normal/ Accuracy Fals.e Fa}ge

Abnormal negative positive
8:2 93.28% 3.90% 2.82%
5:5 93.30% 3.58% 3.12%
2:8 93.22% 3.54% 3.24%
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Table 6. Second experiment result

False False
Accuracy . .
negative | positive
roljrtld 92.58% 3.74% 3.69%
Ave o
rotrllnd 93.19% 4.03% 2.78%
1st o o Y
round 92.94% 4.00% 3.90%
Max ond
r01r11nd 93.34% 4.14% 3.00%
1st
round 92.30% 3.42% 3.44%
Min ond
rofllnd 93.00% 3.92% 2.58%
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