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ABSTRACT

In modern society, the number of applications, which needs storage, is increased. Among them, the advance of FinTech
increased the importance of storage encryption. FinTech storage, storing sensitive information, should be kept secure. Unless the
storage is kept, many users will be damaged monetarily. To prevent this problem, we should encrypt the storage. A EncFS,
which is one of the most popular storage encryption application, uses different IVs for each block to provide higher levels of
security in the encryption algorithm. However, there is a vulnerability related to the usage of same IVs. In this paper, we
propose a technique that decrypts the ciphertexts without knowing the secret key by using the vulnerability. Moreover, we show
that the EncFS is not secure under IND-CPA model and propose a new scheme which is secure under IND-CPA model.
Keywords: EncFS, AES, CBC, CFB, Pseudo-Random Number Generator
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Table 1. Notation in proposed scheme

Notation Description
i-th plaintext message,
j—th unit block used in
M. M EncFS(1024bytes),
M, M’ k-th unit block used in AES

(128bits),
A message used in IND-CPA
game, where t={0,1}
C A ciphertext for A
G A ciphertext for A ;
C}M A ciphertext for M,

K An encryption key of EncFS
Guessing probability of Attacker
in IND-CPA game
An advantage value for attacker
where probability p is given

BN Unit block number of EncFS
LBN Last unit block number of EncFS
EncFS unit block number having
SBN same seed value with

the last block

PRNG(Pseudo-Random Number
Generator), where s is seed value
r n-th random number

" generated by P(s)
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3.1 EncFS9 &3} uhg al cho|

EncFS+ Openssl® EVP APIE ¢|43l:=%
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33} 3l FA2 ol Table 29 Zo) A7 &
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Standard)(16)¢} Blowfishs ¢& dae]Eo=
o] g-ghtt. 7HF weol o]43l= Standard EEellA]
AESTS, 283 AMAPL ast A4S A9
% 9)= Expert RXoAE AESS Blowfish
s AdEste] ARS 7lssltt. 7] Aol 128,
192, 256bitsE A3tz 7] A FFERE
PBKDF2E AH83ch 33 £59 =27l=
64~4096bytesE Al¥sl=d dutzoz AlL8sl=
Standard EEZol4+= 1024bytes2 ZAHE &3
Zol & A|Fgich,

EncFS7t stsslsled= dE5s A A5 2
AE EncFS £% 7|2 v o] £2 ¢3ds
S i Hi«] 7H—r7]' =eh aela shte EE
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Table 2. Encryption option of EncFS Table 3. Size of EncFS encryption block
Standard | Paranoia Expert. block #1 block #2 block #3 block #4
. AES / 1024bytes | 1024bytes | 1024bytes | 228bytes
Clpher AES AES Blowfish (CBO) (CBO) (CBC) (CFB)
Key 19%bits | 256bits | 20/ 192
length / 256 bits Bmwﬁglﬂvaze1CBc Dt%-ﬂ%ﬂ o}5.3}
Key - - .
Generation | PBKDF2 | PBKDF2 | PBKDF?2 Aok, 593 4= bit £ byte ©elef £
Function T= -% 93k A glo] .zrl Fo] 128bits® =,
Block 1024 1024 64~4096 16bytes® ots3lEc) = 64709 <t53} wie &
Length bytes bytes bytes 2o] A7} QlHow “r“ﬂxlb HEe ) 2 &
Salt 160bits | 160bits - M
Length uf o] HELS LBNNY 1024bytes ¢ EncFS
E25 7IA 3 4] EncFS 532 64702 AES
715 WS ek vA 52 2EY had) ol 3} the 128bits E2E 74AA =k o] .
st & Eo] Table 33 2o 3300bytes 22 o}g3l 3L ole] Table 4 2 Fig. 39 7
z719] & 1024bytes B5 A7 2 5dE o] o]2o]xlt},
s)gtcla 7PAskE block #1, #2, #39 3709 5&
g B-2o] A= 228bytese] Asx] H3 Table 4. Block encryption of EncFS
29 block #47} A7)}

el sl QAL A4 o e Dput: Mossage Doct Hoss

Output @ Encrypted block C .,
2 a2 5 i
358 block IVE 7Md + SI=% gt} file IV T forG=1.j = ZBV—1511)
= OpenSSL EVP API#] 1.1. blockIV=fileIVd;
RAND pseudo bytes 35 o]&s AAH 1.2. for(kzl'k§64;k++)
64bits Zole] wkeolt}h. EncFSE file IVE 3 L21 G = B (M Hock V)

SRR
SRD
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method
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]
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of My
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Fagk 5 AR
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HMAC(Hashed

Code) (174 AA block IVZE o]&
< Fig. 29} o] 7l
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7 A 2
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g o] 37
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o] el s xS o ulHELh = (1 2
345069 €47t (6 543 2 IEHH’JA‘:}.
FlipBytes?] < =44l UnFlipBytest FlipBytes
o Az v wjds PR 3o oA A
A2 vl et dlole] widS Dl
2ty il dae|ES vhE Table 5, 6, 73 7
I 52 IA-L Fig. 4, 5, 69 2t}

Table 5. Algorithm of ShuffleBytes

Input: Data array D, array_size
Output :
1. for(1=0;i<array_size—1;++1)
1.1. D'li]=Dlil®Dli—1]

Data array D’

Process direction

|[01|[1]|[2]|[3]|[4]|[5]|

| [0] | [11 | [2°]1 | [3°1 | [4°] | [5] |

ShuffleBytes

Fig. 4. Process of ShuffleBytes

Table 6. Algorithm of UnShuffleBytes

Input: Data array D', array_size
Output :
1. for (i=array_size—1; i;——1)
1.1. if(i=1)

1.1.1. Dli]=D'lil®Dli—1]
1.1. else
1.1.1. Dlil=

Data array D

D'il®D [i—1]

Process direction

| [o1 | [11 | [27] | [37] | [4°] | [51 |

"

TN
b 4
i
1/

5D
13/

Wan)
)
r

|[0]|[1]|[2]|[3]|[4]|[5]|

UnShuffleBytes

Fig. 5. Process of UnShuffleBytes

Table 7. Algorithm of FlipBytes

Input: Data array D, array_size

Output : Data array D’
1. for(i=0; i <array_ size/2;++1i)

1.1. reverse D[i]

(o] [ 111 | [21 | [3] | [4] [ [3]

(51 ( (41 131 | [2] [ [1] ] [0]

FlipBytes

Fig. 6. Process of FlipBytes

$eo] dB]EES o83t EncFSeld ~EdH
G5 3E Faste HAL WA LR doled dls

A ShuffleBytese 33t ¥, CFB $+&3& st
Woeegitt. o7]x AREE AlE RS file IV}
vpAlet B2 wWEE XORF #olth o] e
HMACH] 8133t 4L block IVE o|&8 CFB
Asbel] Abggheh, 1 AR A oksstE dlo|e
£ FlipBytes® %A F33  F, oA
ShuffleBytesE 3t dlolefo] s CFB %
33ks gt o] FAoAe] A= g2 o)Al
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Ag AE gl 12 U g ASP gery
block IV#< WA 43 CFB 53} 34+ o}
£ o] Brh A3Aew £ s CFB 53 3
o] A3 go] BncFSe) ~E7 ghash #49 3
% A3} gho] Ae) o] dx
£ Y& Fig, 79 2o},

el

Table 8. Stream encryption of EncFS

Input: Last message block M,j
Output : Encrypted block €7 ;

1. ]Lf/” = Shuffle Bytes (M )
. G =E (HMAX lee[V@LBN))@M

2
3. C/w' = ShuffleBytes(FlzpBytes( H))
4. ¢ ;= B (HMAC((fileIV® LBN)+1))® C'; ;

filelV @ - M
Block Number | (filelV @ Block Number) + 1
*

ShuffleBytes

FlipBytes

FlipBytes

k
N[ =N 122

IV. EncFSQ| FA4A o oMM BN
4.1 EncFS9 oA

ox] AFE AXH EncFSeAE vlx|2 dlo]g]
EE23 Uz dely EE59 haslele while]
tt2r}, o] A GEIE e AHEHE IVE
gHE7] 918 A= 3 A thEAl ARgE o) &
o} ARk, B ohEs) e ~E7] qhEs) 7y
ol 22 A= ghe] ARgElE 97} wrlh o7
Me 2 F bt clAE Bo|wE i} *‘zﬂ AH-
He A= Fte]l 64bitselA|Rt, HeE 93 8bits
A= e Aost o] & 01010100012k 714
ghoh, gl S 3o 8/Mel A9

RIEDSES
o148 FAo] Jssich. o] 4L olelst 2ol

delel 55 M, A4 101, 104, g0 6, A7 gl
M 0] Slth. 7 B8 Sol7k= A= 3k Table
9s} o] oA He}.

o7l O E=3 7
Z3}ol| A ARSE = A= Fle]
gE3tEE Z9 vt mE o Bd 7]
b A7) el S8 F Aol el
block IV7} AAE} o]7]4] ¥ L2 3 ,9] 3
128bits BEQ M. & L& 5 gl 1 e
chest g

WA, ozl FE M & dE3e a9 0
B2olA 3 128bits 453 T M9 =
MES} 0013, M, AEHE O S

=9 22 ~E¥Y <t
o3t} EncFSellA]

offt rulu:

j‘:_(‘

M 2

Cl o0 = Ex (M, o o HMAC(fileIV))
= E, (0 HMAC(filelIV))

= E,(HMAC(file1V)) (4-1)
sk o] A & ol3 My, & FESD O, L
]WM(J = Shu ffleBytes(]l{l177()), (4-2)

C 70 = EB.(HMAC(file IV®T)) DM, . ), (4-3)
01,740’ = ShuffleBytes (FlipBytes ( 01,770)) ,

(4-4)
Ciro = B (HMAC((filelVBT) +1)®C, -

(4-5)
ClooP (G, 70” ZQ7O,v (4-6)
Ci 70 = UnFlipBytes (UnShuffleBytes( 01,770/ )

(4-7)

shgel ARE 2 geh. o714 0w 2Ee) A=

Table 9. Example of Same Seed Value table

Block Encryption

Number Mzge sload. Welize
0 Block 01010100
1 Block 01010101
2 Block 01010110
3 Block 01010111
4 Block 01010000
5 Block 01010001
6 Block 01010010
7 Stream 1st 01010011
7 Stream 2nd 01010100
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Hakeh w4 (4-6)3 e AnE S
otk z8]a  ShuffleBytes®] o <434
UnShuffleBytese dHolE] £2E5 Alo]e] wh
XOR <4te g o] FojAx 31 FilpBytes 94| ®=3]
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F‘1> 2 r

Cyr = Ep( My ; b HMAC(file IVDT))
= B0 HMAC(file IVBT))
= B (HMAC(file IVBT)) . (4-8)
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QS SeehH Thedt e A% Qe & gk

Chr P Cl 7y = Ex(HMAC(file IVBT)) &
E(HMAC(file IV®T)) B M, ;)
=M . (4-9)
M, ;= UnShuffle Bytes (M, ;") . (4-10)
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M, gpn0 =0, (4-11)
Cy apn 0 = E (0D HMAC(file IV® SBN))
= B, (HMAC(fileIV® SBN))
= B {HMAC((fileIVH LBN) +1)),
(4-12)
Cy 1ono = Ex(HMAC((file IV LBN) +1))
®C 1o - (4-13)
Cl,SBMO@ Cl,LB/\:UU = CII,LB/\',[)’ , (4_14)

Cipno =
UnFlipBytes(UnShuf fle Bytes(C 1png")) .
(4-15)

O]Xﬂ A/IQ,LB]\/,U = Oot!’% 0]%—311
E(HMAC(fileIVHLBN))S 2%
(4-15)9141 A& C, pnoF XOR 4k

CIZ,LBN, [)EB CI,LBN,(J
= E, (HMAC(fileIV® LBN))
& E(HMAC(fileIV® LBN))
EB]V[LLBN, O,
=M 1pno (4-16)
M, ;o = UnShuffle Bytes (M, ppv,’ ) (4-17)
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R, = P(fileIV®n), (5-1)
R={Ry, Ry, ... Ry, Ry} - (5-2)

A (-1 e (5-2)dMAR EF A
(LBN) B} sh} we = LBN+17HE ki
LBN+19A &9 7% LBNel| 15 Hd gt
L2 W3R 3o *E*ésh weA] B2 F A
CFB <33} FAellM ARgde} o] deEs
Table 9ell4e] A5 o]gs viehlwd ol
Table 10} #t}.

99} 2ol R, =10110100, R,=01100010, ...,
Ry= 10001110, R, =11101000°] ¥7] wjie] 7]
Zol 2ot 0l £33 T B2 A= g g
Aa Aoz tE v gl AAse] block
IVE oh2 3t& 7FAA €t

ru{o

=

Table 10. Example of Random Value table

Block Encryption Seed Random

Number Mode Value Value
0 Block 01010100 | 10110100
1 Block 01010101 | 01100010
2 Block 01010110 | 11010000
3 Block 01010111 | 00101110
4 Block 01010000 | 01110011
5 Block 01010001 | 10010101
6 Block 01010010 | 00011100
7 Stream 1st 01010011 | 10001110
7 Stream 2nd | 01011100 | 11101000

512 E8 2535}

7182 B5 <t33t AA e CBCRESA AMH
+ block Ve HMAC(fileIV® BN)oltl. welba
A el filelVOBNS R, C{RR, ..,
Rypy} o2 v Eeh webA shast 342 o

Table 11. Proposed block encryption scheme

Input: Message block A7
Output @ Encrypted block C
1. for(j=1;j < LBN—1;j++)
1.1. blockIV= R,

1.2. for(k=1;k < 64;k++)
1.2.1. ¢ E (M ;  @blockIV)

ljk

1.2.2. blockIV=C.,
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Fig. 9. Process of scheme in Table 11
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Table 12 Proposed Stream Encryption Scheme

Input: Last message block A4 ;
Output : Encrypted block C”

1. M’—ShuffleBytes(]V{ )
G, = (HAMC(RLBV))EB]W

O/m = ShuffleBytes(thBytes( w’))
C”i.j = 'EK(HMC(RLBN-# 1 ))®C’i,j

- L

(filelv @ Block Number) + 1

filelV'® S F—
Block Number M

User key FlipBytes

T

Enc

Encryption key

key

Fig. 10. Process of scheme in Table 12
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”
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E(HMAC(Rgyy))  E(HMAC(R, py—,))

®C 1o - (5-5)
CrsenoP Crrave” # Cipno- (5-6)
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NatE block IVE AAs= vkrle 2 zls)dic)
ZA3= o}e Table 13, Fig. 113 2t}
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Table 13. Evaluation of Schemes

256MB 512MB 1GB 2GB 4GB
(sec) (sec) (sec) | (sec) | (sec)
EncFS 0.41 0.81 1.63 3.17 6.16
Proposed 0.42 0.83 1.66 3.27 6.46
! p ]
IS - S
5 ///
A
3 P4
7
1
0 5
256MB  512MB 1GB 2GB 4GB
s= ENCFS =a= Proposed

Fig. 11. Evaluation Graph of schemes
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