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ABSTRACT

One of the issues, which is dealed with in undirectional data transmission technology, is reducing the packet loss in TCP
based data transfer. We can decrease the packet loss by using several well known error correction approaches. Although we
utilize those previous approaches, the packet loss by both link errror and buffer overflow could be occurred. In this paper, we
propose the RED(REliable Data diode). RED also uses the TCP proxy approach for supporting the TCP based data transfer
which is similar with the existing unidirectional data transmission technologies. The RED transmission system could alleviate the
packet loss caused by buffer overflow by exploiting the delaying transmission of TCP packets. Furthermore, in order to reduce
the packett loss caused by link error in the unidirectional transmission link, the RED transmission system transmits one or more
duplicated packets to the RED reception system by considering both the remaining resources and packet importance.
Keywords: Unidirectional Data Transmission System, Data Diode, packet loss, link error, buffer overflow
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Fig. 1. An example of networks applying uni-di-
rectional data transmission system

Table 1. The support function of uni-directional
data transmission system according to the us-
age case
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ding to the remaining buffer size
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Table 3. Duplicated Packet Filtering Algorithm TCP TCP
Sender Destination

Algorithml. Duplicated Packet Filtering
1: Input
2  Pja new packet captured in NIC2

3:  Pjian existing packet captured in NIC2
4: Start

5:  if P; packet length != P, packet length then
6: goto post-processing

7: end if

8: Ps = P; XOR Pq

9: Py = Py
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11: delete Py

12: else goto post-processing

13: end if
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19: End
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