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Improvements of Information Security Level in Electronic Financial
Infrastructure(By Analyzing Information Security Management Level)
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ABSTRACT

In recent years, security incidents - such as personal information leakage, homepage hacking, DDoS and etc. - targeting
finance companies(banks, securities companies, credit card companies, insurance companies and etc.) have increased steadily. In
this paper, we analyze problems of information security management level in the existing electronic financial infrastructure from
perspective of compliance and information security certification system and propose improvements to enable sustainable high
level of information security activities under a comprehensive management system for the financial sector characteristics using
ISMS, SECU-STAR and CNIVAM system.

Keywords: Electronic Financial Infrastructure, Information Security, ISMS(Information Security Management System),
SECU-STAR(SECUriTy Assessment for Readiness), CNIVAM(Critical Network Infrastructure Vulnerability Analysis-Measurement)
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Table 1. FElectronic Financial Supervisory
Regulations Detailed Enforcement Regulations:
(Annex 3>(4)

Sector Measurement Item
- Information Security Policy
- Information Security Organization
and Human Resource
- Internal Control
. - Information Security Education
Managerial ..
Security and Training
- Asset Management
- Business Continuity Management
- Incident Management
- Information System Introduction,
Development and Maintenance
Physical - Computer Equipment Security
Security - Computer Center Security
- Internet Electronic Financial
Security
- Mobile Electronic Financial
Security
- Access Control
. - Computer Data Security
Technical .
Security - Server Securlty'
- Database Security
- Web Service Security
- Terminal Security
- Network Security
- Information Security System
Security
3 Sectors 20 Measurement Items
A7 AL Ak 2497 dge A
A5t ASAE, C3E 3o At gl
O, AR @RS FEApE AR A
Alggstar glck. vbHe| e} FoA R FAZ|MEAIAE
Fe]7|He] Hfolls 24004 B wpe} o] F
LARFZAZIMIAAE F o 497} 715 (MR
23T A] A|2013-372) oA A3t e AF-
A7) & F43h 9l
[BKA# =S Axlag7 WA o Al H7)
G52 A ool TAAFEREFLE A 29

<AE Fa sl
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o ole)9] Table 2.9 7c}h(13].
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Table 2. Electronic Financial Infrastructure The
Vulnerability Measurement ltems of IBK Capital Number
Basis
The Area of (3)
Number . Measurement,
Area of Basis [tems
M (3] 33. Preventing Malware 5 No. 16
Ttems Infection ’
1 Human Resource 3 34. EAmergency Measures 17
20 — No. 8 35. Disaster Recovery Center 4 No. 23
. Organization 3 —
No 5 36. Disaster Recovery Training 1
3. Budget 2 No 8¥ 37. Trdident Resporse Training 2 No. 24
No‘ 9 38. IT Sector Electronic
4. Buildings and Facilities 19 Nol 1 0 Financial Incident 8 No. 73
No' 9 Report
5. Computer Center 17 No' ﬁ 38 Managerial Areas | 307 Items =
6T al 3 No' 12 39. UNIX Server 44
- cermin - 40. Windows Server 46 No. 14
7. Computer Data 22 No. 13 41 Database 10
8. Information Processing 10 No. 14 42. Security Equipment 16 No. 15

System - - 43. Network Equipment 14 )

9. Information Security 7 No. 15 44 Web Service 28 No. 17

System 45. Smart Phone Banking 15 No. 15
10. Open Web Server 22 No. 17 7 Technical Areas 173 Ttems Z
11. Computer Network 1 No. 18 45 Areas 749 Ttems _

12. IP Address 5 No. 18

13. IT Plan 4 No. 19 ~ L , ~
14. IT Business 4 No. 20 FAoRd il AFRAE wWAoR el
15. IT Contract 9 No. 21 245k JeH(13)

16. IT Supervision 5 No. 22 O Q¥ Y& HrE(ZA: AR EHETA,
17 [hpaﬂtyalnfpﬁfm”mm 1 No. 25 A8x)

I\/@IB@HE _ al V4 i=] 0 o 0
18. Job Separation 8 No. 26 BRI (CISFIT = Aehi-E AHMIE(5%¢]
19. Computer Ledger Contrdl 8 No. 27 el AAA
20. Transaction Control 2 No. 28 - AR WS QQENE (5% AA j
21. Program Control 10 No. 29 _ ITﬂ o]e:] 230 04\:1 ] EHg— ;(—] 2 A
92. Batch Job Control 5 No. 30 o T oTE AT ee =
23. Cryptography Program Tgﬂ . <ot ) o 2

and Key Management 4 No. 31 - 1T 2 AR E 3ol o3k A =29

Control o] AAA
24. Internal User Password O %A RE Hylehe (27 MARF§3=544, Al

8 No. 32
Management 8%)
25. IT Outsourcmg. 14 No. 60 - QuAe|Asd wel Avkza o o
26. IT Sector Reality o m o
Measurement 3 No. 58 - AT wE AR 1"‘"3 of -
27. Compliance of Flectronic 10 No. 34 - IT ok (o8} TTASAF 23 A - 2] =

Financial Transaction ' A (olH xd}) Lo o
28. Customer Precaution [ No. 3 O M ¥E FAFE(A: AAFEAEFA, A

Notice 8%)

29. Security Review 3 No. 36 Cmn s oik H]2(7%)e] AAA

30. User Password Miregenert 11 No. 33 ° = T17eto

31. Vulnerability Analysis ) - AzAR Aol H7 Y, FA =e
and Measurement No. 15 Ael2 Fre] AAA

32. Incident Prevention 7
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Table 3. FElectronic Financial Supervisory
Regulations Detailed Enforcement Regulations;
(Annex 4)

Sector Measurement Item
- IT Audit Organization and Staff
1. IT - IT Audit Conducted Content
Audit - IT Audit Ex Post Facto Management
and Etc.
- IT Department Organization and
Staff

- ITrelated Bylaws(Regulations, Guidelines,
Procedures, Manuals, Etc.)

2. 1T - IT Plan and Direction Suggest

Maggenmert | - Emergency Plan

- Management Information Systems,

Etc.

- IT Human Resource and Adequacy

of the Budget

3. - Organization and Staff
System - Bylaws(Regulations, Guidelines,
Devdopnert, Procedures, Etc.)

Introduction | - Status of System Development,
and Introduction and Maintenance
Mairterarce | - Internal Control System, System

Sector Measurement Item

Integration, Etc.

- Organization and Staff
- Bylaws(Regulations, Guidelines,

4. 1T Procedures, Etc.)
Service | - Facilities and Equipment
Delivery | - Operations Control

and - Communications Network
Support - End-User Computing

- Electronic Financial Transaction,
Etc.

- IT Security Procedure

5 1T . .
. - IT Security Risk Measurement
Security : .
- IT Security and Information
and .
. Security Strategy
Information . .
. - IT security control Implementation
Security ; L
- IT Security Monitoring
5
25 Items
Sectors
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Table 4. -“Notice Concerning Information
Security Management System Certification, Etc.:
(Annex 7>

The
Nunber
Domain Control Area of
Control
[tems
1. Establishment of Information 9
Security Policy and  Scope
2. Executives Responsibility 9
and Organization
h/[(a}r;afznt 3. Risk Management 3
4. Inplementation of Information 9
Security Measures
5. ex post facto management 3
Subtotal 12
1. Information Security Policy 6
2. Infornation Security Qrganization 4
3. Visitor Security 3
4. Classification of Information
3
Asset
5. Informmation Security Training 4
Protection 6. Human Security 5
Measures 7. Physical Security 9
8. System Developrrent Security 10
9. Cryptography Control 2
10. Access Control 14
11. Operation Security 22
12. Incident Management 7
13. IT Disaster Recovery 3
Subtotal 92
2 . 18 Control Areas 104
Domains
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YE FL ARALE DS 96 S el 29
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Table 5.  FfCritical Network Infrastructure
Vulnerability Analysis and Measurement Criteria:
Vulnerability
Area Category Checklist
Mandatory | Optional
Information
Security 4 4
M ol Policy .
Information
Security 1 3
Organization
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Vulnerability & IFeRA ARHS AEFA 3t A 9
Area Category Checklist 7149 2pEA Auu s A=k 743lE st 9ok
Human Security - s alolol xEol| TEl W=
Visitor Security 2 3 Juusilee] A% w3k WaE, A2
Asset (Hrds Fr= Fr A9 5)
3 2 N
Classification O & 7|7t
Media 5 5 -1d
Management _ 0 HblE U
ucation an 1 4 - AEHEIF FHE Hrb F14)S ol
Training A
Access Control 7 14 Table 6.& 3=3ct
Operation 13 20 o J7} =F
Management - 15F(AAA), 25F(AA), 35(A), 457
Business (BB), 5%+(B)(14]
Continuity 1 3
Management . . .
- Table 6. Information  Security = Readiness
Incident o
3 10 Measurement Criteria
Response
Audit 0 5 Area | Category | Measurement Item | Score
Access Control 2 1 1.1 CISO Appointment 5
Surveillance 4 4 1 1.2 Information Security
and Control M . Communication and 5
Physical | Power 1 3 01man?1m Information
Protection Securlt.y Provision
Environmental 0 1 Leadership 1.3 Information Security 4
Control Operating Policy
UNIX 43 30 2.1 Information Security
Wmd(?ws 45 37 Based Implementation 4
Secgrlty 16 10 ot Plan
Equipment 9 2.2 Information Security
Technical Net\.)vork 14 24 Inf mrEion Human Resources 4
Equlpinent s 5 Securit and Organization
PC)(éntro Systems n c Re Y 1723 Informmtion Security
source Budecti
Database 11 13 Minegenert t}ng and 4
Web 28 0 Ieation :
233 290 2.4 Information Security
3 Areas | 24 Categories 453 Implementation 4
Inspection
FRAREAIA Be]7| e 4 Hopd (L 3. 3.1 Information Seawity | -
%, o=, oA 5) 546 weh deld-eid ] Meregoral [ 1aing Peuformarce
sl Hobd siolElEO. o] _ Slobd B Protection 3.2 Asset Management 4
A FHopd WrkES o Helksle] FHepd 4 e 3.3 Human Security | 4
HE sl 9w 7R W (ST Ab)E ACVItY 173 4 Visitor Security | 5
A AR (eF F3h e wF F43ha sk Adivity 4.1 Brironment Security
A of Information and 4
4. Commumication
NHHS = m )
2.5 ZEEs FHI= 3 Physical Facility
s Protection | 4 o Aess Cortrol of
g Azt Bet Y 24 g HES Activity | 4
5 7149 Mot g7 H3E A ARES FH| £ o
Communication




AR H 53

3=

4] (2016. 12)

1611

Area | Category | Measurement Item | Score
Fadility
4.3 Office Security
5.1 Wnerahility Inspection 5
5.2 Information Security
Incident Detection 5
and Response
5.3 System Development 4
Security
5 5.4 Network Security 4
T'echnical 5.5 Informati.on System
. and Application 5
Protection L
. Authentication
Activity
5.6 Data Loss prevention 4
5.7 System and Service 5
Operation Security
5.8 Backup and IT Disaster 4
Recovery
5.9 PC and Mobile Device 4
Security
6.1 Personal Information p
Collected at least
6.2 Personal Information P
Treatment Policy
. 6. 6.3 User Right Protection P
(Qtiordl | Personal 64 L Protecti
Tdcta | T ion .4 Manageri of .10n p
. of Rarsonal Informmation
Security
6.5 Technical Protection p
of Persoral Informetion
6.6 Personal Information p
Destruction
3 6
Areas o 29 Items 100
[I. MXFS7IUAM HEES 22leFEe| ENE
B Ao E FEEAL v 18] ol F71Ae
2 s Sl WA e
N AR e e Bk g w4
f,auw 3P Belshe AAEE7I

T8 ITX]'/&CQ ARBA 28 (A, B, Y ES

C, dlelelde]~ 5) 2 dheke] A wapt
2MF AFNE ALst=ws uueu gy
AsA 2E37] 918 ARSI

r_n_.

P
T

3.1 MX=S7|HAIE HUH 24-Fol9| AN

3.1.1 ISMS SHg

St MASE7|UAIE FAH ot
St2 H|@W - BN

—|Ta o

ISMS] EAEE} A
7heFE-g w545 A3, o] Table 7.4 2
= nks} gko] ISMS %Z%]fi}i 1047 % ﬂx}w 1

74 Fekd 3

WA AR RSl RS BAYRE
N(64%)=2A 53] A %01:011*1 -5 jf?}%
galslsiet,

Table 7. Mapping of ISMS Control Item and

Electronic Financial Infrastructure Vulnerability

Measurement Item

ISMS Control Item EFIVMI*

11 Establishment of Information ~

’ Security Policy

1.2 Establishment of Scope -

2.1 Executives Participation -
Configaration  of  Information

2.2 Secuity  Organization and -
Resources Assignment

31 Risk Management ~

' Methods and Planning

39 Risk Identification and 9 29 31
Measurement

Selection of Informration Security
3.3 Measures and  Establishment  of -

Action Han
Effective implementation
4.1 of Information Security -
Measures
4.2 Internal Shares and Training -
51 Reviewing Compliance
' with Legal Requirements
59 Management of ISMS Operation

Status

5.3 Internal Audit -

1.1.1 | Policy Approval -

1.1.2 | Policy Publication -

121 Linkages with the Parent ~
Policy

1.9.9 Establishing policy ~
enforcement documents

1.3.1 Policy Review -

1.3.2 | Policy Documents Management -

2.1.1 CISO Appointment 1
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ISMS Control Item EFIVMI* ISMS Control Item EFIVMI*
919 Cofigmation  of  Workinglevel 9 3 Development and Operation
T Organization ' 8.2.3 | Transfer to Operation Environment 21

2.1.3 | Information Security Committee 2 8.2.4 | Test Data Security 21

2.2.1 | Role and Responsibility 1,2 16, 26 23? g(;;lrce Cc(l)del Secuilgc T :
External Parties Contractually — Soe CoreopTE Y

3.1.1 . . 25 Establishment of
Security Requirements 9.1.1 . 23, 27

Cryptography Policy
3.2.1 Management of External 25 Encryption Key Generation
“" | Party Security Transition 9.2.1 P Y 23
Securit of External and Use

3.2.2 Y 25 Establishrrent, of Access Control

Party Contract End 10.1.1 . -
- Policy
Information Asset — —

4.1.1 e L. - 10.2.1 | Uber Registration and Aithorization 7,8, 9
Identification - Admin
Responsibility 10.2.2 Managemento rplnlstrator 7.8 9

4.1.2 | Assignment about Each - and Special Authority

i . 10.2.3 | Access Authority Review . 8,9
Information Asset —

4.2.1 | Security Level and Treatment _ 10.3.1 | User Authorization , 8.9

5.1.1 | Training Plan 1. 13 10.3.2 User.lc.ientlflcatlon . 8.9

5.1.2 | Subject for Training 1, 13 10.3.3 f/[dmlmstrator Password 24. 30

5.1.3 | Training Content and Method | 1, 13 anagement

— 10.3.4 | User Password Management | 24, 28, 30

591 Training  Enforcement  and 113

L. M erent . 10.4.1 | Network Access 9 11, 12 43
611 Mejor Staff  Appointmrent and s 10.4.2 | Server Access 8, 39, 40
T Supervisory 10.4.3 | Application Access -

6.1.2 | Job Separation 18 10.4.4 | Database Access 8. 41

6.1.3 | Confidentiality Pledge - 10.4.5 | Mobile Device Access -

6.2.1 Retirement, and Job  Change - 10.4.6 | Internet Connection 9, 10
Menagerrent . Establishment of Operating
Reward and  Punishment 11.1.1 21, 22

6.2.2 . - Procedures
Regulat'lons - 11.1.2 | Change Management 8 19 21, 2

7.1.1 Protection Areas Appointment 4,5 11.2.1 | Information System Acquisition _

7.1.2 | Protection Equipment 4,5 11.2.2 | Security System Operation 9, 42

713 Working Inside Protection 45 1123 Performance and Capacity 17
Area Management

7.1.4 | Access Control 4, 5 11.2.4 | Fault Management 34

7.1.5 | Mobile Devices In & Out 4,5 H;g gemote Opefiti%ns Menagenent 9

- 2. t work Security -

7.2.1 | Cable Securit 4,5 mar

able security 11.2.7 | Wireless Network Security 5, 11

7.2.2 | SetemDeploynent and Muegemert | 4, 5 11.2.8 | Open Server Security 10, 44, 45

731 Sea.l“ty Of Private 6 11.2.9 | Backup Management 7.8
BUSlHFPSS Environment 11.2.10 | Vulnerability Inspection 31

73.9 Security  of  Common 6 11.3.1 | Electronic Transaction Security -

o Business Environment 11.3.9 Establishment of Information ~

811 Definition of  Security 14 15 95 """ | Transfer Policy and Agreement

o Requirements o Information System Storage
- — 11.4.1 . 7
819 Function of Authentication 93 Media Management
o and Encryption 11.4.2 | Portable Storage Media Managerrent 7

8.1.3 | Function of Security Log 20, 21 11.5.1 | Malware Control 33

8.1.4 | Function of Access Privilege 21 11.5.2 | Patch Management 8,9

8.2.1 | Implementation and Test 21 11.6.1 | Time Synchronization 8

8.2.2 | Environment Separation of 21 11.6.2 | Logging and Preservation 7,8, 19
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ISMS Control Item EFIVMI*
11.6.3 | Monitoring of Access and Use 32
11.6.4 | Intrusion Attempt Monitoring 32
Establishment of Incident
12.1.1 -
Response Procedures
Establishment of Incident
12.1.2 -
Response System
12.2.1 | Incident Training 36, 37
12.2.2 | Incident Report 38
12.2.3 | Incident Handling and Recovery -
12.3.1 | Incident Analysis and Sharing -
12.3.2 | Recurrence Prevention -
1311 Establishment of IT Disaster a5
Recovery System
1321 Establishing Recovery h@asmes a4
based on Impact Analysis
13.2.2 | Test and Maintenance 36, 37
104 Items 67 Items

(EFIVMI*=Electronic Financial Infrastructure
Vulnerability Measurement Item of Table 2.)
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CNITVMI* VM
Category Mandatory | Optional BET
PC 14 6 0
Database 11 13 10
Web 28 0 28
7 171 120
Categories 291 diis

(CNITVMI*=Critical ~Network Infrastructure
Technical Vulnerability Measurement
Ttem)

(EFITVMI*=Electronic Financial Infrastructure
Technical Vulnerability Measurement
Ttem)
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Table 9. Example of Financial Sector Optional
Indicator and Measurement ltem

Category Measurement 5

b Item

F1 Computer Center
Access Control

2 Termiral Security

F.3 Computer
Data Security P
Management

F.4 Information
Processing
Sy stem P
Connection
Control

F.5 Hacking,
Etc. Prevention P
F. Measures

Optional Financial | F.6 Malicious Code p

Indicator Sector . Control Measures
Protection F.7 Open Web
Activity S erver
Security
Management

F.8 Internal
User Password P
Management

F.9 Customer
Password P
Management

F.10 Customer
Precaution

F.11 Electronic
Financial P
Incident Report
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A3 + PC-E3 (Table 2. ¥

O Hrie=

- &3 7| EGE1TIH) + 2etEENF(157)

- JhAddReE o A3 (1867H) + AEIEHE(1207H)
(Table 2. ¥ Table 5. &%)

O 7} 7= (F4 ok B4 a#)

- A NIAR(ZRAEAR, BEHS vl
2AR 5)E At d=wl gAns A
AL37r 953 (HTTPS) ®ebt= 2 SSL
A A H7E SRkl el AR fE S
oﬂ}ﬂol-

- A DA RS oA HHEA 7)E; A6
ZNIA RS 53}

- A$FE 4EIHHTTPS) Hebde 2 SSL
A oA HrEEEe] oAl= eolee] Table
10.3} #c}.

- A%t 4EIHHTTPS) Hoe 9 SSL E4l
5 A"ETF 0 7k SSLoAW H2AE

(https://www.ssllabs.comyssltest/) (17)

Table 10. Measurement Items about Transmi-
ssion  Section  Encryption(HTTPS)  Security
Strength and SSL Communication Safety(17)

Measurement Item
Subject
Common names
Alternative names
Valid from
Valid until
Key
Weak key (Debian)
Issuer
Signature algorithm
Extended Validation
Certificate

Division | Categories

Server

Key and

Certificate

Authent
-ication

Transparency
Revocation information
Revocation status
Trusted

Certificates provided
Chain issues

Subject

Valid until

Key

Additional
Certificates
(if supplied)




1616 AAFE7 A AR RS $E703 uel (HREs FE5FE #4s 5)
Division | Categories Measurement Item Division | Categories Measurement Item
Issuer Apple ATS 9 / iOS 9
Signature algorithm Yahoo Slurp Jan 2015
Cortificati 1 YandexBot Jan 2015
2 DROWN (experimental)
on Paths 3 Secure Renegotiation
TLS 1.2 Secure Client-Initiated
TLS 1.1 Renegotiation
Protocols | TLS 1.0 Insecure Client-Initiated
SSL 3 Renegotiation
: SSL 2 BEAST attack
Cipher | _ POODLE (SSLv3)
Suites . POODLE (TLS)
Android 2.3.7 Downgrade attack prevention
ingro%g j(lﬂll SSL/TLS compression
ndroid 4.1. RC4
Andro?d 4.2.2 Heartbeat (extension)
Android 4.3 Heartbleed (vulnerability)
Android 4.4.2 OpenSSL  CCS  vuln.
‘én@;mi 5~02'815 (CVE-2014-0224)
Biarllg;rei?ew Jan 2015 Protocol iirpwl\?rd Secrecy
Chrome 48 / OS X Details NPN
Hrefox 31.3.0 ESR / Win7 Session resumption (caching)
gﬁggi ﬁ ; 82 § Session resumption (tickets)
OCSP stapling
%06’%1/9};?; Feb 2015 Strict Transport Security
IE 7 / Vista (HSTS) p
) TR 8/ XP HSTS Prel(.)ad.lng
Config 810 Wi 7 Public Key Pinning (HPKP)
uration B 1L/ WinH71 Public Key Pinning Report-Only
B 11/ Win 8.1 Long hands}.lake'intolerance
Handshake TE 10 / Win Phone 8.0 TLS exten'smn. intolerance
Simulation | [E 11 / Win Phone 8.1 ITLS Verilosr{\ﬁm?leiame
ncorrec alerts
E} li 1/ \/M?Nimfo&l Update Uses common DH primes
Edge 13/ Win 10 DH public server param
Edge 13 / Win Phone 10 (Ys) reuse —
Java 6ud5 SSLL 2 handshake compatihility
Java Tu2b Test date
Java 8u3l Test duration
OpenSSL 0.9.8y Miscellaneous | HTTP status code
OpenSSL 1.0.11 HTTP server signature
OpenSSL 1.0.2e Server hostname
Safari 5.1.9 / OS X 10.6.8 . 109 Items
Safari 6 / i0S 6.0.1 Divisions | Categories
Safari 6.0.4 / OS X 10.8.4
Safari 7 /108 7.1 v.d =2
Safari 7/ OS X 10.9 : =
Safari 8 / i0S 8.4
Safari 8 / OS X 10.10 d3) AAFE7 ALY AR RS Fe]eEe]
Safari 9 / i0S 9 AL ZA 272 8okt & gt A WHAR &
Safari 9/ OS X 10.11 F3rhs ARSI Hkd 2M-E7FE
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7] Wiell S5-3Ik a8 ok 54 2 e
AA 5 4 JERE 238 g o sty
A3 Ax3 Ho] Qe ARRIAAA(ISMS) &

Science, ICT and Future Planning Notice
No. 2016-59),” Jun. 2016
Ministry of Science, ICT and Future

% AEES FHE ) 55 AT TYdte 2 Planning, “ TACT ON THE PROTECTION
5o ARRS 55 HAPAAEH 0 Z BA s OF INFORMATION AND
o} g}, COMMUNICATTIONS
INFRASTRUCTURE; ,” Jun. 2015
References (9) Ministry of Science, ICT and Future
Planning, * TENFORCEMENT DECREE
(1) Financial Services Commission, OF THE ACT ON THE PROTECTION OF
“ TELECTRONIC FINANCIAL INFORMATION AND
TRANSACTIONS ACTy " Jan. 2016 COMMUNICATTIONS
(2) Financial Services Commission, INFRASTRUCTURE, " Dec. 2015
“ FTELECTRONIC FINANCIAL (10) Ministry of Science, ICT and Future
TRANSACTIONS ACT DECREE, ,” Dec. Planning, “ ICritical Network
2015 Infrastructure Vulnerability Analysis
(3] Financial Services Commission, and Measurement Criteriay; (Ministry of
* TELECTRONIC FINANCIAL Science, ICT and Future Planning Notice
SUPERVISORY REGULATIONS; No. 2013-37)," Aug. 2013
(Financial Services Commission Notice (11) Ministry of Science, ICT and Future
No. 2015-18).” Jun. 2015 Planning, * TACT ON PROMOTION OF

(4) Financial Supervisory Service, INFORMATION SECURITY INDUSTR

“ TELECTRONIC FINANCIAL Y, " Jun. 2015

SUPERVISORY REGULATIONS (12) Korea Internet & Security Agency, 'TSMS

DETAILED ENFORCEMENT Certification System Guide.” pp. 5-9,

REGULATIONS; " May. 2016 Mar. 2016

(5) Korea Communications Commission, (13) IBK Capital, "Request for Proposal of

“TACT ON PROMOTION OF Electronic  Financial Infrastructure

INFORMATION AND Vulnerability Inspection,” pp. 11-23,

COMMUNICATIONS NETWORK May. 2014

UTILIZATION AND INFORMATION (14) Korea Security Evaluation Laboratory
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