15
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.27, NO.1, Feb, 2017 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2017.27.1.15

Z2sj9 il s AEe 58
29 240 A5

AME" A’y M4 5 A

—_ O -

'mcfstm, *SNTWORKS
Power Trace Selection Method in Template Profiling Phase for
Improvements of Template Attack*

Sunghyun Jin,” Taewon Kim,2 HeeSeok Kim,” Seokhie Hong1
'Korea University, >SNTWORKS

e o

WES FAS T4 A IS BAD U AE S AT ATl 2T 5 odE AT A 24 wpgelth
9E3 FAL HAE S ol gate] N nel BT WEAS FAE Zess st A A AwlelA &
A% A2 e S vaste] MWARE B oY WA PYRL SEI TA A FPATE P
F Shhe FRSAlR Rl e 9B F4e FPATIE Aolth aet Zesdy w6 4 Fgel e
WESS AT 0 A8 A e 27h ARACH GE Agbe] FARANALE, B EFE 2Ry @
AolA GEQE AR 918 AFgels ) 2oh AR o o= Yoz AFHE Y B g A
22 AAG AAD PR W ol 2 AFHE 1Y e Aslele] WEelE FAT A9o] BEY 4]
Qahes) apslel YEY TA) o] ALl wab B mFolAE AP Fal BE A9 Aol PR
nejoa AN Wy Ee] BPEL U

ABSTRACT

Template attack is a powerful side-channel analysis technique which can be performed by an attacker who has a test device
that is identical to target device. Template attack is consisted of building template in profiling phase and matching the target
device using template that were calculated in profiling phase. One methods to improve the success rate of template attack is to
better estimate template which is consisted sample mean and sample covariance matrix of gaussian distribution in template
profiling. However restriction of power trace in profiling phase led to poor template estimation. In this paper, we propose new
method to select noisy power trace in profiling phase. By eliminating noisy power trace in profiling phase, we can construct
more advanced mean and covariance matrix which relates to better performance in template attack. We proved that the proposed
method is valid through experiments.
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Trace selection

Algorithm 1 for a template profiling

Input : traces t;;%...,¢, , rate «

n

Output : selected traces &« tyx ...; tx

T

Table 1. Number of Points of Interest for each
target byte in template attack

1. If a=0, return t,%y...,¢,

n

2. For each t;, calculate template 7 based
on {tys by .o t, N\{t;}

3. Calculate ordered pair set
{G.p) | pi =p(|T;) fori=1,2,..,n}

4. Sort {(ti,pi)} based on second coordinate
in decreasing order and get {(ti*,pi*)}

5. Select tys,tyx ..., L« Where
™=n(100— ) /100

D 7t 38 1, S {t, gty o AR A
HHE Attt {12 BEE
T, =(m, ;cov, ;)= AT}

2) AN WEs AR shalel] g AHeAe

A Y Dy, *P(Iv,i|mu.ivcovu.z‘)'€ A
A, -

3) ¥ seAt FEEEEEe 41449
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Byte #POls Byte #POls
1 30 9 67
2 53 10 104
3 71 11 131
4 80 12 91
5 102 13 80
6 82 14 87
7 85 15 74
8 108 16 141
4.1 Nga

FAd &4 2= KLA-SCARF MSP430(16)
Foto] Age AAskrh AT BHL ol
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A4 MSP430F2618 (16H]E)

2} Fa 8§ MHz

12232 Lecroy WaveRunner 204Xi-A
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2]%: AES-128 Encryption 1 round
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Fig. 1. A power consumption trace of AES 1
round encryption.
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Table 2. For each byte, average difference of success rate of our method and original template attack for

each byte of intermediate value

Byte 1% 3% 5% 10% 15% 20% 25% 30% 40% 50%
1 0.147 0.203 0.246 0.305 0.371 0.350 0.285 0.234 | -0.028 | -0.311
2 0.746 1.586 2.308 3.566 4.659 5.502 6.107 6.697 7.214 7.118
3 0.465 1.216 1.867 3.128 4.000 4.685 5.145 5.348 4.902 4.267
4 0.366 0.764 1.158 1.891 2.351 2.556 2.668 2.625 2.526 2.274
5 0.348 0.668 0.823 0.762 0.361 | -0.314 | -1.055 | -1.869 | -3.309 | -4.475
6 0.453 1.187 1.948 3.544 4.390 4.922 5.108 5.228 5.076 4.565
7 0.761 1.817 2.518 4.042 5.102 5.849 6.399 6.939 7.589 7.375
8 0.914 2.096 3.185 4.637 5.076 5.218 4.992 4.595 3.617 2.394
9 0.839 2.060 2.821 3.548 3.640 3.415 3.043 2.634 1.751 0.761
10 0.385 1.136 1.804 3.125 4.002 4.629 4.968 5.153 5.065 4.233
11 0.355 1.184 1.745 2.528 2.857 2.782 2.374 1.796 0.412 | -1.222
12 0.543 1.492 2.165 3.378 4.017 4.312 4.403 4.373 3.748 2.922
13 0.580 1.591 2.305 3.137 3.470 3.465 3.517 3.389 2.776 1.909
14 0.457 1.169 1.942 3.287 4.281 4.955 5.407 5.765 6.266 6.425
15 0.570 1.539 2.157 3.488 4.534 5.267 6.068 6.743 8.049 9.124
16 0.382 0.829 1.209 1.965 2.291 2.081 1.726 1.076 | -0.592 | -2.405
avg. 0.520 1.284 1.888 2.896 3.463 3.730 3.822 3.795 3.441 2.810
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