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Program Slicing for Binary code Deobfuscation*
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ABSTRACT

Hackers have obfuscated their malware to avoid being analyzed. Recently, obfuscation tools translate original codes into
bytecodes to use virtualized-obfuscation, so that bytecodes are executed by virtual machines. In such cases, malware analysts fail
to know about the malware before execution of the codes. We found that program slicing is one of promising program analysis
techniques to solve this problem. The main concepts of program slice include slicing criteria given by analysts and sliced
statements according to the slicing criteria. This paper proposes a deobfuscation method based on program slicing technique.
Keywords: Obfuscation, Deobfuscation, Program Slicing, Dynamic binary analysis
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Table 1. Before slicing example code(8)

S1 X = input

s2 if (x < 0):

S3 y = f1(x)

S4 z = g2(x)
else:

S5 if (x =0):

S6 y = f2(x)

S7 z = g2(x)

else

S8 y = f3(x)

S9 z = g3(x)

S10 print(y)

S11 print(z)

Table 2. Sliced result of Table 1(8)

S1  x = input
S2 if (x < 9):

S3 y = f1(x)
else:

S5 if (x=0):

S6 y = f2(x)

S8 y = f3(x)

S10  print(y)
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Table 3. Example of binary trace result

1. 0x4000 MOV EAX, [EBP+10h]
2. 0x4004 ADD EAX, EDX

3. 0x4008 IMP 0x4000

4. 0x4000 MOV EAX, [EBP+10h]

Table 4. Example of system call log

Name Read
Trace Count 89512
PC 0x08045782
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Table 5. Trace Size of Each Program

Original Obfuscation 1 | Obfuscation 2
Program
Trace Size 244210 409895 523188

Rate of
increment

67.85% 114.24%

Table 6. Result of Program Slice

Obfuscation 1 Obfuscation 2

Size of sliced

76094(409895) 105295(523188)

trace
Rate of
decrement

81.43% 79.88%
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