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ABSTRACT

Cyber attacks can be classified by type of cyber war, terrorism and crime etc., depending on the purpose and intent. Those
are mobilized the various means and tactics which are like hacking, DDoS, propaganda. The damage caused by cyber attacks
can be calculated by a variety of categories. We may identify cyber attackers to pursue trace-back based facts including digital
forensics etc. However, recent cyber attacks are trying to induce confusion and deception through the manipulation of digital
information or even conceal the attack. Therefore, we need to do the harm-based analysis. In this paper, we analyze the damage
caused during cyber attacks from economic and political point of view and by inferring the attack intent could classify types of
cyber attacks.

Keywords: Cyber Attack, Intent Analysis, Damage Analysis, Cyber Attack Type
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Table 1. Cyber attacks in 2014 (portion)
Date Dan‘lage Damage history
enterprise
SK
'14.11.29 | Broadband Do by the
LG U+ evice hacking
"14. 7.24 KT IDC DDoS
Leakage of
14.10.12 | E-MART Inc. | . Personal -
information
3,110,000
Leakage of
. Neungyule personal
14. 7.14 Education information -
1,040,000




AR RT3 =A] (2017, 2) 109

Table 2. Change of stock prices and social

media on the occasion of cyber attack

Company Date Stock positiven|negative
ess ness
"14.11.26 (283,500 56 14
"14.11.27 1280,500 39 11
"14.11.28 |280,500 24 10
"14.11.29
TeiIc{om (Damage) _ 2 22
'14.11.30 - 11 37
'14.12.1 (285,000 36 21
'14.12.2 (278,000 28 19
'14.12.3 |277,500 24 27
"14.11.26 | 11,300 136 59
'14.11.27 | 11,200 123 69
"14.11.28 | 10,850 149 37
'14.11.29
LG U+ | (Damage) ) 83 21
'14.11.30 - 69 47
'14.12.1 |11,150 133 74
'14.12.2 10,950 104 57
'14.12.3 10,950 102 68
'14.7.21 29,750 496 137
'14.7.22 129,900 463 146
'14.7.23 129,950 460 125
- <S§$Z‘é> 29.800| 513 177
'14.7.25 130,000 690 132
'14.7.26 - 530 102
'14.7.27 - 555 76
'14.7.28 30,750 570 133
'14.10.6 [215,000/ 1,061 184
'14.10.7 [212,500] 937 120
'14.10.8 [211,000] 877 179
'14.10.9 - 759 112
E-MART ,14.10.10 210,500] 941 123
Inc. iligi; - 767 138
(Da‘ma.ge) - 663 135
"14.10.13 |206,500| 1,085 173
"14.10.14 |201,000, 991 126
"14.10.15 |203,500, 1,014 135
'14.7.9 3,320 9 0
'14.7.10 3,365 2 1
"14.7.11 3,380 6 1
'14.7.12 - 0 0
INeungyule) ,14'7'13 — 0 1
Education (])14-7-14 3375 | 10 2
amage)
"14.7.15 3,370 9 10
'14.7.16 3,350 4 4
"14.7.17 3,350 2 2
'14.7.18 3,395 3 3
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Table 3. SONY and US stock prices Table 4. Social media of the opposed group to
Nonthl nuclear power plant
on y
(Total) SNE Dow NASDAQ Monthly positi negati | neutra Total
"14.10.23 28.30 17,646 5,031 (Total) | veness | veness | lity
141124 '14.12 85 639 71 795
(Damage) | 2163 17.817 4,754 151 1 32 5 38
"14.11.25 21.93 17,814 4,758 '15.2 2 23 1 26
'15.3 28 106 21 155
141212 | 20.33 17.280 4,653 12‘; - } - 1
'14.12.15 19.72 17,180 4,605 5.6 - 6 1 7
'14.12.16 19.72 17,068 4,547 "15.7 142 271 18 431
'14.12.17 20.39 17,356 4,644 '15.8 21 215 24 260
"15.9 - 3 - 3
w244 Ao AAA b BAS0H] Total 279 1,297 141 1,717
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AR 255 AR A AEE T Nuclear Power Co., Ltd.
LA el Monthly | positi | negati | neutra
A7Hg FAek 1009 =2# 2 @3h of 1028 (Total) veness | veness lity Total
Tt FHS Sl sgEleh zed ANk '14.12 877 2,869 525 4,271
2o Bys}h ymidel oxepd Fule] FlE A '15.1 402 552 87 1,041
SER pAvlelold $EY Alolu, VA B
71 g B 2AE SrPAE Al & 154 357 466 7 895
Zlo]t}, '15.5 225 255 44 524
ZAEZ gelaly] 9 D9 Alde Axe 15.6 498 480 117 1,095
Table 4.% A 25 0] 2dvit]olels 2HEat }g; ‘3132 332 gg §§Z
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FEHon, 2 F 129742 FAA ] HEdS o Total 4,064 | 6,763 | 1.203 | 12,030
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Table 6. Domestic stock prices

Monthly

(Total) KOSPI KOSDAQ
'14.12 1,941 539
"15.1 1,920 577
"15.2 1,961 605
'15.3 2,012 634
"15.4 2,107 685
'15.5 2,114 697
"15.6 2,063 722
"15.7 2,058 753
'15.8 1,952 698
"15.9 1,939 672

Average 2,006.70 658.20
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