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ABSTRACT

With the advent of various services and devices in the change of IT environment, increasing the complexity of the data, and
increasing scale of IT, Many organizations are experiencing the difficulty of analyzing and processing with a large amounts of
data for security situations awareness. Therefore, propose the enhancement of security situational awareness through visualization
in order to solve the problems of slow response and security situational awareness in organizational risk management. In this
paper, we selected the evaluation factors and alternatives for effective visualization by considering user type, situational
awareness step, and information visualization attributes through various studies on visualization. And established AHP layer
model. Based on this, by using the AHP method for solving the problem of multi-criteria decision making, by calculating the
factors for effectively visualizing and the importance of alternative by factor, try to propose a visualization method that can
improve the effectiveness of the security situational awareness according to the purpose of visualization and the type of user.
Keywords: Security Visualization, Situational Awareness, AHP, MCDM, Network Security
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Table 2. Comparison of effective information visualization principles(17)

Principle Edwa[rldG]Tufte Byungée]un Oh Miche[ale\]Nﬂson frequency | Selection
Clarity \Y \Y A% 3 (0]
Intuitiveness Vv Vv Vv 3 0]
Correlation \Y \Y 2 )
Multiple variable \Y \Y 2 (0]
Screen composition \Y \Y \Y% 3 (0]
Contents \Y \4 2 @)
Hierarchical representation \Y \Y% 2 O
Possibility of reasoning Vv 1 o)
Scalability A% 1 (0]
Interesting \Y \Y 2 X
Metaphor \Y \4 2 X
Quantitative property Vv 1 X
Communication \% 1 X
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Table 3. Effective Security Visualization Evaluation Criteria

Criteria Sub Criteria Definition
. When presenting a lot of data at the same time, it is clearly expressed
Clarity . L. S .
. so that the user can easily recognize it.(discrimination)
Expression
method Intuitiveness | Express to intuitively understand the information provided (emphasis)
Harmonic To place text, graphics, and data on one screen in a harmonious
Provide useful information for security situation awareness (content -
Usefulness . . .
quality of information)
Commnunl . . Provide multiple variables on one screen (multiple variables - amount
—-cation Diversity . .
of information)
contents
. It is possible to recognize interrelationships based on the information
Correlation . . . .
provided (causality, correlation, difference, etc.)
Priority It is possible to identify the hierarchy through visualization
grasp information (hierarchical representation - prioritization)
Corresponding | It is possible to predict the response by knowing the relationship
Work . . . . R .
.. prediction between the information provided (possibility of reasoning)
efficiency
Extension It is possible to provide additional information step-by-step in
. accordance with user’s needs in addition to the information provided
funtion -
(Scalability)
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Table 4. Weights by Criteria

division Criteria Weight Sub Criteria Weight | Final Weight | Priorities
. Clarity 0.450 0.107 5
FExpression 0.237 Intuitiveness 0.371 0.088 6
method
Harmonic 0.179 0.042 8
o Usefulness 0.377 0.149 3
Groupl  (Cemuriat W Diversity 0.102 0.040 9
(Manager) contents
Correlation 0.521 0.206 1
Priority grasp 0.338 0.124 4
Wgrk 0.368 | Corresponding prediction | 0.470 0.173 2
efficiency
Extension function 0.193 0.071 7
) Clarity 0.530 0.245 1
Bxpression | 469 Intuitiveness 0.374 0.173 3
method
Harmonic 0.096 0.044 8
o Usefulness 0.481 0.077 5
Group2 | Commnunication |, ;¢ Diversity 0.106 0.017 9
(Operator) contents
Correlation 0.413 0.066 6
Priority grasp 0.545 0.206 2
Work efficiency 0.378 Corresponding prediction 0.288 0.109 4
Extension function 0.167 0.063 7
' Clarity 0.584 0.177 2
Fxpression 0.303 Intuitiveness 0.179 0.054 7
method
Harmonic 0.237 0.072 6
o Usefulness 0.524 0.150 3
Group3 | Commnunication |, »a7 Diversity 0.102 0.029 9
(Consultant) contents
Correlation 0.375 0.108 5
Priority grasp 0.363 0.149 4
Work : T
. . 0.410 | Corresponding prediction | 0.530 0.217 1
efficiency
Extension function 0.108 0.044 8
(0.521), #824(0.377), t}oF4d(0.102) &2 1} H-soll S, Aol whE ol F W1 8to] 2
eigton] £ oA FEEE o-$e=(0.470), & gk AR el
21912H(0.338), H4715(0.193) w22 Hrl=4)
2, A WAzl wE4(0.450), AA 362 18 2 - 2IX 08 EM 24
(0.371), 234(0.179) £27 ===t}

Table 4. Groupl® 7zt 7} g9 HE 7= Table 4.2] Group2% al—ﬁi‘{ PR
= A AE Ard 94 S 84 TR E8(0.462), J5F58(0.378), A
o] AF¢] 3709 Hr} f9lo @ HAE Q) W8-(0.161) =22 %HEP*E}

Table 5. Groupl A2l thete] HE $A 2 F AL AT B o7 sEI]

T8+ WEReH0.421), F2¥73(0.299), AN T A E AR A HA 1A ey
/ﬂ(() 280) % w5 o] YgHete] 7 A3ksl o (0.530), =74(0.374), =3}4(0.096)°=2 3
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Table 5. Weights by alternatives

Groupl (Manager) Group2 (Operator) Group3 (Consultant)
Criteria Sub Alternatives Alternatives Alternatives
Criteria Final Final Final
Weight| Form | Cont | Struc [Weight| Form | Cont | Struc [Weight| Form | Cont | Stru
at ents | ture at ents | ture at ents | cture
Clarity 0.107]0.036|0.039|0.032(0.245]0.094|0.054 (0.097(0.177{0.025|0.075|0.077
B 5 Intuitiveness {[0.088]0.031]0.036|0.020(0.173(0.094|0.027|0.052(0.054(0.015|0.013]0.026
Xpression
method

Harmonic 0.04210.018{0.013]0.0110.044{0.015|0.0100.0190.072]0.032|0.021|0.019

Total 0.237]0.086(0.088]0.0630.462(0.203|0.0920.1680.303 [0.072|0.109|0.122

Usefulness [0.149(0.026(0.090/0.0330.077{0.018{0.039|0.020{0.150{0.017]0.101|0.033

Commnuni Diversity 0.040(0.009|0.022|0.010}0.017]0.004|0.008|0.005{0.029{0.003]0.014|0.012
cation
contents Correlation 0.206{0.043(0.087|0.0760.066|0.007{0.028{0.032(0.108{0.017{0.039{0.052

Total 0.395]0.07810.199|0.118(0.1610.029|0.075[0.057{0.287[0.037{0.153|0.097

Priority grasp |[0.124(0.051|0.030{0.0440.206|0.078|0.062|0.065]0.149{0.046|0.025|0.077

Corresponding |y 17514 45 (0.084]0.0440.109|0.036 | 0.041|0.032]0.217]0.023]0.099| 0.096
Work prediction
efficiency Extension
¢ . 0.071(0.021(0.021]0.029(0.063]0.015[{0.019(0.029(0.044{0.006{0.017(0.021
unction
Total 0.368(0.117(0.134|0.117(0.378[0.129({0.122(0.127(0.410]0.075[0.140{0.194
Final weight of alternatives 0.28010.421]0.299 0.361{0.288(0.351 0.185(0.402(0.414
Final priority of alternatives 3 1 2 1 3 2 3 2 1
w oA Adg 8- f§-844(0.481), AFA 363 18 3 - 271 08 M Z4
(0.413), =4 (0.106) =22 ==F
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Table 6. Factor analysis results by user group

Division Criteria Sub Criteria Priority alternatives by
(Topl) (Top3) Sub Criteria
o Correlation Complement the contents
Groupl Communication Corresponding prediction Complement the contents
(Manager) contents
Usefulness Complement the contents
Clarity Change of structure
Group 2 Expression . -
(Operator) method Priority grasp Improvement of format
Intuitiveness Improvement of format
Corresponding prediction Complement the contents
Group 3 Work .
(Consultant) efficiency Clarity Change of structure
Usefulness Complement the contents
Table 5. Group3 442l diete] #F ¢4 A A F oS o] Awrh 2gel P 2]l A
8= TFEHEA0.414), N8H2H0.402), AN Zrst a9lls & 4 ot
21(0.185) o2 TZ=lo] FRMA | 71 A3t of ] EA Aol wpEw Mol A3 1] &3
ko g HriEglon, A4 309 Hrt adls VE AS g AlE g9l el o F AREAbe] 3
o2 7F ol dijks AHEE, 353 -84 o wiehA] A48k QA e] B wA ke IaAAde] vig-
2 Wgxst WEALE FxHAe] A3 digte s Fos & F oo, olF Tl 7 AR el
EZE= ik w2 HEO] A7k} Higre] HQ3hS AJAkEkaL gl
3.7 24 Zajo| 9 3.8 HOF AlZEl 01 3 CHot HE G|A|
B AFelx= Bl AlZE ko] JRAE S, Table 7. D}°‘=5P A3}t o|m| A &5 AlFEka
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T F PN 2F2E o] sl e, Table = 24¢l FA(FA AT FR0H), 2E|a o
6.-> 72 AMEAF FH Fe A We-S ek 4
Folc}, Table 6.9 Groupl, Group2, Group3 Table 7. (Security) Visualization case analysis
S ARy b A8l o8EE 22E 30 9yl (25])(26)
291 g vjgke] A= chEA it A% AT 5 pRyS—— —
olt}. ole} & AIE nal A3} olx9} dAF| Case Format Structure Sub Criteria
B A 5] o X HA FHe]zx 2o Ahjes 3
e i_“’ R _ELH" = I Intuitiveness
‘T’/}'Xi /qz}:q".q ‘?‘.u- 07]' B-?lii d;%] ]'9\:1]\‘9—13%, 0] 1 Va.Ee Space Correlation
T 59 WA 25l A7EE Ba) duat sk posTon Priority grasp
F8 Eap} nek e olsle F4¢ T ole Clarity
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7F & 2 =ZFglen, &S] 7 w2 orientation Corresponding
7hex9] s9)HrE 9lo g HAxle] Holk Aks) ol -prediction




AHH 53] =R (2017 2) 159
cer
o »
...
. %
L L
B . »
L = y T
U >
- B
o s Aa)e] Aok ale Aela kol e, .

o
LY =
uet Azstel B3y PE

dhere] F4E 24 At wWel A4 A7 el
o] A A% Al T A ol A4
A A A, Table 7. ul

rlr Hm
nﬁ
S
e

T
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Fig. 6. Visualization Case3.(29)
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