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ABSTRACT

Internet of Things includes the whole process of collected information generated from a variety of objects, as well as
analyzing and sharing it, and providing useful information services to people. This study seeks ways to improve security and
safety in the areas of service security technology, ID management technology and service access control, all of which take place
in the IoT environment. We have implemented the services that can design and issue C&C (Certificate and Capability) service
token authentication, which is based on a public key, to improve the service security. In addition, we suggest LCRS (Left
Child-Right Sibling) resource model management for the efficient control of resources when generating the resource services
from the data collected from node devices. We also implemented an IoT services platform to manage URL security of the
resource services and perform access control for services.
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Fig. 10. C&C Service Token Certificate Information

import Java.io.Serializable

import java .cert.x509Certi

punTic Lines Torencrokon implement
public IotCnCToken(X509Cert:
{

zable {
cate _cert,byte[] _userpk, RSToken _RsStoken)

super();
this.cert - _cert;
this.userpk - _userpk;
3
X509Certificate cert;
byte[] userpk;
RsToken rstoken;

public X5@9Certificate getCert() {
return cert;

b
public void setCert(X509Certificate cert) {
thi - ;

¥

public void setRstoken(RSToken rstoken) {
this.rstoken = rstoken;

b

¥

Fig. 11. C&C Resource Service Object
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Table 3. Difference between C&C Token and
Certificate Token

Certificate Token| C&C Token

Location Fixed a specific User
location Settings
Serialization/
De-Serialization None Support
Source Analysis Possible Not Possible
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Installation Not Require
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sfefst] ofgit.

X.500719e] FANEAE ATFES A7) 71
o FRAVEAS} APESE oo A HelFe
24 Q1% ool g wee A, T
o] 2lacs Al A Aol Felspl Hom A
sAle) Aw Azdel] Qe el AT 5 gl
el gt

412 CVSS ot 2[& Eot

ARERIEY AzEle TRk AR ER A @
Aoz Qa tlufe]s Mk gk ugh ZREZ o
olgjulol~ Hl =Zzlolw]Al Hy] HIIAo]/HIF
el IDFe] W Al Bek B ofe] 8ol Ho}
ol xZ e},

YAz mek Hepd Frhs Azd A
s AzdeA] Agehs Aol e wek Hef
A AR 2R 5 glos, Aplzel o nat A
P of w3t Au| g WO R Frhshirtd] i}
nel Aok Wt Az Aolsiat.

B =rellAs CVSS Wrks fl8 e Plas
Aplzd] s 22 97k sl selont, el
V%L 1% C&C AW~ 223 2as URIE 3
ek CapSGel ¥ CVSS 7k 5U <l
so]zell ] Sz wfo] PhEA QL Tlutol Ao]
AplF ez ke AAshsleh

4121 7|2 HEZA

41211 Attack Vector
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4121.2 Attack Complexity
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4121.7 Integrity Impact
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41218 Availability Impact
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41221 Exploit Code Maturity

B oEReld QFAE X509 Ao QdzAe
Auls EZ AR A3} 5 C&C Avj~ EES
W3 ARE A=|geh 342 C&C AR~ &
T5 5 A5 AEA A W 3R B2
of gk 72 HHE Az 34 Aol sE#
4= 3¢l "Proof-of-Concept” °lc}t. A} 34
of thall CapSGe <5Alel W3t 34 F3AH A=
4 QFA d7] BE& T3 346 Higk 7 A
ahA] ok Wxs Qg e AlauA AHE e
sko] Au|2ael] ek &S 2}

r°"

m[m 1%

41222 Remediation Level
C&C Aulz E2e] 37} WY
24 HAE A wkw A& A$ 712
A7t Al C&C AH]s BES wb
ok AzeEl 2 Afu) el djgk o)
FOA R WG FFel BT Frke
Qe Aul s A 2le] JeE FA gkt

rlr
>N
T o
[
K3
>
-

p
e

p
Sl
lo
>
it}

4.1.2.2.3 Report Confidence
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4.1.2.3.1 Confidentiality Requirement
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Table 4. CVSS 3.0 Rating System Proposed

Group Metric Name Values
Attack Vector Network
Attack Complexity High
Privileges Required Low
User Interaction Required

Base
Scope Unchanged
Confidentiality None
Integrity None
Availability Low

Exploit Code Maturity Proof-of-Conc
Tempo ept

ral Remediation Level Not Defined
Report Confidence Not Defined
Confidentiality Req Low

Integrity Req Not Defined
Availability Req Not Defined
Modified Attack Vector | Not Defined
Modified Attack Not Defined

Envi Complexity
nviro — —
nment Modn.“lﬂed Privileges Not Defined
al Required
MOdlﬁed User Not Defined
Interaction

Modified Scope Not Defined
Modified Confidentiality | Not Defined
Modified Integrity Not Defined
Modified Availability Not Defined
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