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ABSTRACT

Online advertisement has many benefits comparing to offline advertisement but it also has many challenging problems by
online ad abuses. Advertisement injection (Ad injection) is one of the threats that surreptitiously inserts advertisements without
a permission of site owners. Users are exposed to additional ads and redundant web traffic by injected ads can cause a service
quality problem. Moreover, advertisers can have economic loss when injected ads are different from original ones. Although ad
injection leads to these problems it has not been fully studied yet. A few ad injection researches are done by online advertising
providers such as Google. In this paper, we analyze ad injection activities to Korean major portal, Naver. We classify 6 types
of ad injections and describe their characteristics by analyzing 27 downloaders and 199 installed programs.
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Table 1. Ad-Injection Type-1 URIs
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Table 3. Ad-Injection Type-lll
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Table 7. Statistics of detected abusing behaviors by Naver SafeGuard
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