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ABSTRACT

Contrary to past critical infrastructure network, current critical infrastructure network is adopting IoT devices and efficient
management system using the external networks. Using this system, productivity and management efficiency could be enhanced
compared to past critical infrastructure network. But cybersecurity issue could be occurred at external network connection, so
cybersecurity guideline is necessary. However, critical infrastructure organizations tend to use the cybersecurity guideline issued
by government because it is hard to develop cybersecurity guideline on their own. But the government’s cybersecurity guideline
isn’t suitable for the critical infrastructure network because it doesn’t include critical infrastructure’s specific characteristics.
Therefor, we suggested the development method of cybersecurity guideline for the critical infrastructure network based on
analysing cybersecurity guideline standards and critical infrastructure networks.
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Fig. 3. Manage Cybersecurity Risk of Risk
Management Domain
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