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ABSTRACT

It is demanded to promote research and development of cyber weapons system and core technology in response to the
ongoing cyber attack of North Korea. In this paper, core technologies of the future cyber weapon system are developed and the
factors affecting the realization timing of core technologies were analyzed. 9 core technology groups and 36 core technologies
are derived. Afterwards, these core technology groups are compared to the operation phase of the joint cyber warfare guideline
and the cyber kill chain of Lockheed Martin. As a result of the comparison, it is confirmed that the core technology groups
cover all phases of the aforementioned tactics. The results of regression analyses performed on the degree of influence by each
factor regarding the moment of core technology realization show that the moment of core technology realization approaches more
quickly as factors such as technology level of the most advanced country, technology level of South Korea, technology transfer
possibility from the military sector to the non-military sector(spin-off factor), and technology transfer possibility from the
non-military sector to the military sector(spin-on factor) increase. On the contrary, the moment of core technology realization is
delayed as the degree at which the advanced countries keep their core technologies from transferring decrease. The results also
confirm that the moment of core technology realization is not significantly correlated to the economic ripple effect factor. This
study is meaningful in that it extract core technologies of cyber weapon system in accordance with revision of force development
directive and join cyber warfare guideline, which incorporated cyber weapon system into formal weapon system. Furthermore, the
study is significant because it indicates the influential factor of the moment of core technology realization.
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phase diagram
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Table 4. Core Technology Survey Results
Example
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cyberspace and proactively identify, analyze and
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advanced country transfer
Technology level Possibility of
(The most 73 transfering to private 6
advanced sector
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Avallability of
Technalogy level 54 commecd ooy | 8
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Degree of influence
'”%“}"stﬁ'”g 7 Foonanic ripole effect 7
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Attack Denial Prevention and Traceback
CyberWarfare Training

Weapon System Security Enhancement
Cyber security verification

Cyberattack tolerance 63.7

Cyber Detection/Response 634
CyberSpace Information Collection 60.7
Cyber CommandControl 60.5

Cyber Electronics Warfare 59.0

56.0 61.0 66.0
Fig. 3. Korean technology level by core

technology group
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Table 8. Linear Regression Analysis
Results(Technology realization time and
Availability of commercial technology
(Spin-on))

Technology realization time

Independent 2
s B Std Er  Beta t p DW R
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teroiay -8 228 -449 227 006" 1671 201
(Sonan)

Table 9. Linear
Results(Technology
Possibility of
sector(Spin-off))

Regression Analysis
realization time and
transferring to private

Technology realization time

Independe 2
it tanele B Std Er Beta t p DW R
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(Spin-off
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Table 10. Linear Regression Analysis
Results(Technology realization time and
Avoidance technology transfer)

Technology redization time

Independent 2
R B  Std Er Beta t p DW R

Avdidance
technology 709 228 470 3106 004 1940 22
fransfer

"p€0.05, "p{001
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Talbe 11. Linear
Results(Technology
Economic ripple effect)

Regression Analysis
realization time and

Technology realization time

Independent 2
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Economic
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