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ABSTRACT

Recently, user authentication through biometric traits such as fingerprint and iris raise more and more attention especially in
mobile commerce and fin-tech fields. In particular, commercialized authentication methods using fingerprint recognition are
widely utilized mainly because customers are more adopted and used to fingerprint recognition applications. In the meantime, the
security issues caused by fingerprint falsification bring lots of attention. In this paper, we propose a new method to improve the
performance of fake fingerprint detection using CNN(Convolutional Neural Network). It is common practice to increase the
amount of leamning data by using affine transformation or horizontal reflection to improve the detection rate in CNN
characteristics that are influenced by learning data. However, in this paper we propose an effective data augmentation method
based on the database difficulty level. The experimental results confirm the validity of proposed method.
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Fig. 1. Architecture of CNN
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Training stage

Testing stage
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FFD CNN
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Fig. 2. Liveness detection using CNN
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art ACE(Average Classification Error) #<
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Table 1. Level of database difficulty
ACE(%) Level
0.0 ~1.0 1
1.0 ~ 2.0 2
2.0 ~ 3.0 3
3.0 ~4.0 4
4.0 ~ 5.0 5
50 ~ 6.0 6
6.0 ~ 7.0 7
7.0 ~ 8.0 8
8.0 ~ 9.0 9
9.0 ~ 10.0 10

Table 2. LivDet databases with difficulty level

DB Sensor ACE(%) Level

Biometrika Z[IS? ’
— Digital [22%% ’
2011 Italdata [81'501 ?
Sagem [11.57] ’
Biometrika [01.58] !
LivDet | Crossmatch [31'521 !
2013 Italdata [01454] !
Swipe [21'581 ’
CrossMatch [11.59] ’
Digital 6.28 7

LivDet Persona (15)
2015 GreenBit [42781 °
Hi Scan [4272] ’
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212 Biometrika, Crossmatch, Italdata 7t
A Hole &2 542 Table 3., Table 4.,
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Table 3. Property of Biometrika data

Sensor DB
. . LivDet LivDet
Biometrika 2011 2013
dpi 500 569
Image size 312%372 317*372
Fak.e 5 5
materials
Training
DB size 2000 2000
Testing
DB size 2000 2000

Table 4. Property of Crossmatch data

Sensor DB
LivDet LivDet
Crossmatch 2013 2015
dpi 500 569
Image size 800*750 800*750
Fak.e 4 5
materials
Training
DB size 2250 2983
Testing
DB size 2250 2351
Table 5. Property of Italdata data
Sensor DB
LivDet LivDet
ltaldata 2011 2013
dpi 500 500
Image size 6407480 640*480
Fak.e 5 5
materials
Training
DB size 2000 1990
Testing
DB size 2000 2000

Table 6. Experimental results of Biomerika &
Crossmatch data mixing

Testing(ACE, %)
Training
Bio Cro
Bio 1.75 -
LivDet } B
2013 Cro 4.37
Bio+Cro 1.65 5.70

Table 7. Experimental results of Biometrika &
ltaldata data mixing

Testing(ACE, %)
Training
Bio Ita
Bio 1.75 -
LivDet
2013 Ita - 1.80
Bio+Ita 1.95 1.40
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Table 8. Experimental results of Italdata &
Crossmatch data mixing

.. Testing(ACE, %)
Training
Ita Cro
LivDet Ita 1.80 -
2013 Cro - 4.37
Ita + Cro 1.70 5.73
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Table 9. Experimental results of Biometrika data
mixing

Sensor . o
Biomotrika Testing(ACE, %)
Trainin LivDet LivDet
& 2011 2013
LivDet
2011 8.85 -
LivDet
2013 ) 175
LivDet
2011+2013 14.60 1.60

Table 10. Experimental results of Crossmatch
data mixing

Sensor . "
Crossmateh Testing(ACE, %)
Traini LivDet LivDet
rainine 2013 2015
LivDet
92013 4.37
LivDet
2015 - 2.85
LivDet
2013+2015 5.00 2.21

Table 11. Experimental results of ltaldata data
mixing

Sensor . 0
Ttaldata Testing(ACE, %)
Traini LivDet LivDet
ramning 2011 2013
LivDet
2011 10.10 B
LivDet
2013 1.80
LivDet
2011+2013 14.40 1.25
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method(affine transformation &  horizontal
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reflection) and data mixing method based on

level 1 DB
Training DB Existing Data mixing
Size(level) method method
2000(1) 1.75 1.75
4000(1,4) 1.80 1.65
6000(1,4,5) 1.75 1.60
8000(1,4,5,7) 1.80 1.60
10000(1,4,5,7,9) 1.75 1.35

Table 15. Comparison between existing method
and data mixing method based on level 2 DB

Training DB Existing Data mixing

Size(level) method method
2000(2) 6.39 6.39
4000(2,4) 6.28 6.08
6000(2,4,5) 4.93 4.74
8000(2,4.5.7) 5.06 4.37
10000(2.4,5.7,9) 4.88 4.09

Table 16. Comparison between existing method
and data mixing method based on level 5 DB

shsieh.
Training DB Existing Data mixing
Table 12. Experimental results of data mixing: Size(level) method method
adding difficult DB to an easy DB 2000(5) 9.70 9.70
Level Testing DB(ACE, %) 4000(5,7) 8.90 8.30
Training DB 2 6000(5,7,9) 8.95 7.25
2 6.39
2+4 6.08 434 7|Z Yeintel M5 vlD MY 2o
2+4+5 4.74
2+4+5+7 4.37 71%e] CNN& &85 #5 gle] CNN =
2+4+5+7+9 4.09 o] As& A7) A T2 ARSI Wel ok
5l o =

Table 13. Experimental results of data mixing:
adding easy DB to a difficult DB

Level Testing DB(ACE, %)
Training DB 9
9 10.10
9+7 11.20
9+7+5 12.05
9+7+5+4 13.25
9+T7+5+4+1 16.25
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