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ABSTRACT

Security threats such as unauthorized access and data tampering can occur during the virtual machine migration process. In
particular, since virtual machine migration requires users to transfer important data and infrastructure information, it is relatively
risky to other cloud services in case of security threats. For this reason, there is a need for dynamic authentication for virtual
machine migration. Therefore, this paper proposes an OTP-based dynamic authentication framework to improve the vulnerabilities
of the existing authentication mechanism for virtual machine migration. It consists of a virtual machine migration request module
and an operation module. The request module includes an OTP-based user authentication process and a migration request process
to a data center when a user requests a migration. The operation module includes a secure key exchange process between the
data centers using SPEKE and a TOTP-based mutual authentication process between the data center and the physical server.
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