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ABSTRACT

With ICT technology develops, IoT environment is attracting attention. However, IoT devices have various CPU performance
as much as various purpose of use. Some IoT devices use the cpu that doesn’t support public key cryptogrphy or crypto
acceleration. In this paper, we study Blockchain-based IoT Device Authentication Scheme that provides authentication, integirity
and non-repudation through analysis of Lamport Hash-chain, Lamport Signature, Blockchain and existing Authentication
protocols. The proposed scheme requires only simple hash operation in IoT devices and it can operate in low performance IoT
device, thus ensuring secure authentication in IoT environment.

Keywords: 10T, Blockchain, Authentication, Hash-chain
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2.1 Lamport Hash-chain
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2.2 Lamport Digital Signature

Az e A9 (Lamport Digital Signature)=
dubekgt g o83t tAE MW A ez
256H|EQ ks aA] e} ok b HA)
712 o e A Bl AWs F3E(2).

221 7| MY

NAFE A SdE, W HATIE o] &3l
256719 Eigte] A& wkErh Z47be] Ad@Ee
AREARS] AMQ7I7F Hla, 7] she 2568 E9] o]

Zr=t) (2x 256 X 256bit) A7)e TS A

7] Slal, ARgAE ANel7] A A e 7

A
7t 7 sAgE S AAE 512709 sAlgk
<ol AHAe] F7717F =

222 AR MY

w A A el Avdst st sbe A, wAA] Mol o
g A wE ek, Ao vlEe fgEe 914
e AEd A el A A
7 A A Ael7] ] A

A HE Fho] 04l il
A & sk, A WA vl Egke] 1 wel= A
[e] Ho]_

WA A7) ge) oA ghe A 4]
Agstel 256742 gke e

Ao AElE 4= glom Fa|zl ke Az 29 A
wo] Hr} o] wl, FHE de]~9 sjelFlE oA

AR, AR e A ghe FE Y
A7) epolot gy,

223 MH AS

TAAE S ]lsh] Sla M em wAA|
M s4] & Faka, doiRl A Fhe ol Al
Aol F7N7101A 256709 ke At el WA
Aok 3 gl sl A ghEe] B4l s et
AL 3N71elA AlERE sjAIgtet vladket, e gt
o] =¥ dAFrhd A2 2nke Zom Wit

EE3AQL v EFQS 3 AL sE re=,
7W gz A W A SR okl 98S
7] 18k 7R, AR we) tioket el R Wy
wlo] AR 9lARE, 7] RA Q] 2= FARHE).

|

<Block 10>

(o)
Header <Block 11>

/

(ot 1950)

- Header < >
Hash of Previous \ \ Blp?;l((je: 2
Block Head
Ock meader Hash of Previous \
Block Header Hash of Previous
Block Header

Merkle Root
\ t / | Merkle Root I
Merkle Root
NG
f h — 1/
<Block 10> ( )
Transactions <Block 11> ( \
~— Transactions <Block 12>
\ J Transactions
~—

Fig. 1. Blockchain Structure
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Table 1. Types of Blockchain and Characteristic

Category Concepts and Features Prerequisites
¢ First Blockchain Use Case
¢ A ledger that b d and b
edger that be opened and can be . Network Effect
Public operated by everyone over the Internet
. . ¢ Stable Ecosystem
Blockchain ¢ Devide compute power to the network .
. * Risk Management
¢ Network expansion is difficult and
transactions are slow
. ¢ Personalized Blockchain ¢ Taking system changed and
Private + One entit the internal network ing safet
Blockchain .ne entity ma.nages e internal networ ensuring safety . .
with Blockchain ¢ Global Branches in one entity
¢ Half-center type Blockchain
. ¢ Only pre-selected entities can participate ¢ Business agreement between
Consortium * Notarized participation through rules articipants
Blockchain P P . .g P P
agreed upon among the entities ¢ FEnsure system safety
¢ Fasy network expansion and fast transaction speed
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2.4 loT-device Performance
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Table 2. loT device-specific CPU and whether encryption function supports

Crypto Public Key
et CPy Acceleration Encryption
Belkin Wemo Ralink RT5350F No Yes
Switch
Samsung
Smarthings PIC32MX695f-512H 32bit No Yes
Hub
LIFX Color 1000 | Kinetis K22 (ARM Coretex-M4) No No
Philips Hue ST Microelectronics STM32F100RBT6B No No
Lights (Bulb) (ARM Cortex-M3)
Pebble Time ST Microelectronics STM32F439ZG (ARM Coretex-M4) Yes No
Fitbit Surge Silicon Labs EFM32 Giant Gecko (ARM Cortex-M3) Yes No
ST Mircroelectronics 321151C6 Ultra Low Power
Fithi
it One (ARM Coretex-M3) e e
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Table 3. Comparison of advantages and disadvantages of existing authentication technology
Al’lI‘tiehnrf(l)ng;on Advantages and Disadvantages
ID/Password Advantage Easily authenticated if ID/Password are pre-shared
based . Require additional application or protocol to connect
Authentication | Disadvantage Non-repudiation is impossible
Easy to Connect and additional application or protocol are not
Advantage .
MAC Address required
based Re-registration is required when device changed
Authentication Disadvantage Should be connected by user's own device
Non-repudiation is impossible
Provides various authentication methods to select suitable
Cryptography Advantage method for each environment
Protocol.bas.ed Non-repudiation is possible according to designed protocol
Authentication
Disadvantage Safety relies on encryption protocol
Reliable device identification is possible
Advantage Provide high safety
Certificate Non-repudiation is possible
based Certificate management required
Authentication . Processing time is relatively long due to large amount of
Disadvantage .
calculation
Difficult to use on low performance devices
Key predistribution is not required
IBE based Advantage . .
Authentication Non-repudiation is possible
Disadvantage Vulnerable to ID spoofing attack by using public ID
R2EZ|| wle} el 7ls Alge] 7hssit. ASA 718k AF7|ES e ] S
ARk, HAAE 7|HE kS T]el oJEste] of 3 =2 PSS AlFs, Hal g Al
3 7)€ o] wAE A dvIEe] FHdA st AN, 7)7]1815A "%’/l g of
o2 J94d & gt} I 2 A4 AREs ¥ f‘&#. uf2}A]
A, 4% IoT Elﬁ}"]*ﬂl*i AREB}7 ol =
254 91ZM 7|Ht o= AgkslA] ok
7] EE olgahs AAAWS Fa Zd 255 IBEZ 0|28 oI5
= WAoR QlFAY AAAEE 3 ARE $F
sle] o] 5 7MEe @ Q1S Fgtel. Sule] A olo]t] 7]uF alZ(ID-based Authentication)
19999 AA AAAMEEE 53 FAATA wdF = AREARY] ol A o]F, AR}
AA 2 Aol FH" A vhespolon] kS 2] IDE NINE A3k FH7] ks *V\E“-‘?i
%7132 Root CA 3lell 5709 3157|134 A g eSS Algsiel A 7 234
sl Al g g QFE Fska vk =9 wom dibefe] M 7] Helr} 4 EH o gk
o] 7, VerisignAte] 717] /& Au|~E &3 74 Aol AR ID 1A FA Fokslrhe =]
ol tlute] 2, Ale]E =¥l tute]~ <lF WiIMAX EAg}. o8 dFlsdd vlE AdAeR A2y
Ak QlFA Bo] AlFHE et o] ddlx= VolIP, M3 7142 Hess's Algorithm, Lynn's
HEY = A7} SollA] QlEA] 7]ul QlZ7]| &0 Algorithm, Gentry and  Silverberg's

AR gl 1 e A weka v Algorithm 5 chefgt 5 23
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Table 4. Notation

Notation Description
pk; Public key of sensor %
x; Hash value of merkle tree node
[ Length of hash-chain
n Number of device
h() Hash function
K, Grout key
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