397

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.27, NO.2, Apr. 2017 ISSN 2288-2715(0Online)
https://doi.org/10.13089/JKIISC.2017.27.2.397

SXAE 7|uk iH 0|4 T JleellA
ehdsta B3l ulelg dlo|E

Secure and Efficient Binding Updates
in Host-Based Distributed Mobility Management™*

Seyeong Lee,* Hyoung-Kee Choi,* EJin Kim
Sungkyunkwan University

(@) ok
= =

mutel Egge] FA3] F7igkel whel muld 71717k 87 sle] SAlE] A oleA e 71€EA DMM
(Distributed Mobility Management)®] X%]°1'E]°4E}. DMM-= F9] 1—1] EQ oA dA] M EYAR o] FA Fe]E
AkEle] G A 02 kA<l vikld o] EE 7lgslAl gtrh. ey DMM Al2aHlels A3 v EY a4t
2l EAE Aol gk Hebake] EA7} Zﬂﬁ}‘:} £ =M= 71E DMM Alzdel EAlghe wAH S A4
3, o] sAs] fl8 MN (Mobile Node)e] A "‘l—? | Foddte] SulE A3 QlFo] o] FoR]= AEF ZRE
2o Aokdlt}, w3l A% BAS B wokake] AN ohal Ao dkite] ZAjske aalsteic).

ABSTRACT

As mobile traffic increases rapidly, DMM (Distributed Mobility Management) has been proposed as a mobility management
technology for seamless communication of mobile devices as mobile traffic increases rapidly. the DMM distributes mobility
management from the core network to the edge network, enabling stable binding updates with low latency. However, the DMM
still have network delay and security problems for sessions. In this paper, we point out the problems existing in the DMM and
propose a new protocol in which the MN (Mobile Node) directly participates in authentication and mutual authentication is
correctly performed to solve this problem. We demonstrate not only security improvements but also performance improvements
with performance analysis
Keywords: DMM (Distributed Mobility Management), CMM (Centralized Mobility Management), (BU) Binding Update, MIPv6
(Mobile IPv6), QR (Quadratic Residue)
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Fig. 1. Message flows of binding updates in
DMM.
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Fig. 2. Message flows in first phase
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Attachment to AMA2

M2-1. Route Solicitation

» ID; = AMAi::MN/64

V1m= (Sl,m)2 mod n

M2-2. Route Advertisement
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(IDy)

M2-3. Binding Update
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MACgg = Hy (ID2|Ruartl | Rz, SK'z)
MACazp = Hy (ID;|Ravartl | Vi, SK'7)

(ID1, ID2, Ry, PRODy, MACsyy)

M2-5. Binding Response

M2-4. Binding Challenge
(ID2, Ruy, PRODy, MACgy)

(Rava1 , MACgR)

M2-6. Access Binding Update

M2-8. Binding Acknowledge

(IDy, V', MACagy)

M2-7. Access Binding Acknowledge

Tunneling to and from AMA1::MN/64
- 3-- ¥

Fig. 3. Message flows in second phase for MN's ith movement in the network.
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Table 1. Parameters for measurements of communication costs.

Protocol Parameters Details
Initial Vector and Nonce 32 bits
Encryption AES-128-CBC

DMM

MAC and PRF HMAC-SHA1-96
DH Group Alternate 1024-bit MODP group
1D 128 bits
Random numbers (R,) 32 bits

Proposed 7 Sy Saara Alternate 1024-bit MODP group
H,() SHA256
H,() HMAC-SHA256

Table 2. Messages for binding updates and their sizes(6].

Notation Description Size in bytes
Spe.Spa Size of RS/RA messages 52, 80
Sp.Spa Size of the BU/BA messages 56, 56
Sy Sapa Size of the ABU/ABA messages 56, 56
SBINDING CHALL Size of the BINDING CHALLENGE message 168
S INDING RES Size of the BINDING RESPONSE message 92
Srv. Suo Size of the tunneling header and mobility option 40, 20
Siuc Size of message authentication code 12
S];mmv/TREQ Size of the IKE INIT REQUEST message 298
SixE INIT RES Size of the IKE INIT RESPONSE message 298
SIKEAUTH REQ Size of the IKE AUTH REQUEST message 568
SIKE AUTH RES Size of the IKE AUTH RESPONSE message 568

Table 3. Messages for a single binding updates in two protocols.

DMM SIKE‘L\YT REQ + SIAF[\YT RES + S[KEA UTHREQ + SIKEA UTHRES + S4Bl/ + SABA + 451[A c +2 STU +2 SJ[O

Proposed Spivpive crarr T Opivpive res T Sanut Sapa T28r5 T 28,0144

Table 4. Communication costs of the BU for two protocols with two addresses.

bits M2-1 | M2-2 | M2-3 | M2-4 | M2-5 | M2-6 | M2-7 | M2-8 | M2-9 | M2-10 | Total
DMM 416 640 1,728 | 1,344 736 1,184 928 96 7,936
Proposed 416 640 704 2,384 | 2,384 | 4,640 | 4,640 | 1,024 | 1,024 448 18,304

o] wWAAE, 7] DMM2 4 7He] wAA]E gt 4+3(N=1)71e] WAA S wdsid, 7]E DMM-2
b A2 o2 N Fael sl vild §iulo] 4+6(N—1)71e] wAAS dghet Table 4=
E AAE g As Adde ZREZS i Re] Fanel e wield fulolE AAE e
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Table 5. Average elapsed time of cryptographic atomic operations for comparing computational delay.

Operations Symbol Delay in microseconds
Diffie-Hellman parameter Tom param 221.94
Diffie-Hellman shared key Towshare 244 .84
Nonce T once 1.26
Pseudo random function Topp 11.18
AES-128-CBC Typs 12.1
HMAC-SHA1-96 Tariac 9.52
Quadratic residue parameter TR param 6518.68
Quadratic residue encryption ToR enc 43.8
Quadratic residue decryption Tor dec 87.34
SHA-256 Torraos6- Tanac—2s6 15.28
Addition of nonce T i 0.38
Multiplication in modulo VA 1.08

Table 6. Atomic operations consisting of the computational delay for MN, original AMA, and serving

AMA for two protocols.

Protocol Entity Phase 1 Phase 2
MN - -
DMM Original AMA - Tottparam ¥ Tomsnare T Thonce V8 Tpppt4 Ty pst4 Typrac
Serving AMA - TDHpm‘um + TDHshmc + Tnom +8 7}’1?r+4 T-1E5+4 TH][A(‘
MN Tor dee 1 A Donce T Toaat Tt T Tomranse T4 Tynac— 256
Proposed Original AMA - Toaat Thonce T2 1wt Tsgazse T4 Tanac— a6
Serving AMA Tk ene -

W T ZREZS] FANE-S vlad glolrh F =
ZEZE F A XA 22 ulgo] MATE
ot dll HA wAARE 7]E DMMe] Alskshs
ZEZHC O W 111011519% HAAE At
DMM®] AA FAH-E-2 18,3040 ER A5t
ZREZH A W) 01”«1 Hl-go] ARt BE
HAAE Azleb] e st AA FANE-
Table 3 vrebfislc},
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