427
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)

VOL.27, NO.3, Jun, 2017 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2017.27.3.427

MILPE ©]&3F ARX 7|8t 85 ¢35 B5 2+
EA g

oz " U3 EEEE-K

gz 5
IDethstm, ZSoHst, S-S ARst T

=

A g

Searching for Impossible Differential Characteristics of ARX-Based Block
Cipher Using MILP*

HoChang Lee,” HyungChul Kang,1 Deukjo Hong,z* Jaechul Sung,3 Seokhie Hong1
'Korea University, 2Chonbuk National University, 3Universi‘[y of Seoul

(@] oF
e =

s At B A 55 s WY A3 PEE dy, 7] B FAE AHE 4 glrh # Cul sl
ARX 7]4F B2 9}35of 8] Mixed-Integer Linear Programming(MILP)Z o]-&3)4] A531% 5 23 B4
A i S Alkskdel. Cui Sl Ak WS /HAIskH 7])Eel whel vlsl] o A2 A3 Al °]*q“6}°1] 7|1E
Hhalo @ x| Hale B AR SA7A] St Ho o] W B A 5AE Zol i 4 vk A WS o] 43}
o] SPECK family®} LEA] AH£slgct. SPECK32, SPECK48, SPECK64, SPECK96¢l s 7-zl-=
SPECK128°l thafl 8-2h&-& &5 2 545 zoligltt. o] 85 A 542 257 AlFA 245 Aol LEA-
el 7129 10-2E9] 25 2E 548 e A2 10E 5 28 548 Zodl

ABSTRACT

Impossible differential characteristics distinguish the corresponding block cipher from random substitution and can also be
used for key recovery attack. Recently Cui et al. proposed an automatic method for searching impossible differential
characteristics of several ARX - based block ciphers using Mixed Integer Linear Programming(MILP). By optimizing the method
proposed by Cui et al., It was possible to find new impossible differential characteristics which could not be founded by the
method by using less linear constraint expression than the existing method. It was applied to the SPECK family and LEA using
the modified method. We found 7-rounds for SPECK32, SPECK48, SPECK64, SPECK96 and 8-rounds impossible differential
characteristics of SPECK128. These impossible differential characteristics are all newly found. We also found existing 10-rounds
of impossible differential characteristic and new 10-rounds of impossible differential characteristics of LEA.
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Table 1. Impossible Differential Characteristics Searched Using MILP Method

block cipher number of round number of found char. reference
SPECK32 7 1 (this paper)
SPECK48 7 1 (this paper])
SPECK64 7 21 (this paper])
SPECK96 7 426 (this paper)
SPECK128 8 8 (this paper)
LEA 10 1/3 (21]) / [this paper]
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Algorithm 1. Searching for Impossible Differential Characteristic(10)

Input:

A, A set of input differences to search for

A5 A set of output differences to search for

r: The number of rounds you want to find

Output:

r-round impossible differential characteristics

1. // impossible differential characteristic searching function

2. procedure find_impossible_diff(A,, A,
3. fori,eA, do

r) do

4 for 0,4, do
5 create a r-round model “idc.lp” with input and output differences i, and o, respectively.
6. m = read(“idc.1p") // open the model
7 m.optimize(mycallback) ~ // optimize using the mycallback function
8 if (m.status == 3) then // if model's status is infeasible
9 save i, and o,
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Table 5. Impossible Differential Characteristic of SPECK family and LEA

number of linear number of linear
block . L . e . number of
. inequalities in one round inequalities in one weight number
cipher . rounds
(3) round (this paper)
1/1 3
SPECK32 212 137 6
2/1 1
1/1 20
SPECK48 324 209 6
2/ 1 27
1/1 157
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1/1 12
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