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ABSTRACT

It is news from nowhere that post-quantum cryptography has side-channel analysis vulnerability. Side-channel analysis attack
method and countermeasures for code-based McEliece cryptosystem and lattice-based NTRU cryptosystem have been
investigated. Unfortunately, the investigation of the ring-LWE cryptosystem in terms of side-channel analysis is as yet
insufficient. In this paper, we propose a chosen ciphertext simple power analysis attack that can be applied when ring-LWE
cryptography operates on 8-bit devices. Our proposed attack can recover the key only with [log,q | traces. ¢ is a parameter
related to the security level. It is used 7681 and 12289 to match the common 128 and 256-bit security levels, respectively. We
identify the vulnerability through experiment that can reveal the secret key in modular add while the ring-LWE decryption
performed on real 8-bit devices. We also discuss the attack that uses a similarity measurement method for two vectors to reduce
attack time.
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Algorithm1. Pseudo-code of Decryption

Input : (CIJ CZ) T2
Output : m

1. ForifromOton — 1do
2 c1[i] & rp[i] - eqi]
3 if ¢1[i] = q then

4 c1[i] « ¢q[i] mod q
5. end if

6. mli] « cq[i] + ¢, [i]
7

8

9

1

if m[i] = g then
mli] « m[i] mod q
end if
0. end for
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Algorithm 2. Proposed Chosen Ciphertext SPA Attack

Input: q,n
Output : 75 [i] where i € [0,n — 1]

for i from 0 ton — 1 do

1.

2. ¢fi] «1,¢3[i] <—u Jk[i] < 1

3. end for

4. for j from 2 to [log, q] do

5. ifj # [log, q] then

6. for i from 0 ton — 1 do ;

7. if modular reduction of (¢ [i] - r2[i] + c3 [i]) doesn't occur then
8. K[i] « 2 k[i] + 1,cl[i] « [u x k[z]]

9. else

10. i) < 2 k[l = 1,c}[i] « [ x klil]

1. end if

12. end for

13.  else

14. for i from 0 ton — 1 do _

15. if modular reduction of (¢;[i] - 7,[i] + ¢J'[i]) doesn't occur then
16. Sl « e i +1

17. else_

18. Cé[l] “ cz [1] -1

19. end if

20. if modular reduction of (¢, [i] - 72[i] + c3[i]) doesn’t occur then
21. Return 7,[i] < q—c; Jli] -1

22. else

23. Return 1,[i] « g — ¢, I1i]

24. end if

25. end for

26. end if

27. end for
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(5) PCDC(Plotting Collision Detection Criterion)
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Algorithm 3. Detection Criteria

Input : trace of modular additions T = {Ty, T, -+, Tyn}
Output : result trace of detection criteria

1. Set ' = {Ty, Tys1 -, i} where 1 < k <l <m

2. For j from 1 to (len(T) - len(T’)) do

3. SetT'" ={T;Tjss -, Tisi-i}

4.  Compute Detection Criteria (such as PCDC etc.)
5. end for
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Table 1. threshold value and ratio

Det.ecti'on Max Min Ratio
Criteria Value Value

ED 0.3996 0.2558 1.1562

Cos 0.9781 0.9482 1.0315

Corr 0.9827 0.9462 1.0385

MoD 0.0121 0.01151 1.0512

PCDC 5.197 2.953 1.7599
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