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ABSTRACT

Multiparty computation (MPC) is a computation technique where many participants provide their data and jointly compute
operations to get a computation result. Earlier MPC protocols were mostly depended on communication between the users.
Several schemes have been presented that mainly work by delegating operations to two non-colluding servers. Peter et al.
propose a protocol that perfectly eliminates the need of users’ participation during the whole computation process. However, the
drawback of their scheme is the excessive dependence on the server communication. To cater this issue, we propose a protocol
that reduce server communication overhead using the proxy re-encryption (PRE). Recently, some authors have put forward their
efforts based on the PRE. However, these schemes do not achieve the desired goals and suffer from attacks that are based on
the collusion between users and server. This paper, first presents a comprehensive analysis of the existing schemes and then
proposes a secure and efficient MPC protocol. The proposed protocol completely eliminates the need of users’ participation,
incurs less communication overhead and does not need to solve the discrete logarithm problem (DLP) in order to get the
computation results.
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Table 1. Notations

Notation Description
(pk,ﬁslﬁ) Public key pair for entity z.
msk Master secret key.

o Re-encryption key

i) from entity i to entity j.

m; Plaintext for entity i.

G Ciphertext for entity i.

n Number of users.

G Group.

© Component-wise multiplication.
e()) Bilinear map.

Ehe(.) Encryption function.

Dec(.) Decryption function.
ReFhel(.) Re-encryption function.
mDec(.) | Master decryption function.
Add(.) Sggilgig.on function for
)| Bl i o
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J Al
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ZH(generator)® 27 Pe G, Qe GEF 3
o A A3 o3 e S 2t
1. Bilinearity: %99 abe Zyol w3l
e(PQ") =e(P,Q)"% W&}
2. Non-degeneracy: e& G,9 d5Yow
APFEA] et &
3. Computability:
T e daelFe] EAjg)

2.2 TEA LS (proxy re-encryption, PRE)
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Table 2. Communication cost for Peter et al.’s
scheme

CtoS Sto C
Unification nk nk
Addition 0 0
Multiplication nk nk/2
Retrieval nk/2 nk
Total 5nk/2 5nk/2
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(PP, pks) (PP, pks) (pks, sks) « Keygen(PP)
(pk;, sk;) « Keygen(PP) (pke, ske) « Keygen(PP)
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¢; « Enc(pk;,m;) (ke ks, €1) Data upload
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(f,-.s -.:)
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. .,
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(=)
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Fig. 1. Protocol overview
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Table 3. Comparison between proposed scheme and existing schemes
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