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ABSTRACT

MS office is a office software which is widely used in the world. The OOXML format has been applied to the document
structure from MS office 2007 to the newest version. In this regard, the method of data concealing, which is a representative
anti-forensic act has been researched and developed, so the method of detecting concealed data is very important to the digital
forensic investigation. In this paper, we present an improved data concealing method bypassing the previewers detecting methods
for OOXML formatted MS office documents. In addition, we show concealment of the internal data like sheets and slides for
MS office 2013 Excel and PowerPoint, and suggest an improved detecting algorithm against this data concealing.

Keywords: Digital forensics, OOXML, MS office, Data concealing, Detection of concealed data
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Table 1. Difference between MS Office versions

Previous MS Office 2007

MS Office 2007 ~ 2016

File format

Compound File Binary

Office Open XML

xlsx, pptx, docx

Document extension xls, ppt. doc
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- ppt 4 |
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= presentation, xml.rels ? workbook.xml.rels
lideL: t 4 theme
Pa rt = i;:ou 3 <3 theme1,xml
& slideLayout!.xml “ worksheets
<03 slidelLayout2.xml <> sheetl,xml
: <o3 styles,xml
> Relationship & slideLayoutl0 xml &3 warkbook,xml
<o3 slideLayout!1,xml <3 [Content_Types].xml
slideMasters
_rels
<3 slideMaster!,xml
Part slides
_rels
<3 slidel,xml
theme
o3 themel, xml
Pa I"t _J <o presentation, xml
<o presProps,xml
<o tableStyles, xml
<03 viewProps,xml
<e> [Content_Types],xml
Fig. 1. Logical package and its structure model(left) and tree-structure of Excel and PowerPoint

documents(right)
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Table 2. Explanation of parts covered in this paper

Document type Main part Description
i An instance of this part type contains workbook data
( ) workbook.xml and references to all of its worksheets.
Excel (xlsx
i X The part containing relationship information for the
workbook.xml.rels worksheet part.
resentation. xml An instance of this part type contains the definition for
PowerPoint P ' a slide presentation.
(pptx) resentation sml rels The part containing relationship information for the
P ’ ' presentation part.
(Content Types) xml The part specifying information to identify parts in the
— ypes’. package.
app. xml The part for document-specific unique properties at the
Common Pp. application level.
The relationship part that has basic relationship
cels information for document execution.
' In this paper, we use it to insert a relationship of
concealed data.
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<?uml version="1.0" encoding="UTF-8" standalone="ves"?>

"application/vnd. openxmiformats-package. relat ionships+xml />

<Types “http://schemas.openxmf ormats. org/package/2006/content-types™>
<Default 1sion="bin"
“appl ication/vnd.openxm| f ormats-of f icedocument .spreadsheetml .printerSettings”/>
<Default : “png"” Con =" image/png” />
<Default Exten "rels”
<Default e “wml" e="applicat ion/xnl"/>
<Default Extension="zip" “application/zip"/>
<Override Parthl /=1 /workbook . xml "

<?uml version="1.0" encoding="UTF-8" standalone="ves"?>
<Relationships :

<Relationship “rid3” T
<Relationship [d="rld2"
<Relationship “ridt”

<Relationship “rld4”

“http://schemas. openxm|formats. org/package/2006/relat ionships”
“http://schemas. openxmlformats.org/of f iceDocument 72006/ relat ionships/extended-properties”
="http://schemas. openxm|f ormats. org/package/2006/relat ionships/metadata/core-propert ies” T
e="http://schemas.opensm|formats.org/of f iceocument /20067 relat ionships/of f i ceDocument ”
"http://schemas . openxml formats, org/of f iceDocument 72006/ relat ionships/custom-propert ies”

>

"docProps/app.xml " />
="docProps/core.xnl />
“"w1/workbook . xm1"/>
"docProps/custom.xml " />

<Relationship “rld100”

=="http://schenas, openzmlformats, org/of f iceDocunent/2006/re lat i onships/custon-propert ies/a”

“w1/mediashidden.zip"/>

Fig. 2. Modified ‘(Content_Type).xml" part(upper) and modified ".rels’ part(lower)
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Ext Size Written
[l 1| . printerSettings 288 Folder .01/17/17 10:14:15 2%
2 ). theme 152 Folder  01/17/17 10:1415 2%
3 worksheets 248 Folder  01/17/17 10:14:15 2%
O 4|8 _rels 280 Folder  01/17/17 1011415 2%
1 5| sharedstringsxml  xml 238 Document|01/01/80 12:00:00 27
O 6 [] stylesxml xml 1,574 Document(01/01/80 12:00:00 27
1 7|[ workbook.xml xml 717 Document|01/01/80 12:00:00 27

VE ° 33 25

_rels 2 78%.

printerSettings. 2 3.

theme 2 0 2=
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=] styles.xml
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Fig. 3. Time information of part in package
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Table 3. A comparison of detecting algorithms
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Detecting algorithm of (4) X X A A
Detecting algorithm of (5] O X X X
Our detecting algorithm O O O O
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Name Value
struct ZIPFILERECORD record(0] xl/workbook xkml
char frSignature 4] PKY
ushort fiversion 10

ushort fiflags 2048
j | ATE (B)
DOSTIME fiFileTime 14:06:02
DOSDATE fifileDate (11/03/2017
uintircre 8
uint frCompressedsize 627
uint fllncompressedSize 1399
ushort fFileMameLength 15
ushort frExtraFieldLength 0

Fig. 5. The time value of modified part (e. g.
workbook.xml)
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1 <%l version="1.0" encoding="UTF-8" standalone="yes"?>

2 v <workbook "http://schemas.openxn|formats.org/spreadsheetm! /2006/main

3 xnins:r="http://schemas.openxn| formats.ora/of f iceDocunent /2006/relat ionships’
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2 </sheets>

28 </workbook>

Fig. 6. ‘workbook.xml part in MS office Excel
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Table 4. The file path associated with data concealing and necessary to modifying

Document Concealing data Related file path Note
\xI\_rels\workbook.xml.rels Option
Excel(xlsx) sheet
\xI\workbook.xml Necessary
\ppt\_rels\presentation.xml.rels Option
slide
\ppt\presentation.xml Necessary
Power point(pptx) \ppt\_rels\presentation.xml.rels Option
slide master
\ppt\presentation.xml Necessary
slide note \ppt\slide\_rels\'Target part’ Necessary
\(Content_Types).xml Option
Common \docProps\app.xml Option
\_rels\.rels Necessary
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W7 XML-based Document Analyzer v0.1 - [m} X
Menu  Help
Selected target Detected data
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Fig. 8. Screen shot of our data detection tool implementing the algorithm described in Fig. 7

Table 5. part and part's element information

Concealed data type File name of part Root element name of the file
sheet sheet#.xml (worksheet)
slide slide#.xml (p:sld)
slide master slideMaster#.xml (p:sldMaster)
slide note notesSlide#.xml (p:notes)
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