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ABSTRACT

With the revolution of IT technology, cyber threats and crimes are also increasing. In the recent years, many large-scale APT
attack executed domestically and internationally. Specially, many of the APT incidents were not recognized by internal
organizations, were noticed by external entities. With fourth industrial revolution(4IR), advancement of IT technology produce
large scale of sensitive data more than ever before; thus, organizations invest a mount of budget for various methods such as
encrypting data, access control and even SIEM for analyzing any little sign of risks. However, enhanced intelligent APT it’s
getting hard to aware or detect. These APT threats are too much burden for SMB, Enterprise and Government Agencies to
respond effectively and efficiently. This paper will research what’s the limitation and weakness of current defense
countermeasure base on Cyber Kill Chain process and will suggest effective and efficient APT defense operation model with
considering of organization structure and human resources for operation.
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Table 1. The Center for Internet Security (CIS) Critical Security Controls

CSC No. Description
Secure Configurations for Hardware and Software on Mobile Devices, Laptops,
CSC 3 .
Workstations, and Servers
CSC 4 Continuous Vulnerability Assessment and Remediation
CSC 5 Controlled Use of Administrative Privileges
CSC 6 Maintenance, Monitoring, and Analysis of Audit Logs
CSC 7 Email and Web Browser Protections
CSC 8 Malware Defense
CSC 9 Limitation and Controls of Network Ports, Protocols, and Services
CSC 11 Secure Configurations for Network Devices such as Firewalls, Routers, and Switches
CSC 12 Boundary Defense
CSC 13 Data Protection
CSC 14 Controlled Access Based on the Need to Know
CSC 16 Account Monitoring and Control
CSC 17 Security Skills Assessment and Appropriate Training to Fill Gaps
CSC 19 Incident Response and Management
CSC 20 Penetration Tests and Red Team Exercises
Table 2. The Attacker Kill Chain and Critical Security Controls
Phase Critical Security Controls CSC Item
Reconnaissance Limit Reconnalssancve and .reduce the attackers ability to 6.9.11.12.20
enumerate the targets footprint
Weaponization .Interpret. poteptlal weaponization based on available 391719
information to disrupt future stages
. Identify activity as hostile and interrupt the delivery of
Delivery malicious content, forcing the attacker to change tactics 3.6.7.11.13.17
Focus controls to minimize exploitation opportunities, reducing
Exploitation vulnerabilities, forcing the attacker into alternate or noisier 3,4,8,17
attacks
Inhibit the installation of malware and other actions,
Installation interfering with the attacker’s ability to establish and maintain 3,4,8
persistent access
Command and Disrupt the attacker’s ability to retain long-term remote access
. . 3,5,6,9.16
Control and end his hostile access
Actions on Disrupt the attacker's ability to locate, access and extract
L e . 3,13,14,19
Objectives sensitive information
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Stage 1 : Delivery malicious
software by Web Mail

Stage 2 : Delivery malicious
software by Web Mail

S .
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A
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- e
A
Collecting Spreding
Information Malicious Software

@ Hacker deliver a fishing web
mail ot the User A, the mail
seems sent by user’s family.

@ User A open the web mail and
malicious file executed and
installed on User A PC

@ Collecting a information and

spreading malicious software
using file sharing server

@ Acquiring a File Server access

control by using password
matching attack

Stage 3 : Acquiring personal
information manager and DB Server

Stage 4 : Gathering sensitive
Information and exfiltration
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@ Hacker deliver a fishing web
mail ot the User A, the mail
seems sent by user's family.

@ User A open the web mail and
malicious file executed and
installed on User A PC

@ Collecting a information and
spreading malicious software
using file sharing server

@ Acquiring a File Server access
control by using password
matching attack

Fig. 1. APT Scenario by Ministry of Science,
ICT and Future Planning (16)
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Table 3. Attack Phase and Weakness (Study Case of A Company)

Attack Phase

Weakness

Delivering email thru Naver
Web Mail

Social Engineering Toolkit
Attacker has enough information about the victim
Spear phishing attack

Read the email from
the Naver
web mail

Web mail reading was allowed by security policy
Naver Web mail service on HTTPS Encryption
Existing Send-box can not analyze HTTPS

download file and execute

download screen saver file and execute it with out doubt
src file run with hidden malware execution of msoia.exe

ielowutil.exe
process

Command & Control (C&C) Server communication
C&C connection was encrypted by SSL

malware spreading

spreading malware, increase victims thru file-server

controling DB manager PC and access Database

data from the DB

DB Access evasion DB access control system
download downloading customer data to the web server
customer move the customer data to the victim(B employee)

avoiding DB access control

transfer user data to the
attacker

transfer user data to the attacker by HTTPS
stolen data was encrypted one more by attacker
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1) 3= ALH(DROP) 7=
»  %USERPROFILE%\AppData\Local\\Micr
osoft\Office\15.0\msoia.exe /update
* md5:133a436ddb128520d5061e020f09cb16
» 2= Agent.Backdoor.921600.ce

ions ew Process Find Users Help
BRE=REORF R A | [ [

Process PID private Byt Working S.. CPU Description Company
7 System Idle Process | o 0K 24K 69.29
il 5 System 4 44K 304K 015
" csrss.exe 328 1,308 K 4,500 K < 0.... Client Server Runtime ... Microsoft
& [ wininit exe 380 956 K 3,980 K Windows A% &8 Z.. Microsoft
& @ csrss.exe 392 10896 K  13,872K 0.96 Client Server Runtime ... Microsoft
B conhost.exe \ 2116 736 K 2916 K 223 Z2E Microsoft
B winlogon.exe 440 1,668 K 5284 K Windows 212 8& ... Microsoft
= 4 explorer.exe 1576 24144K  43320K 043 Windows E447| Microsoft
Wvmtoolsd.exe 1020 6,792 K 18,948 K 3.09 VMware Tools Core S.. VMware, [
@ sbieCtrl.exe 1332 3304K  11128K 0.02 Sandboxie Control tzuk

27 procexp.exe 2900 12,944 K 23,588 K 2.26 Sysinternals Process E.. Sysinterna
ak Tcpview.exe 3156 7456 K 14,528 K 0.17 TCR/UDP endpoint vie.. Sysinterna
T FileMonitor.exe 3380 14304 K 12,432 K__0.69 FileMonitor Moo0
= 1832K 15020 K 14.33
872K 2972 K 1.80 Internet Low-Mic Ufilit.. Microsoft
552 K 2,260 K 0.52 Internet Low-Mic Utilit.. Microsoft
6,116 K 1,708 K 0.36

Fig. 2. Process monitoring of msoia.exe
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» %USERPROFILE%\AppData\Local\Micro
soft\InternetExplorer\IECompatData\ielo
wutil.exe /autostart
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= Atk Agent.Backdoor.921600.ce

3) 7} BE tfEE
- ielowutil.exe °]4% iehmmapi.dll o2&
- jehmmapi.dll WXxe|z 2=

Table 4. Attack Scenario with Cyber Kill Chain

4) C&C 94 (SSL)

- 190.185.124.125:443, &F=f~
- 202.137.244.198:443, =5

- 220.132.191.110:443, =3t
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Table 5. AHP Process

(Study case of A company) Phase Scenario and week point
Phase Intrusion 1 - Defining the decision problem
Reconnaissance| gathering victim's information 2 - Modeling the Hierarchy
oL Spear phishing file with 3 - Collecting data from experts
Weaponization i )
screen saver ) .. .
- 4 - Employing the pairwise comparison
Deli mail.naver.com (SSL)
elivery phishing email 6 - Estimating relative weights of
. . elements
Exploitation msola.exe
Installation ielowutil.exe 7 - Calculating the degree of
consistency
Command and 0&C (SSL)
Control 8 - Calculating the mean relative
Actions on Exfiltration Customer's weights

Objectives personal information (SSL)
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Table 6. SSL Ratio

SSL Ratio Range Ratio of Targets
0~20% 20.4%
~30% 29.6%
~40% 9.3%
~50% 16.7%

ete 24.1%
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Table 7. SSL Decoding Limitation

Limitation Ratio
Latency Time 39.6%
Operation Load 35.8%
Budget 17%

etc 7.6%
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Table 8. Real-Time Protection Categories
Item Deceription

Malicious Lures

the sites that leat to various types of threats
- Breaking news, Celebrity gossip, Popular topics,Social media

Phishing

Phishing site is fake website whose look and feel are almost identical to
the legitimate one typically carried out by directs users to enter personal
information

- email spoofing, instant messaging

Malicious Embedded
iFrame

It used for delivery a malware, bots, eploits and other threats
- compromised sites, advertising banner

Evasive Malware

One of the most critical challenges, downloading malware such as trojans,
worms, spyware and utilizes evasion techniques
- obfuscation, encoding, polymorphism, compression, packing, encryption

Bot Networks
(botnet)

Internet-connected computers autonomously communicating coordinate
their actions by (C&C) or by passing messages to one another

- launch attacks, install malware, click fraud

- steal victim's information, generate spam

Exploits

Taking advantage of a bug or vulnerability in order to cause unintended or
unanticipated behavior

- compromised website, iframes & redirections

- dynamic payload modification

Spyware

Gathering information from a victim, exfiltrate data and control the
victim. it evade anti-virus and anti-malware, it is not an infected file but
the code running on memories

- carries the initial malicious code, extract the malware payload

- call-home for additional malware payload

Malicious Redirection

web sites that contain redirections to threats such as fake AV, bots and
other malware.

- social networking websites, watering holes

- fake plug-ins, fake certificates, obfuscated Javascript

Non-Binary Obfuscated
Threats (web-borne)

Utilized various types of obfuscation to hide malicious threats
- compromised sites
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Table 9. Network DLP& SSL Decoding

Network DLP Mode Ratio
. Real-Time Blocking 32.7%

Blocking —
Monitoring Only 57.6%
All Traffic 7.4%

SSL ;
. For some web mail 22.2%
Proxying

Planing in Future 70.4%
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Table 10. Attack Blocking with Cyber Kill Chain (Study Case of A Company)

Phase Intrusion Method Block
. gathering first victim's
Reconnaissance . . - -
personal information
L Spear phishing file with
Weaponization ) - -
screen saver
mall.n.ave'r.com (.SSL) Real-time Detecting
. phishing email . e . .
Delivery (src file verification and dropping it over YES
(download and execute the .
) mail.naver.com SSL)
.src file)
whilelist execution control
Exploitation msoia.exe (verification of new execution file of YES
msoia.exe)
whilelist execution control
Installation ielowutil.exe (verification of new execution file of YES
ielowutil.exe)
Real-time Detecting and Dropping
Command and C&C (SSL) (dropping session with unknown destination YES
Control
by SSL)
Real-time Detecting of Dropping by DLP
Actions on Exfiltration Customer’s (Exfiltration .Dat'a sending to unknown
Objectives personal information (SSL) destination over SSL, YES
Exfiltration Data was unknown encrypted
and cannot verify by DLP over SSL)
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Table 11. Criteria for APT Defense and Current Status of Organizations

Top Criteria Sub Criteria 1123|456 7]89[10[11]12[131415/16/1718/19 20
Sandboxing of malicious file | O] O] X| O] O] X| O] O] O| O] O| X| X| O| X| X| X| O] O] O
Network Real‘“meFl\ﬁilelfﬁgs Context | vI x| x| x| x| 0| o] x| x| x| x| x| | x| x| x| x| X| x| X
APT N-APT SSL Visibility x| x| x| x| x| o] o] x| x| x| x| x| x| x| x| x[ x| x| x| O
unknown destination blocking | X| X| O| X| X| O] O] X| X| X| X| X| X| X| X| X| X| X| X| X
Virus Vaccine (olNeINcINeINCINCINCINCINOINCINCIRCINCINCINCINCINOINCINCING]
Endpoint Process Monitoring X| X| X| X| X| O] X| O] X| X| X|O| X| X|X|O| X|X|X|X
Security Process blocking base on | y| x| x| 0| x| o] x| x| x| x| x| o] x| x| x| x| x| X| X| X
Whitelist
Logging and Screening Ol 0| 0| X| O] Al AlO|O]O|O|0O|0O|0O| Al AlO|0O]O|O
Real-time blocking for DLP | X| &A] A] A} X| A Ao X| X| Al X| O] X| X[ X| A X| Al X[ X
Data unknown destination
Loss. exfiltration blocking X X| X[ X[ X| X X| X| X X| X| X|X]| X| X| X| X| X| X|X
Prevention ™ unknown encryption file | [ x| x| x| x| x| x| x| x| x| x| x| x| x| x| x| x| x| x| x
blocking
NDLP SSL Visibility X X| ol ol X| X X|X| X X|X|X|Aa] o] XX X]X|X|X
Enterprise ESM Screening O] O] O] O] X| X| X| X| X| O] X| X| X| X| X| X| X| X| X| X
Security
Management SIEM Screening Ol Ol0|OIX|X|O|0O|X|0O]0O|X|0O|0O|0]X|X|O|0O|O
Table 12. Selecting Factors by Survey
Top Criteria Sub Criteria Definition
Sandboxing of malicious file Behavior analysis of suspicious file
Real-time Malicious Context Filtering a malicious contents on Real-time context
NeAtg%rk Filtering analysis
N-APT SSL Visibility SSL Proxying and Decoding for APT analyze
unknown destination blocking Verifying where communication channel comes form
Virus Vaccine Signature base detecting
Eérégg%i&t Process Monitoring monitoring process gii%?&lglrllsand follow up if it's
Process blocking base on define the process whilelist if it was verified and
Whitelist un-verified process will be block when it runs
Logging and Screening Screening which data is going out from the organization
s : it will be useful to real time block capability base on the
Real-time blocking for DLP DLP policy not only monitoring
Eg;g unknown destination exfiltration if the destination is suspicious DLP can block the
Prevention blocking . trans.fer
unknown encryption file blocking if the DLP cannot letcfagélsl?eer Data than block the
NDLP SSL Visibility SSL Proxying and Decoding for DLP
Enterprise ESM Screening IDS, IPS, FW event analyzing
Security o real-time analysis of alerts generated by network and
Management SIEM Screening applications ¥
Management Operation Load considering of operation
& Budget Load considering of Budget
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Fig. 6. Defense Model for Unknown APT
Table 13. Ranking of APT Defense Criteria
Top Criteria | Weight Sub Criteria Weight Final Priority
Weight
Sandboxing of malicious file 0.043 0.019 13
Real-time Malicious Context Filtering 0.329 0.143 2
Network APT ) 0434 N-APT SSL Visibility 0.433 0.188 1
unknown destination blocking 0.195 0.085 4
) Virus Vaccine 0.081 0.007 16
fndpolnt 1 0.092 Process Monitoring 0.188 0.017 14
Process blocking base on Whitelist 0.731 0.067 7
Logging and Screening 0.037 0.01 15
Real-time blocking for DLP 0.322 0.085 5
]Pgr%‘i/aer]ftggi 0.265 unknown destination exfiltration blocking 0.152 0.04 10
unknown encryption file blocking 0.152 0.04 11
NDLP SSL Visibility 0.337 0.089 3
Enterprise ESM Screening 0.345 0.044 9
Security 0.128 -
Management SIEM Screening 0.655 0.084 6
Operation Load 0.750 0.061 8
.081
Management | 0.08 Budget Load 0.250 0.02 12
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Table 14. APT Defense Countermeasure Operation Model by Cyber Kill Chain

N-APT / DLP White list
Phase SSL Real-time Unknown Process
Visibility Blocking Blocking Blocking
Reconnaissance - - -
Weaponization - - -

Delivery O(APT) O(APT) O(APT) 0
Exploitation O(APT) O(APT) O(APT) )
Installation - - - O

Command and Control O(APT) O(APT) O(APT) -

Actions on Objectives O(DLP) O(DLP) O(DLP) -
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