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ABSTRACT

In this paper, we propose a protection solution against intelligent Ransomware attacks by encrypting not only source files but
also backup files of external storage. The system is designed to automatically back up to the cloud server at the time of file
creation to perform monitoring and blocking in case a specific process affects the original file. When client creates or saves a
file, both process identifiers, parent process identifiers, and executable file hash values are compared and protected by the
whitelist. The file format that is changed by another process is monitored and blocked to prevent from suspicious behavior. By
applying the system proposed in this paper, it is possible to protect against damage caused by the modification or deletion of
files by Ransomware.
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import winizeon
import win3zfile
from ntsecuritycon import FILE_LIST DIRECTORY

b directory = windzfile.CreateFile(
FILE_LIST_DIRECTORY,
winizfile.FILE SHARE_RELD |
winizfile.FILE_SHARE WRITE |
win3zfile.FILE_SHARE DELETE,
None,
win3zcon.OPEN_EXISTING,
win3zcon.FILE_FLAG_BACKUP_SEMANTICS,
None
1

wnile True:

results = win3zfile.ReadDirectoryChangestijjh directory,
10214,
True,
winizeon.FILE NOTIFY CHANGE FILE NAME |
win3zcon.FILE_NOTIFY CHANGE DIR_NAME |
win3zcon.FILE NOTIFY CHANGE ATTRIBUTES |
win3zcon.FILE_NOTIFY_CHANGE_SIZE |
win32con.FILE_NOTIFY_CHANGE_LEST URITE
windzcon.FILE_NOTIFY_CHANGE_SECURITY,
None,
None
1
for action, filenawe in resules:

if action == 1: print % filename

elif action == 2:  princ % filename

elif action print % filename

elif action == 4:  print % filename
elif action == 5:  print % filename
else: print % filename

Fig. 5. File change monitoring source code
using ReadDirectoryChanges API
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Table 1. Whitelist table referencing registry

Ext Program

txt c:\windows\system32\notepad.exe

ipg rundll32.exe c:\windows\system32\shimgvw.dll,imageview fullscreen
jpeg rundll32.exe c:\windows\system32\shimgvw.dll, ImageView Fullscreen
hwp c:\program files\hnc\hwp80\hwp.exe

doc ¢:\program files\windows nt\accessories\wordpad.exe

pdf c:\program files\adobe\reader 11.0\reader\acrord32.exe

avi c:\program files\windows media player\wmplayer.exe /prefetch:8 /open
zip rundll32.exe zipfldr.dll, RouteTheCall

png rundll32.exe c:\windows\system32\shimgvw.dll,imageview fullscreen

QA =t o] FAeA hwp FHAE WEH3 }
“c:\program files\hnc\hwp80\hwp.exe &
WhiteProcess Tableol| 523t} hwp. exe7} Al
=3 hwpEAAsE 7Rl £A3d 5] 7] B
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Table 2. Data requested from client

Table Column Contents
user_id user index

User user user 1D
pwW user password
joinDateTime sign up time
login_id login index
user_id user index

Login | loginDateTime | login time
key Keys to be created

upon login

file_id file index
user_id user index

login index
source file path
source file hash

File login_id
file_location
data_hash
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File save

Encrypt Data, hashFle)

Fig. 8. File Store Flow
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Index 528kbytes 27,664kbytes
1 0.156sec 2.117sec
2 0.172sec 2.023sec
3 0.187sec 2.007sec
4 0.172sec 2.060sec
5 0.172sec 2.138sec
6 0.171sec 2.306sec
7 0.188sec 2.400sec
8 0.157sec 2.589sec
9 0.172sec 2.761sec
10 0.172sec 2.495sec
11 0.188sec 2.416sec
12 0.172sec 2.572sec
13 0.172sec 2.138sec
Average 0.173sec 2.286sec
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