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ABSTRACT

CAPTCHA is a verification scheme whether or not a human user has made a service request. Most CAPTCHAs that are
based on text, image, or simple game suffer from vulnerability that can be compromised by automated attacks and stream relay
attacks. To resist such attacks, CAPTCHA that utilizes human recognition as been suggested but it show poor usability for
deploying in the Internet. We propose an Emerging Image Cue CAPTCHA that offers improved usability and resists stream relay
attacks, as well. We also examine the usability of the proposed CAPTCHA and investigate the attack resistance by conducting
user study and experiments on simulated network environment.

Keywords: CAPTCHA, Emerging Image, Automated attack, Static Relay Attack, Stream relay attack, Usability test
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