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A Study on the Vulnerability of Using Intermediate Language in Android:
Bypassing Security Check Point in Android-Based Banking Applications*

Woojin Lee,* Kyungho Lee'
Graduate School of Information Security, Korea University

e o

22wl Aol SLshel el LA wulelge] Ag HlFe] BlS AA el nheh nek 919 3
Zbeha gieh. olol] Fh FHRNAE WA o1 EeiAelA el mek EFAEL wsha, 44 AAHEA o ¥E B
Q517] 91ske] wak AAL AHEL ARl o FedAode] YL WAL o). B =R E T 8 LAE
o] qhEo| = W ojFeldlold A (decompile) | FEFE FA101E B4 2 A 245 1wk A4} A
5% S5k mjd wAl Za e wEe) Aebe nalt. wa A%E 59 o) oH8T 4 = 2AL o)

H=
B g ek AAR

ABSTRACT

In recent years, as the proportion of mobile banking has become bigger with daily usage of mobile banking, security threats
are also increasing according to the feeling. Accordingly, the domestic banking system introduces security solution programs in
the banking application and sets security check points to ensure the stability of the application in order to check whether it is
always executed. This study presents a vulnerability of inactivity bypassing mobile vaccine program operation checkpoints using
the intermediate language statically and dynamically analysis when decompiling the android banking applications of major banks
in Korea. Also, through the results, it identifies possible attacks that can be exploited and suggest countermeasures.
Keywords: Mobile banking, Bypassing vulnerability, Android mobile vaccine program
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Table 1. Current status of banking applications
applying the vaccine

The number of domestic

Mobile vaccine . L
banking applications

manufacturer applying the vaccine
A Vaccine 8
B Vaccine 1
C Vaccine 1

Sum 10
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Table 4. Bypassing mobile vaccine programs in banking applications test results
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