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ABSTRACT

Due to the Internet and computing capability, new and variant malware are discovered around 1 Million per day. Companies
use dynamic analysis such as behavior analysis on virtual machines for unknown malware detection because attackers use
unknown malware which is not detected by signature based AV effectively. But growing number of malware types are not only
PE(Portable Executable) but also non-PE such as MS word or PDF therefore dynamic analysis must need more resources and
computing powers to improve detection effectiveness. This study elicits the pre-filtering system evaluation factor to improve
effective dynamic malware analysis system and presents and verifies the decision making model and the formula for solution
selection using AHP(Analytics Hierarchy Process)
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e Large
number of
Anti-Virus vendors Welfk for
(Blacklisting) |* Low false unxnown
. malware
positive
e Low CAPEX
* Small
number of
vendors
¢ Low false * High
Whitelisting positive CAPEX
*  Good for * High OPEX
unknown
malware at
host level
¢ High Cost
* High false
positives
* High OPEX
Machine ¢  Good for for
Learning- unknown managing
based malware false
positives
* Small
number of
vendors
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Table 2. Dynamic Analysis location and objectives

Location Objectives

Network Malware analysis for inbound
files via WEB

Email Malware Analysis for email
attachment or URL

Endpoint Malware Analysis for file on the
host
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Table 3. Pre-filtering System Evaluation Criteria

Table 4. Pre-filtering System Evaluation Criteria
& Definition

Top Sub-

L L Definition
criteria| criteria
Purchasing Cost for official
. . permission to use or own
Licensing

product/service. Product
include Software/Hardware

Maintenance Cost for

Cost |Maintenanc|licensed product/service

e such as upgrade, patch or
technical support

Operation cost for
administrator training,
shift, or education

Operation
cost

Function/feature to
Integration |cooperate/communicate with
3rd party solution
Ability/attribute to grow or
manage increased demand

Archite
cture | Scalability

Consistency and validity of

Reliability test results

Computer system is
protected from data
Security |corruption, destruction,
interception or
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Operation v 1 0
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Table 5. Weight of Group 1’s Evaluation Factors

Sub- . Final

Criteria | Weight Criteria Weight Weight Priority
License 0.254 0.052 8
maintenance
Cost 0.203 Cost, 0.377 0.077 5
Operation | 4 360 | 0073 |
cost

Integration | 0.245 0.067

Architec

0.272 | Scalability | 0.346 0.094
ture

Reliability | 0.408 0.111

ol =

Security 0.521 0.274

Risk | 0.525 | False

Positive 0.479 | 0.251 2

Table 69 kel W3t 2F $Aw9E A9IR
. MAl9(0.362), 1=R2]x12(0.246), 3=z
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7} = iet,

462 122 - 2¥x 18
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fru
M
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il
L

(0.557), Bk ( 0443 rl A= —“M# 9«11, -‘I:—
WAe] ol7ld A= 4184 (0.599), 221)

A=A (0.180) 2 FA=E g, Al ‘ﬂ’lﬁﬂ v &
. , ) odn 0] A1 A) S 2| BH| 4
Table 6. Weight of Group 1’s Alternatives 14:(0.439),  =e]AA(0.318), A28
(0.243) 2 B4 =g}
o |sup-c| ., |Mmtellig) | Machine 7k 7} 29lEe HE 7FEA = Table 7ol %4
= | riteri Final |ence-ba| Antivir | Whiteli Learnin =
S|, |Weieht| sed us | sting Antivimgs Hol ol A o] 2¥bA], MM ¥ AlFgAe] 7t
- solution 4 e g7k a”lew $AEr
Llsceen 0.052 | 0.012 | 0.009 | 0.008 | 0.022 Table 89] EH ol gt FHE AT E AR
Maint w29 (0.412), <k EIHMEV 0.231), 1=
o |enanc| 0.077 | 0.022 | 0.016 | 0.008 | 0.031 ﬁ¢(0‘186), sto]Ee] ~8(0.171) 2 EAEc}.
@ e
Oper . .
t‘i’g;a 0.073 | 0.015 | 0.009 | 0.014 | 0.035 Table 7. Weight of Group 2 Evaluation Factors
Total | 0.201 | 0.050 | 0.034 | 0.030 | 0.087 o - .
Criteria| Weight | 2P| yeigng | Final - Priorit
Int teria Weight y
DeET 0 067 | 0.018 | 0.010 | 0.008 | 0.030 .
> ation License | 0.318 0.070 6
Is)
2. | Scala mainten
% | bility | 0094 | 0.024 | 0.016 | 0.008 | 0.030 o tapy | ance | 0243 | .05 .
=4 ) 8 : Cost
& [Relial 1071 0032 | 0.020 | 0.026 | 0.033
bility Operati| o 49 | 097 | 4
Total | 0.272 | 0.074 0.045 0.042 0.110 on cost ' '
Secur| o974 | 0.079 | 0.044 | 0.066 | 0.084 Integrat| 100 | (058 7
ity > ion : )
& | False S:r Scalabil
% | Positi| 0.251 | 0.044 | 0.051 | 0.077 | 0.080 g 0.321 C?til 0.221 | 0.071 5
ve g
Total | 0.525 | 0.123 | 0.095 | 0.143 | 0.164 ® Reliabill| | o0 | 199 3
Final weight of a4 ' '
1nal welig [0)
; 0.246 | 0.174 | 0.215 | 0.362
alternatives Security| 0.443 0.202 2
Final Priorities 9 4 3 1 ; 0.457 False
of alternatives Positive 0.557 0.254 1
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Table 8. Weight of Group 2’s Alternatives

Table 9. Weight of Group 3 Evaluation Factors

B Intellig .
Crit| 52| Final |ence-ba| Antivir | Whiteli | Machine
. | Crite . . Learning
eria . Weight| sed us sting L.
ria . Antivirus
solution
Lice | 0 007 | 0.011 | 0.014 | 0.013 | 0.033
nse
Main
tena | 0.054 | 0.011 | 0.015 | 0.013 | 0.015
Q nce
o
3
Oper! 5 697 | 0.014 | 0.034 | 0.010 | 0.039
ation
Total| 0.222 | 0.036 | 0.063 | 0.036 | 0.087
Integ
ratio| 0.058 | 0.012 | 0.013 | 0.009 | 0.025
n
2 |Scala 0.071 | 0.015 | 0.015 | 0.013 | 0.028
= |bility| ‘ ‘ : :
g
£ |Relia
& |59 0.192 | 0.057 | 0.043 | 0.025 | 0.068
bility
Total| 0.321 | 0.084 | 0.071 | 0.046 | 0.120
Secu| o909 | 0.042 | 0.050 | 0.038 | 0.073
rity
& |False
% |Posit| 0.254 | 0.025 | 0.047 | 0.050 | 0.131
ive
Total| 0.457 | 0.067 | 0.097 | 0.088 | 0.204
Final weight of | o jae | g o3 | 0171 | 0412
alternatives
Final Pr'lormes of 3 9 4 1
alternatives
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Table 9% A%7} 282 W7} gad 7129}

HAF 7heAE AR Aol 9

AdE 2l A8 1R Fare 99
(0.592), o}718121(0.216), H]4-(0.192)2] 7153

2 A=l

o F A8 "5t A =2 AR EIETL
o] 7hEAE BAE B, A HAY] 93 BHA
(0.502), 282](0.498)8 +AZ #A=0w, F
e ol7lel A= AlFA(0.570), A541(0.229),
A4 (0.201) 2 FA=EQa, A WAL vlE> 2

S . Sub-Cri . Final Lo

P o 7 -
Criteria | Weight teria Weight Weight Priority

License | 0.387 0.074 4
mainten

Q ance 0.264 0.051 6

§ 0.192 Cost

Operati| ) 349 | 0067 5
on cost

. Integrat| o 959 | 0.050 | 7

~ 1on

% Scalabil

& 0.216 . 0.201 0.043 8

<1 ity

=] T -

& Reliabilil "y 570 | 0.123 3

ty
Security| 0.502 0.297 1
z 0.592
~ ' False | g 498 | 0.295 2
Positive
0]4141(0.387) ,238]£-(0.349) A ]S
(0.264) 2 EA =}

Zy W7} 89189 3 715X+ Table 9o %4
ol gl A3 o] meky, 9% 2 AlFAe]
7V =2 Gk aqle s FAEI

Table 109] digtel]l tgh =& AT E Adn
W, el H2(0.298) M4 (0.275), Qbelule]

212(0.219), sfo]E]~

5(0.208) =2 A= %t

Table 10. Weight of Group 3’s Alternatives

B Intellig .
Crit Su.b Final |ence-ba| Antivir | Whiteli Machl'ne
.| Crite . . Learning
eria . Weight| sed us sting L.
ria . Antivirus
solution
Lice | 074 | 0.019 | 0.011 | 0.013 | 0.031
nse
Main
tena | 0.051 | 0.017 | 0.010 | 0.009 | 0.015
Cost nce
Oper! 067 | 0.021 | 0.012 | 0.015 | 0.019
ation
Total| 0.192 | 0.057 | 0.034 | 0.036 | 0.065
Integ
ratio| 0.050 | 0.018 | 0.009 | 0.007 | 0.016
Arc n
hite |Sealal o o410 015 | 0.008 | 0.009 | 0.012
cutu | bility
re 1
Relia) 105 | 0037 | 0.031 | 0.031 | 0.024
bility
Total| 0.216 | 0.069 | 0.049 | 0.047 | 0.051
Risk Sr’ft‘:; 0.297 | 0.084 | 0.071 | 0.052 | 0.091
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False
Posit| 0.295 | 0.088 | 0.066 | 0.073 0.068
ive
Total| 0.592 | 0.172 | 0.137 | 0.125 0.159

Final weight of
alternatives

0.298 | 0.219 | 0.208 0.275

Final Priorities of
alternatives
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Table 11. Weight of Group 4 Evaluation Factors

Table 12. Weight of Group 4’s Alternatives

5 Intellig .
crit [S%C) inal |ence-ba |Antivir| Whiteli | Machine
.| riteri . . Learning
eria Weight | sed us sting R
a . Antivirus
solution
Llscjn 0.066 | 0.015 | 0.011 | 0.011 | 0.028
Maint
o |enanc| 0.060 | 0.018 | 0.013 | 0.010 | 0.020
2| e
Operal o 675 | 0.018 | 0.015 | 0.014 | 0.027
tion
Total | 0.201 | 0.051 | 0.039 | 0.035 | 0.075
Inteer| o571 0,018 | 0.010 | 0.008 | 0.022
ation
&
S |Sealal o o651 0.018 | 0.012 | 0.010 | 0.024
< | bility
o
£ | Relia
S bty | 0-133 | 0.039 | 0.030 | 0.030 | 0.034
Total | 0.255 | 0.075 | 0.052 | 0.048 | 0.080
S‘ffyur 0.270 | 0.073 | 0.058 | 0.054 | 0.086
& | False
2 | Positi| 0.273 | 0.060 | 0.057 | 0.070 | 0.086
ve
Total | 0.544 | 0.133 | 0.115 | 0.124 | 0.172

Final weight of 0.259 | 0.206 | 0.207 | 0.328

I . Sub- . Final o
Criteria| Weight Criteria Weight Weight Priority
License | 0.329 0.066 5
mainten
Q ance 0.298 0.060 7
g» 0.201 Cost
Operati| o 373 | 0,075 4
on cost
. Integrat| o 095 | 0.057 | 8
Z ion
5 ;
g 0.255 | Selabill g 953 | 0,065 6
=Y ity
=] - -
® Reliabili| 509 | (133 3
ty
- Security| 0.497 0.270 2
7 0.544
~ False 1o 503 | 0.273 1
Positive

alternatives

Final Priorities of 9 4 3 1
alternatives
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Table 13. Alternative Selection Criteria Formula

Table 15. Alternative Selection Steps

Alternatives |Formula

Intelligence |I = (26xC) + (29xA) + (24xR)

Antivirus V = (20xC) + (18xA) + (2IxR)

Whitelisting |W = (17xC) + (19xA) + (23xR)

Machine

. M = (36xC) + (30xA) + (31xR)
Learning

: Weight of Intelligence

© Weight of Antivirus

© Weight of Whitelisting

© Weight of Machine Learning
© Weight of Cost

© Weight of Architecture

: Weight of Risk

Tz =<

o] TAe] ASE fl3l 254el ==1 A8l 97t
fele] 7Rl 917(0.201), <b1E1#(0.255),
2139(0.544)& Table 134 Az FAlel o
s15b:l Table 149} zEo] FAell 23] A4 ghol
Table 129] diste] F 7152 g3 dAst= 7

& AEeAset

Table 14. Verification Formula using Result
Value

Alter Cost Architecture Risk

nativ| Cons Weig|Const| Weig | Cons | Weig Total
€s | tant | ht ant ht |tant| ht
Intel
ligen| 26 [0.201| 29 |[0.255| 24 |0.544|26% | 2
ce
Anti
virus
Whit
elisti| 17 10.201| 19 |0.255| 23 |0.544|21% | 3
ng
Mac
hine
Lear
ning

Prior
ities

20 (0.201| 18 |0.255| 21 |0.544|21% | 4

36 (0.201| 30 |0.255| 31 |0.544|32% | 1

4.8 AIHE S8t oAl 2H gl 22

B oA AHP oAAA =ds) ek A4 F
AL A gsto] S AAskT A ey A
g A oA AA-L Table 159 3tAIe} zbo] 7
Z5 AAskdrt.

AES 93 HAE &3 32},

1 ©H: Table 1632} o] & 87F#|9 314 2.4l

Step Description

Calculate importance factor for

Step 1 each sub-criteria from 1 to 9 scale

Calculate average and weight of
Step 2 top criteria for Cost, Architecture
and Risk

Calculate the alternative weight
Step 3 using  Table 13 Alternative
Selection Criteria Formula

of diste] Table 173 %] 94 HE= For s
Akak},

2 ©H: Table 169 F2%= 7} dol¥
o2 AF9] a8ldl did 7EA e §ks] &
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Table 16. Importance Rating for Sub-Criteria
from Company A

Crit Importance rating(1-9)
| Sub-criteria
eria 1121 3] 4| 5] 6] 7| 8]9
License \Y
Q .
S | Maintenance \Y
Operation \%
% Integration
=
o Scalability
S
o Ceqs
5 Reliability
Security \
Y
< False
=
Positive v
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Table 17. Rating for Relative Importance

Rating Definition

1 Not important

Some Important

Important

Very Important
The Most Important
2,4,6,8 Median of determine the 2 adjacent

O |3 |0t | w

Table 18. Top Criteria Weight Calculation based
on A Company

Cost Architecture Risk

Average |Weight |Average |Weight |Average |[Weight

5 0.238 7 0.333 9 0.429

Aol A8 Fake Ade] 7 B Tt
e, o] beAE mE
Table 199} 7ro] WAz 9] 2J8F A} e 7]
=5 Aol 7H AxpAolehs AAE At

Table 19. Result of Alternative Solution
Selection using Formula for Company A

Alter Cost, Architecture Risk

nativ
es

Total Prior
Cons | Weig| Const| Weig | Cons | Weig | ' ities
tant | ht | ant ht |tant| ht

Intel
ligen| 26 [0.238] 29 |[0.333| 24 |0.429|27% | 2
ce

Anti

. 20 (0.238| 18 |0.333| 21 |0.429|20% | 4
virus

Whit
elisti| 17 |0.238] 19 |0.333| 23 |0.429]|20% | 3
ng

Mac
hine
Lear
ning

36 (0.238] 30 |0.333| 31 |0.429|33% | 1
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